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STISC: BEWARE - the wave of scam and phishing cyberattacks
continues

Buna ziua,

Stimate client, Ati primit acest mesaj deoarece sunteti principalul contact pentru
numele domeniului ige.gov.md si va informam ca astazi 02/01/2023 este data de
reinnoire, daca doriti sa pastrati acest nume de domeniu, trebuie sa reinnoiti pana

cand ajungeti la pagina de reinnoire directa.

Efectuati plata inainte de 02 ianuarie 2023. Va recomandam sa utilizati urmatoarea

metoda: Utilizati urmatorul link pentru a plati :

Nota: Daca nu doriti sa-1 salvati, nu trebuie, deoarece sistemul nostru il va
sterge automat.

Va multumim ca folositi serviciile noastre. Va dorim un an nou fericit si
asteptam cu nerabdare cooperarea in continuare.

Press release, Awareness, Alerts, | 05-01-2023
Postat de ecaterina.grigorean la 5 January 2023

January 5, 2023, Chisinau - The Information Technology and Cyber Security Service (STISC) warns of
scam and phishing cyber attack campaigns targeting government institutions. To date, more than 1330
messages have been sent to the e-mail addresses of public institutions.

Owners of .md domains are informed by e-mail about the expiration of the domain name's validity period
and are asked to initiate the procedure for extending it, requesting access to a link to make the payment.

STISC recommends avoiding accessing such links, as well as blocking, reporting the sender.
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At the same time, in the context of the continuation of the wave of scam and phishing cyber attacks
during the holidays, we urge you to always check the real source of the message and respect the rules of
cyber hygiene.

We inform you that phishing is one of the most common cyber attacks, through which criminals on the
Internet try to steal money, personal information, banking information, card or account numbers, PIN
codes, etc. Cybercriminals usually pretend to be reputable companies, friends, or acquaintances and
send emails or SMSs that draw attention to technical malfunctions or errors and request re-introduction of
personal data or even payment.

Scam attacks are an example of payment fraud. Email messages sent by criminals contain true
information about the institution and request payments by not following the usual/legal payment
authorization procedure, but by accessing a link.

We note that cyber attacks can have dire consequences and we urge you to follow the minimum cyber
security rules.
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