< Lookout’

MOONSHINE

SHA1 of APKs:

8afe90ebb4666565891fcc33e12fad410996d4d1
ac235440a738938c2218e2608ea229dd3584701b
437f5e0aa400372a6e98de7aca32f6cf?16040a0
16125c5ecd29bb1d359fdbbfc127341caftbaebbf
79fb6143885df2a058a7aa9d60c88dbéb44226dd
66b0972bfd0786baa0076575db19b22c56d871ad
047dee43dda8c09c46773d323968886d%af6b49d
aadeede30b2aa975f691b6d002ca047520f2c86f
724f41af93abcc7c7625a8814e43398ccbbddf2c
26b2bf522a6759390a7155250ddb3ee3512bec7a
02977d77c801136da581864152b80a9d6568651e
12097cf566fbc31b94adf2d2a3c25617609faf68
75ffd57282d23326430bc3ad789a7f3f4e643027
f721db78c57993bed75af77e30ba284b314de05¢
9a120fce59a51c09d23b5f7274c7c0e22f2747b5
9eafa52a74741bb738c20823d4b78035149ea5e0
619203d950ed18da7251aa6c4257921b04852fb5
12202d87b30bb92bf3f52eae6€93308a1829f988
38be047b29b3ac19e74b9943f981b00f87a2e141
f70e6d6240ee8405214d9690c1d9b55¢1c7d80c3
9541853¢c7e85cb1789945e4191185247d95¢202d
47c070b0244633536b2731062f22a86238b8d649
e825e6f091f7479d45fc35bbd6e0d662f93e93c7
509cf8ccdd336edele8aldcaafcec3a?81c9bf12
fce2190c1bd0d65d26a134980ab339af160b5880

5cefce22565ffb69459fecbeeaea531ce053bd2b



< Lookout

5b32db300ad7ed54149df3234d7b9782d762c1bd

69bb842270dcfe777e50b81faf72962a2456062¢

1fe3d295¢3525b3ach7498df9b72dc80c6cal8f5

8ff73d504bbabfedf923f5f2f9b54fbdd4c53a22

dc692fc09316d9af6e29915f22e5368ffc32a47

ab0248870abf3f2bb750f92e8af3da97b71ca74a

91bedfd5bd8f7a071c9024890a699fb6566e9aeb

fac660cb450a39cc1d422323aaf654c2bd23415d

23¢c2aa2059487f1960e8bdb0c4cfc8808bc6733b

f3ae46ac2465e09b7ff54d55540bd6f0e567759b

55db0f43e9a72431b627¢3f9752d24b3d2364555

1fead5107758b6d284ce908bc221f90ebac37744

f31c0f9cc5b2d31e465d138f928835b5fc?f4daf

eab8863ce4a9c9csfcc02d4cel70bbe2cdb6602fb

N



< Lookout’

4e8e5571d60f029ebc2b2017931f4f70279d2036

13¢3973732%aa5bb4ed95b38c70b857677949f3

fOcc8ee3ce1dB835a825103672c%fcaf874c3a965

5b76cd64b3463f7209e3771c131b291247fa0205

c58ff582349fb8406cb98194c44393c000b0eb1d

Infrastructure:

msgupdate.nsupdate[.]info

kuyrfikuhylkjliuyhiuy.nsupdate[.Jinfo



< Lookout’

BadBazaar

SHA1 of APKs:

64914dd41c052905¢561a328654b63f4dc8c5d69
35a5e99e34d9f333a333f55b99b4b3b8ac75a7f6
4e4830857ed294d301494f0a39fc5a4571db879f
7adaal9388e9e2319b0281a15a15f7e80b21c8d7
0db%9e300f43d7a500ae53ac76e0b8be50b0d74cc
calf316fce5394fb986ba82571b4035a5e4ec7af
32e5ea%9f0ac70480e07abc9a59635895901debfb
7fcf658f226c0c8df582e545ff2b8cdf6b3debbce
b48a7152bc9f91e60b72fdcf6d0440aa51edf672
d807661c3633a21a42838508f731ef1678d4abeb
5604c3c0bad4807048ddfofffd2dcc9688a98b412
aSecbc9baf86520a2ef0ee0f7c8535f8b939%¢e1e2
99b97a90710e702a90ff1c7971e3b4d12faaf925
b815¢1541ba031a282ffff5b4b8381e136f9aab8
6a24d992d5%9a5bd5c440b0b7ece48bc84426903b
b2678ea7e8922c88097880ee7f0d104e9b0ed58
1ad061359b734d12f291€3919a2d8d4821d1c4%9b
4bbf7a4ee35585a3e801787ab737d9943e001fce
92882104e7d8afde?22e0fe63306076ba3af0582
094a301a1b3df0f4cf6615fee724676690882dc1
99aeb3aced45b4115a4e0390d9e891c5067beb082
1a4768470ce70a65a89e2e3e3bcfad53dd0198c9
dd8d4557¢731¢55bd79727e025a0e7785d49eb9d
83d331b066f904b6564dc856425ca95667507233

461744€a4566a96b67b48c450dc404a960855131



< Lookout

3976b17294fdd437f6c2fee94bed109bbef2dcald

02fe27a2c823cch1f3cb06a3a031cd7d8e5b3699

a9108ec1fe0e03080b5742b81859e67f743d2a1d

1fe54731c65c6449d9b561fa7ed36e1fb4f289ce

766d3b074bedf5Sebalba45c7896815%ef23e4da?

c996c8149701233b0654b0484647108d95497239

254b02c5379f790438bdcd60732fa3ace525ee19

73179f70701c864fbbf87142788be8a9dcObdéal

6a2419ad67{fb683315¢749a0a0263e588f8aac?

51b2fa0914e€a89e25268985d47062ba33beb1152

775b4b3d1fdf345248c63ac92816e760d2fe8fe3

32d0b1b5e90f824114d29b1c429ce60f3a28e9de

d31d98e84d965ff44df87f85bbe3cb4aae4c2359

w ﬁ



1a0913bf660f053110e11f4c9ee0141bfd797f20

5¢60b0fcec3e04b7bd5d29c4382a460f7beb7dea

52b0edf52160af49a22045d557226f8ec%a5fbaa

3d75dcd7bdb8a633a779ffe4d577225f05509762

9dc04eab3cb89975b4a8a1b19c44159¢5139d99%a

ab7cfaaac4804779d6867332641bf0be931c03f7

a%aa8d5a3d4ff7b4c4938caaadcPab58bf1334e0

8b5f522689cb9d23ea1848912dd381e8365427ac

64a9b7130670be93194f8eddfal7cal8fcb1ced1

ab7a5133e4ad9b04fe188195bc0f5e2575bb5bbe

9a29217ddbd816b5ed3b54c6ef87e9b5204139d5e

45053c0f05dde4daf763f1b2319673fdéba2b419

€959054949841cb1b58f9fb671e548988fb84a20

o~



< Lookout

4ef07236c8d15ab80314a06c8db8089965f32027

1250d27ce263a662f0ebae458866294bb735f281

fb80e3d529d4101b7e5d440d18af61dd9fb26e0c

dee792a703eda8cbabcalb0alac616809abf9cbe

4ea2f5c795456f32134ceebb73eccd40d932c2be

8d943e8%fcc19c7cccab40225feecf0f9acff384

61be81fbc810a02c58adacal7d8cb61b370a2d8b

7cchbbebe71b2bf72a0da7fe67¢880b4c25761b7

f08e38a168e0d79ab8bc6960a1f463d968a211f0

~N



< Lookout

e18f4c4636bd80461905270433f2b34edf92dfe0

f189b2e8c0843bb5a820926813245b42dcedbc2

€3a686d830424f1806454fd2b2a2d0235a300bf1

64ae19e2abcal9fc1a59745da70e4fa927¢3880a

e368db837edf340e47e85652d6159d6e90725b0d

89f89b0d5e8bb518fd18d70dd0f49b51b17da093

ba9483c2a7b2ff488ede55851ac67da71c10f394

7f2451bdaa35f47cbb6ab706aae845af58323b5a

5aa4ff3d0d4ddaaaef05ea9b25d0d81888004334
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< Lookout’

e47fc9047806d9918372ec410c742c9e2af824fe

5b4cf5bd385¢332147d4b41ae9e9a0cee231137c

Infrastructure

tal.yumoftion[.Jcom



