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KibepaTaka Ha gepxxaBHi opraHi3auil YKpaiHu 3
BUKOPUCTaHHAM ekcnnouty ana XSS BpasnuBocTi B Zimbra
Collaboration Suite (CVE-2018-6882) (CERT-UA#4461)

3aranbHa iHcphopmauin:

YpagoBo KOMaHAOK pearyBaHHA Ha KOMM'IOTEPHI Haa3BmyanHi noaii Ykpainm CERT-UA Big cy6'ekty
KoopAaunHauii OTpMMaHoO enekTpoHHM nucT 3 Temoto "Volodymyr Zelenskyy presented the Golden Star
Orders to servicemen of the Armed Forces of Ukraine and members of the families of the fallen Heroes of
Ukraine" Ta gekinbkoma rpadivyHmmMmm 306paKeHHAMM.

3a pesynbratamu JoCnigKeHHs 3'acoBaHo, Lo 3aronoBok nucta "Content-Location" mictuts JavaScript-
KoA, BUKOHAHHS IKOro Npu3BeAe A0 3aBaHTaXEHHS | BUKOHAHHSA iHworo JavaScript-kogy, Npu3Ha4yeHHsM
AIKOro € AoAaBaHHS [0 KOHirypauii 06nikoBOro 3anmcy enekTPoHHOI NOLITU XXepPTBU CTOPOHHLOI
eNeKTPOHHOT agpecu 3 MeTOK NoAanbLLIOro NepecunanHa Ha Hel eneKTPOHHUX JIUCTIB KopucTyBada.

TexHi4YHa MOXNMBICTb peanisauii onncaHoi 3arpo3u knacudikosaHa 3a ineHtTudgikatopom CVE-2018-6882
sk XSS (Cross-Site Scripting) Bpasnusictb B Zimbra Collaboration Suite (< 8.7 Patch 1, 8.8.x < 8.8.7).

BusiBneHa akTMBHICTb, 3BaXatouun Ha TeMy, BMICT, 4odaTKu 40 NUCTa, a TakoX OTpUMyBadiB, HOCUTb
LiNbOBUI XapakTep Ta BiACTeXyBaTUMeTbCA 3a ineHTudikaropom UAC-0097.

IlHgukaTOopKu KOMNpomeTauii:
Qadlnu:

ddeab2d94128abbf9b4bf8aded£9919e
ad75a9%a8eb1210d04873¢c151ada56520d582¢cc1012a50895d6c06bb60160dob8

junit.Jjs

Mepexesi:

joey@kmtacn[.]com (X-FE-Envelope-From)

211.234.110[.]1194 (X-FE-Last-Public-Client-1IP)
hxxps://cdn.jsdelivr[.]lnet/gh/sukaut/beta@main/junit.js
repo.ma@hotmail[.]com (aIpeca eJIEKTPOHHOIL IMOWTM IJigd ekcbijgbTparii)
nov.tdldyandex[.]ru (noB'sgzaHa alpeca e€JIEKTPOHHOI IIOUWTH)

hxxps://github[.]com/sukaut (BimnoBimuwmit penosuTopiin B GitHub)
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PekomeHpauii:
1. 3abe3neunTn cBOEYaCHE OHOBIEHHA NporpamMHoro 3abesnedyeHHs Zimbra.

2. 3abe3neunTn 6e3neyHe HanawTyBaHHA NporpaMHoro 3abeaneyeHHs Zimbra BignoBigHO 40 Kpalmnx
npakTuk (hxxps://wiki.zimbra[.Jcom/wiki/SecureConfiguration).

3. BxxuTtn 3axoaiB 3 nepeBipkM HAABHOCTI HanawTyBaHb, WO CTOCYOTbCA inbTpiB Ta/abo nepecunaHHs
€NEeKTPOHHUX NCTIB (BUKOPUCTOBYETLCS 5K 3acib ekcdpinbTpauii 4aHux).

MpadbivHi 306paxeHHsA:

From >t ©Reply| % Reply All v |~ Forward | More v, var bindText =

subjct = strord fcemen f the Armed Forcesof kraine and membersof the famis o the 120422 |
fallen Heroes of Ukraine
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Mns="urn:zinbra"

President of Ukraine Volodymyr Zelenskyy presented the Golden Star Orders to the servicemen of the Armed Forces of Ukraine who vere awarded
the title of Hero of Ukraine and the members of the fanilies of the servicenen who were posthumously awarded this title

v I3

The ceremony took place at the Mariyinsky Palace in Ky Lidy: bindrext.
“We are in the place where the leadership of our state met with the leaders of other states before the var. This place is called the White b

HatL of the Parlyinsky Palace. I also had meetings with many leaders of states whon this var showed as Triends and partners or vice versa

shareText =
And fron today T have the great honor to award the best here. You are the leaders for our state,” said the President of Ukraine, addressing zimbra®
the Heroes and menbers of their fanilies

He added that fron now on this hall will be called the White Hall of Heroes of Ukraine and those uho have been avarded the title of Hero of
Ukraine will be awarded he

T an honored to see you here today. Unfortunately, I camnot see all those Heroes perished in the war, in the struggle for our independence
against the Russian Federation,” the Head of State said. actorenait +

perm="rwidx
“I want to thank everyone. I want to thank those who are not here with us today. Who are on the frontline, defending our country from the UestId="0"
Russian occupler everyday,” the President added. sctorerail +
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Tunction (response) {
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