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KibepaTtaka rpynn UAC-0010 (Armageddon) Ha aepXxaBHi
opraHi3auii Ykpainu (CERT-UA#4434)

Kibepataka rpynn UAC-0010 (Armageddon) Ha gepxaBHi opraHisauii Ykpainn (CERT-UA#4434)
3aranbHa iHhopmauin

YpsaaoBo KOMaHAOK pearyBaHHsl Ha KOMM'IOTEPHiI Hag3Bu4YanHi nogii YkpaiHn CERT-UA Big cy6'exkTy
KoopAnHauii OTpMMaHoO enekTpoHHM nncT 3 Temoto "Ne1275 Big 07.04.2022", o MiCTUTb O4HOIMEHHUI
HTML-cann, BigpuTTs SKOro npmuseene A0 CTBOPEHHS Ha komn'toTepi apxisy "1275_07.04.2022.rar".
OcrtaHHin mictute LNK-cbann "LLoao dakTiB nepecnigyBaHHA Ta BOMBCTBa npauiBHukiB MNMpokypatypwm 3
BOKY POCICbKMX BINCLKOBMX HA TUMYACOBO OKYMOBaHUX TepuTopiax.Ink", BigkpnuTTa akoro npu3seae 4o
3aBaHTaXXeHHS i 3anycky newnroaay.

AKTMBHICTb acouinoBaHo 3 gisanbHicTio rpynu UAC-0010 (Armageddon).

3 meToto 3abe3neqeHHst BigMOBOCTINKOCTI CBOET iHPACTPYKTYpU, YNIEHU rpynu, cepes iHWoro,
BukopucTtoBytoTb Dynamic DNS cepsic NO-IP. 3BepTaemo yBary Ha OOUiNbHICTb MOHITOPUHTY 3'€4HaHb 3
AOMEHHMMM iIMEHaMU, L0 BUKOPUCTOBYIOTLCA 3ragaHnm cepBicoM. Nepenik 6e3KOWTOBHUX JOMEHHNX
iMEH HaBEAEHO HWXKYE; PO3FOPHYTUIN CMNCOK AOCTYMHUIN 3a NOCUNAHHAM
hxxps://www.noip[.Jcom/support/fag/free-dynamic-dns-domains/.
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