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Mass spread of MarsStealer malicious program among
citizens of Ukraine and domestic organizations (CERT-UA #
4315)

Mass spread of MarsStealer malicious program among citizens of Ukraine and domestic organizations
(CERT-UA # 4315)

general information

The Governmental Computer Emergency Response Team of Ukraine CERT-UA received information on
the mass distribution of e-mails on the topic "New program for journal entry." among citizens of Ukraine
and domestic organizations. The text of the e-mail allegedly contains a message from the Ministry of
Education and Science of Ukraine regarding "electronic educational journals", as well as a link to the
"program" and the password to the archive.

If you open the archive and run the EXE file, the computer will be affected by malware, which, due to a
combination of features (despite some differences), is classified as MarsStealer.

MarsStelaer is a malware programmer developed using C / ASM programming languages. The main
functionality is collecting information about the computer, stealing authentication data from Internet
browsers, crypto-wallet plug-ins, multi-factor authentication programs, stealing files, as well as
downloading and running executable files and taking a screenshot.

The malware is sold on thematic forums. Probably, after the suspension of sales of the Racoon styler, it
will be used as an alternative. Note that the claimed functionality, which avoids the use of the styler in
relation to the "CIS countries", is disabled by patching calls to the appropriate functions.

Detected activity is tracked by UAC-0041 as an activity of one of the groups aimed at stealing user
credentials.

Indicators of compromise
Files:

50dc32d384eddc6142d98dbadb383952
€9022b65a0£367bebb6862dd17£084a662d7adb50076c1c364df0e074888656¢c v_2.2.9.rar
eac2f01715ff167bf3el55fad36e5b0d
f67££70£862cdcb001763c69e88434d3350185a216e2944698£20807df28bdf2 v _2.2.9.exe
(MarsStealer)

67dde33620bb01c74£9189£5€03d6528
€65231£304e78ce51dc77728£883c41465b9¢c8a5457cc2b22fc362£48521017a v_5.1.9.zip
b5129b33d2181343b31bd64ec340a599
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https://cert-gov-ua.translate.goog/article/38606?_x_tr_sl=uk&_x_tr_tl=en&_x_tr_hl=de&_x_tr_pto=wapp

afal662aa8eacle607a9ffc85aalbdfc570198dcb82dccdb40d0a459%9e12769dec v_5.1.9.exe

(MarsStealer)

Network:

hXXps: //drive.google [.

no antivirus & id

] com / uc? export = download & confirm

1XuVgWWXE8yeYKp6s1MnSASM8wAxXOAJih

hXXps: //api.dev-com [.] sc / files 1 / v _5.1.9.exe
hXXps: //api.dev-com [.] sc / files 1 / v_5.1.9.zip
hXXp: // 176 [.] 57.189.191 / gate [.] php

hXXp: // 176 [.] 57.189.191 / mozglue [.] dl1
hXXp: // 176 [.] 57.189.191 / vcruntimel40 [.] dll
hXXp: // 176 [.] 57.189.191 / nss3 [.] dll

hXXp: // 176 [.] 57.189.191 / msvcpld0 [.] dll
hXXp: // 176 [.] 57.189.191 / freebl3 [.] dll
hXXp: // 176 [.] 57.189.191 / sqglite3 [.] dl1
hXXp: // 176 [.] 57.189.191 / softokn3 [.] dl1l
api.dev-com [.] sc

dev-com [.] sc (2022-03-24)

176 [.] 57.189.191

95 [.] 111,231,126

Hosts:

C: \ ProgramData \ sqglite3.dll

C: \ ProgramData \ freebl3.dll

C: \ ProgramData \ mozglue.dll

C: \ ProgramData \ msvcpl4d0.dll

C: \ ProgramData \ nss3.dll

C: \ ProgramData \ softokn3.dll

C: \ ProgramData \ vcruntimel40.dll

Graphic images
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or. Tatiana Tq |@ukr.net>

Kowy:

Konws:

Tewa: Hosa nporpama 4 sanucy & xypHani.

MiHiCTepcTBO OCBITM OHOBWMW Nporpamy Ans NPOBEAEHHA 3anucis B
€MeKTPOHHOMY XXypHari.

Tenep KOXeH 3aknaf, 3MOXe CTBOPUTY CBIii €NEKTPOHHWUIA XypHan Ha HoBil
nnatcopmi.

Ans 4boro NoTpiGHO BCTAHOBUTW COMPT, AKUIA MW NPUKPINAN B LibOMY JINCTI.

3a [10NoMOrolo Liiei Mporpamu MoxHa:
1) PeparysaTi BCi NONA Ta KNITUHM Y BaLLOMY €NEKTPOHHOMY KypHani
2) Pobutu npodeciiiie HanalTyBaHHA AnNa BCIX BUMTENIB

3) YnpaBnaTtu kinbkoma 3aknagamu.

4) KepyBaTin fOCTynom Ans 6aTbKiB Ta yuHs
5) Pobutn Basy gaHnx yuHis sk Tabnuui
[apHoro gHa!

Ckayatu - https://drive.google.com/uc?
export=download&confirm=no_antivirus&id=1XuVgWWXE8yeYKp6s1MnSASM8wAX0AJih

Maponb: VMDn910

Otnpasnero:  Fri 3/25/2022 1:58 PM

on: |ukashi{Zl@ukr.net>

Otnpasnero: Mon 3/28/2022 7:06 PM

Kowmy:
Konms:
Tewma HoBa nporpamma A7 3anucy B XypHani
MiHicTepcTBO OCBITV OHOBWUNY NPOrpamy ANA NPOBeAEHHSA 3anucis B &

eneKTPOHHOMY XXypHani.

Tenep KoXXeH 3aknag 3mMoxe CTBOPUTU CBill @NEeKTPOHHWUIA XXypHan Ha HOBIN
nnatopmi.

NS uboro NOTPIGHO BCTAHOBUTM COT, AKMIA MW NPUKPINUAN B LibOMY MUCTI.

3a fonomoroto Ljiel nporpaMn MoxHa:
1) PegarysaTtu BCi NoNs Ta KNiTUHN Yy BALLOMY eNleKTPOHHOMY >XypHani
2) Pobutu npodeciiiHe HanalUTyBaHHS ANA BCIX BUMTENIB

3) YnpaBnaTu KinbkoMa 3aknagamu.
4) KepyBaTu gocTynom Ansa 6aTbKiB Ta yuHs
5) Pobutn 6a3y AaHux yuyHie ak Tabnuui

CkayaTu - https://api.dev-com.sc/files 1/v 5.1.9.exe
abo https://api.dev-com.sc/files 1/v_5.1.9.zip (Mapons: mongov)

[apHoro aHs!

[GET /gate.php HTTP/1.1
Host: 176.57.189.191

Connection: Keep-Alive
Cache-Control: no-cache

GET Jaate php HITP/LT
st 76.57.169. 101
Connection: KeepAl
Cothe-Controt: horcache
GeT /sqtites. gl wrre1.1
Host: 176
HTTP/1.1 200 0K Cache—cnnt
Server: nginx ook Pirstisib- Rebacreo)
Date: [REDACTED] GET /freebia. gl HTTP/1.1
Content-Type: text/html, charset UTF-8 c h: ye 57\

ache-
E;::ZZ?;OE”CES;SQMLE Cosie: PrboEssTb- RebRCTED)
X-Powered-By: PHP/7.4.19 [GET /mozglue.dll HTTP/1.1
Set-Cookie: PHPSESSID [REDACTED]. path / Hosts a7, 57 10191
Expires: Thu, Cookie: PNPSESSID [REDACTED]
Cache-Control: no- Stnre, no cache must revalidate
pragma: no-cache GeT /msycptdo.aul urre/1.1

orivoi

MXwx FDF8MXx8MXw1MDAWMHWLREVTS 1IRPUCVcfCoudHhOLCouemlwLCoucmFy tﬂﬁkle PHPSESSTD- [REDA(TED]
FDFBMXuw fGV4ZXwyMDAWMHWIREVTS IRPUCVCFCouZXh1LCoUCGhWLCOUZGT | |oer /nses.att #rro/a.
fDF8MXwwfGRVY3wyMDAWMHWIREVTS1RPUCVCfCoucGRmLCoueGxzeCwqlmpz | [Host: 176, s m m

== Cache-Contre
FDF8MXwwfA== Cookie: PNPSESSIB-[REDACTED!

e /softofna.dul wTTP/1.1

1/1]1]1]]1/50000| %DESKTOP%\ | *.txt,*.zip,*.rar| 1|
1|0|exe|20000|%DESKTOP%\ | *.exe,*.php,*.doc|1|1
|01 doc| 20000| %DESKTOPY\ | *.pdf,*xlsx, " js | 1| 1[0 | [T rsamtyeigy v

Cache-Cont rol
Caokies PupoEssTo- REDACTED)

oche-Coniral. no-cache
Cookie: PHPSESSID=[REDACTED]

Viars Steaier —

BHUMAHVIE! M HE PASOTAEM 11O CHI W BAM HE COBETYEM!

P nenomay wnbpyer

He wronsayerc cr, s

Intmet Expcer, Microsot Edge
Chvome, Chromaan, Microsof Edge (Chromium vrsir), Komea, Amig, Toch,Orum, Comodo Dragen, Nifrome, Maxthons, Mastnor,
‘Suanik Browser, Epi. Pracy Browses, Vvald, CocCo, Uran romsr, QIP S, Cent rcwser,Elements Erowser, TorBro rawser,Crytala Browser,
Brave Browser.
(Opera Stbie, Opera GX. Opera eon.
Moon, Watros, Cyberon, BackHa, ceCal, KNelon, Trunderid.

Cotpser naporm, sy ce, asTosancerwe, ITOpG TN CTOR

Tonr Moo Beurce Chan Wl Yo ey W Mt Ve, Cobase W, i, EQUAL Ve, Loy, Skt W
Wambat, MEW C¥, Ve, oo Vi, Lty Wale, T Poymesh
Vit ICONew, Nsbon Wl . e e, O Vi &y, Ok Lot W, DA, B4, e Ko e i,
Hycon Lt Cler, Z2Pay, Congs Walet

MuliDoge, JAXX, Aomic, Binance, Conom
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