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Mass spread of MarsStealer malicious program among citizens of Ukraine and domestic organizations
(CERT-UA # 4315)

general information

The Governmental Computer Emergency Response Team of Ukraine CERT-UA received information on
the mass distribution of e-mails on the topic "New program for journal entry." among citizens of Ukraine
and domestic organizations. The text of the e-mail allegedly contains a message from the Ministry of
Education and Science of Ukraine regarding "electronic educational journals", as well as a link to the
"program" and the password to the archive.

If you open the archive and run the EXE file, the computer will be affected by malware, which, due to a
combination of features (despite some differences), is classified as MarsStealer.

MarsStelaer is a malware programmer developed using C / ASM programming languages. The main
functionality is collecting information about the computer, stealing authentication data from Internet
browsers, crypto-wallet plug-ins, multi-factor authentication programs, stealing files, as well as
downloading and running executable files and taking a screenshot.

The malware is sold on thematic forums. Probably, after the suspension of sales of the Racoon styler, it
will be used as an alternative. Note that the claimed functionality, which avoids the use of the styler in
relation to the "CIS countries", is disabled by patching calls to the appropriate functions.

Detected activity is tracked by UAC-0041 as an activity of one of the groups aimed at stealing user
credentials.

Indicators of compromise

Files:

50dc32d384eddc6142d98dba4b383952 

e9022b65a0f367bebb6862dd17f084a662d7adb50076c1c364df0e074888656c v_2.2.9.rar 

eac2f01715ff167bf3e155fad36e5b0d 

f67ff70f862cdcb001763c69e88434d335b185a216e2944698f20807df28bdf2 v_2.2.9.exe 

(MarsStealer) 

67dde33620bb01c74f9189f5e03d6528 

e65231f304e78ce51dc77728f883c41465b9c8a5457cc2b22fc362f48521017a v_5.1.9.zip 

b5129b33d2181343b31bd64ec340a599 
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afa0662aa8eac0e607a9ffc85aa0bdfc570198dcb82dccdb40d0a459e12769dc v_5.1.9.exe 

(MarsStealer) 

Network:

hXXps: //drive.google [.] com / uc? export = download & confirm = 

no_antivirus & id = 1XuVgWWXE8yeYKp6s1MnSA5M8wAx0AJih 

hXXps: //api.dev-com [.] sc / files_1 / v_5.1.9.exe 

hXXps: //api.dev-com [.] sc / files_1 / v_5.1.9.zip 

hXXp: // 176 [.] 57.189.191 / gate [.] php 

hXXp: // 176 [.] 57.189.191 / mozglue [.] dll 

hXXp: // 176 [.] 57.189.191 / vcruntime140 [.] dll 

hXXp: // 176 [.] 57.189.191 / nss3 [.] dll 

hXXp: // 176 [.] 57.189.191 / msvcp140 [.] dll 

hXXp: // 176 [.] 57.189.191 / freebl3 [.] dll 

hXXp: // 176 [.] 57.189.191 / sqlite3 [.] dll 

hXXp: // 176 [.] 57.189.191 / softokn3 [.] dll 

api.dev-com [.] sc 

dev-com [.] sc (2022-03-24) 

176 [.] 57.189.191 

95 [.] 111,231,126 

Hosts:

C: \ ProgramData \ sqlite3.dll 

C: \ ProgramData \ freebl3.dll 

C: \ ProgramData \ mozglue.dll 

C: \ ProgramData \ msvcp140.dll 

C: \ ProgramData \ nss3.dll 

C: \ ProgramData \ softokn3.dll 

C: \ ProgramData \ vcruntime140.dll 
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