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RIES ERREE APT FERAMRAFENZAR/NTHRRERIN, RARRAKEBIAXERY, BRI, FAIBEK
E—ERHRREEH BATEN T—FBMRER.

EB B ESIRER Oceanlotus ALAERFHEHIBIHNKES R, FAERARRANERMMNERENARH#TE—PREEE
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jappsfct com domain 2021/11/03 c2 Oceanlotus i
5164 23 ip 2021/11/01 c2 OceanlLotus =
203.187 ip 2021/11/01 c2 OceanlLotus
“nianban.com domain 2021/11/01 c2 OceanlLotus
59815 ip 2021/10/09 c2 OceanlLotus
311222 ip 2021/11/18 c2 OceanlLotus
3105171 ip 20211117 c2 Oceanlotus
18168 ip 2021711116 c2 Oceanlotus
199.132 ip 2021/11/16 c2 Oceanlotus
19111 ip 2021711116 c2 Oceanlotus
68.40 ip 202171116 c2 Oceanlotus
'35 86 ip 2021711116 c2 Oceanlotus
78.148 ip 2021/11/16 c2 Oceanlotus
29240 ip 2021111116 c2 OceanLotus
1.110 ip 2021711116 c2 Oceanlotus
51730 ip 20211116 c2 Oceanlotus
ymgraphics.com domain 2021/11/16 c2 OceanlLotus
9352 ip 2021111116 c2 Oceanlotus
221555 ip 2021/11/16 c2 OceanLotus
3203 146 ip 2021/11/16 c2 OceanlLotus
23138 ip 202111116 c2 OceanLotus
527164 ip 2021/11/16 c2 Oceanlotus
i2.54 ip 2021/08/24 c2 OceanLotus
iaodesign net domain 2021711726 c2 OceanLotus
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US seeks to mediate Korea-Japan dispute
By Kang Seung-woo
»Washington s expected to move to fadlitate an improvemert in relations between Seoud and Tolgo, amid the
g imp of triatenal between South Kores, Japan and the [inted States in dealing with Esues
inching Nodh Kores as well as China, according 1o diplomatic obseners..

Curertly, bilteral ies between South Korsa and Japan heve slumped to their vorst lavel in years over vadime

History issues, leaving fitle room for the Biden administration to take adwartage of the thee-way alliance o pursue US.
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b. Sidewinder 4847

SideWinder JEX F AR APT AR, TRHWAATER, B4EBEE, MET, PE, R, BARFER, BIMTIEE
Ep5 EE BRFERE 11Tk,

BT Q1-2 FE SideWinder Q3-4 FE X PEMBEHIVRBF T, HPE Q1 FE SideWinder EBHETP, E. M=EH
WY EHRNY =ZE#HTERRE.

IEFE SideWinder BRI AR. FAFIER (TTP) EXFRIFFAE,
2021 L EENE HERIEH 200+, % 10C 500+,
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# Declarstion of Assetpdf 2200038 119 wRAR
GOVERNMENT OF PAKISTAN
2 Oeclrstion of Aol WS ) CABINET SECRETARIAT
] 7 e e LR ESTABLISHMENT DIVISION
@‘ Daclaration of Asvat 3df
No. V12013-D4 u-—u-l‘d,.zm
=L ERRE
Bl o OFFICE MEMORANDIM
‘ o Teindir¥ ayateaiihettn xe Mtpe /iain
} BEER S Sistirbnes *
SR
EA5LE (REED
S0 The undersigned is directed w0 refer o Rule 12 of the Government Servants (Conduct)
sl [ GRSHEEE | mABEG.| [ Eae. | (B Rales, 1964, and administrative instructions issued by the Establishment Division, Government
PN IRE WE!

1. Emall services for all PN Users will remain unavailable from 15 Oct 21 till 21 Oct 21~
2. In this Regard, Services will be restored In three phases:.

*  Phaselr

®  Phasell

®  Phaselil
3. ded for and further y action, please.

Regards-
PN WEBMAIL ADMINISTRATOR -

A PN SECURE WEBMAIL SERVICES
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Attn: Capt. Muhammad Aamer From' Yang Ruifeng, -
Saniof of CSTC-

DSMR (WE), NHQ, Advsor
Isiamabad Fax No. 86-10-36573650.
Date 30 iy 2021 Tel No_ 65-10-86573650-
Page(s) 14341, Ref Ng_ CSTC_DSMR WE_YRF_20210730.

References:.

A CSTC lefter CSTC_DSMR WE_YRF_20210728 dated 28 July 2021+
B DSMR(WE) letier SMR-WE/4241/207 dated 27 July 2021.

C  CICP jettar CICPFACMWORK ORDER! 1800 dated 30 June 2021
D CSTC RRC No.351055/32707¢ dated 30 June 1594,

Directorate of.
Ships Maintenance & Repairs (WE)-
Naval Headquariers.
ISLAMABAD-
SMRWE 424172/ 267 Ieie  0092-51 20062065.

Fax 0082-51-9261551.

Aftache Defence Procurement Email | { HYPERLINK
Embassy of Pakistan-
1 Dongzhimenwa Daie.
Emad { HYPERLINK 03 September 2021
adp@pakbj.org’ } “maito dsmrwe@paknavy qov pk’ }-

A PAYMENT RELEASE ORDER - UPGRADE OF SR 47 BG RADARs
ONBOARD AZMT AND DHST

. Dear Sir,
Recommendation by CO/ HOD- (#_ Invitation Pass.pdf
1 d hum' her | and dependents for the membership of QALL Membersiup, = = ‘3
e RS wEe (we | PERE | uanss
Rank | Name
Stamp, BNo B Invitation Pass pdf
o ; - [ A
Contact -
Word Document.8 i g

A Quranic Arabic Language Course

Bl Systead
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Directorate General.
Natonal Institute of Mantime Affars.
Baha Univorsty-
Shangnla Road. Sector £.8.

BUID NIMAZZ021/ Tela: 051.6261065-

DMPR.

Naval Hesdquarters.

ISLAMABAD June 2021

FORWARDING OF PROPOSAL - FOCUSED TALK ON IMPACT ON MARITIME SECURITY OF
PAKISTAN IN POST US WITHDRAWL FROM AFGHANISTAN.

i!ebram:s-
A Maating heid at NHQ chaired by COS on 28 Jun 21+

1 Apropos mooting ot roforonco, dosirod proposal I8 Ven in ONGUING PArEgraphs
2 Activity Focused Talk -

A Impacton Pakistan Security Post US withdrawal

O 58

Building Port Resilience Against Pandemics (BPR)-

On behalf of the United Nations Conference for Trade & Development (UNCTAD) we are pleased to
announce the official launching of the UNCTAD TrainForTrade “Building Port Resilience Against
Pandemics (BPR)"” course (28 June-30 July 2021).~

Course details and how to register: { HYPERLINK "http://www.pmaesa.org/wp-
content/uploads/2021/05/BPR_Course-Details_June-July-2021.pdf" \t "_blank" }+

A Building Port Resilience Against Pandemics (BPR)
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» Pakistan Defence Officers Housing Authority
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China’s Cruise Missile Capabilities:
[mplications for the Indian Army.
and Air Force.

KARTIE BOMMAEANTI.

ABSTRACT This brief evaluates the state and development of Chinas cruise mmssile
capabilities, specifically that of 1ts air-launched and ground-lsunched missile forces It finds
that Chuna has developed & formidable mventory of cruise missiles, which poses o threat to
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a. APT28 AR

APT28 1§57 Fancy Bear, Pawn Storm. Sofacy Group (Kaspersky) . Sednit. Tsar Team (FireEye) #1 STRONTIUM (Microsoft) @
BT HBIMSBEIRAR, FBI FEIITF GTsSS 26165 HPAo

SEMEEMERERKSARPRREI APT28 {8/ Kubernetes B £ BB B MFHNAERIIERHIT Z. HHRHNEBNE
NIRRT, LR AIREM 2H/ER 14,000 & Gmail BFES |, 15 FHWEESHAREEXAR R MBS EMR. BEMK
& . XEIZEFERRE.

APT28 HARFREIEIRAIINEIR SARBBREEXN EBFAR N A#TEE, SEEREEFRTIFBMAAR. 128, BUAR. BUA
PN GRS

2021 FBWEHSH:

Government-backed attackers may be trying to steal
your password

There's a chance this is a false alarm, but we believe we detected government-backed
attackers trying to steal your password. This happens to less than 0.1% of all Gmail users.
We cant reveal what tipped us off because the attackers will take note and change their
tactics, but if they are successful at some point they could access your data or take other
actions using your account. To further improve your security, based on your current

settings we recommend:
You're a security pro
Just keep Microsoft Word up to date, or open Microsoft Word documents with Google
Docs.
LEARN MORE DISMISS
A Google iEE
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b. FIN7 4847

FINT 2—MHFEF AR, B 2015 FLUR—EEFR, TEHWSE, BTAEETLL, 2018 £ Fin7 AXAT ABRRESE
Hy g shH REAE L.

2021 € Fin7 EAXEZCEQBRRIFE. Windows11 #8XIEM, XELEAEBHTRYIHF T, Windows10 BaihiFBENTIE
NXH#HTR S AT RAEE JSSLoader, Griffon &, B A EXN FATEAE REH X R E.

r_RegOpenKeyExA(-2147483647, "SOFTWARE\\Microsoft\\Windows\\CurrentUersion\\Run", 0, 983103, &uii);
if ( vi1)

r¥_RegDeleteValueA(vi1, "AppJSSLoader');
v3d = r_GetHModuleHandleR(0);
dword_4AB9608(v3, vih, 260);
ve = @;
vig = 15;
LOBYTE(v8[0]) = ©;
sub_47F018(v8, vilh, strien(uil));
uis = 8;
strcat_481640("/c timeout 5 && del /f ", u12, uB);
LOBYTE(uvi5) = 2;
if ( vi8 >= Bx10 )
{

vl = uB[08];

if (viD + 1 >= 0x1000 )

{

vl = =(u8[B8] - &4);
if ( v8[0] - vk - § > Bx1F )
sub_48E27F();

H
sub_488F45(uk);
}
us = u12;
if ( v13 >= B8x10 )
vs = vi2[86];
u9 = 0;
vig = 15;
LOBYTE(uS[8]) = 8;
dword 4ABABA(0, "open', "C:\\Windows\\System32\\cmd.exe", v5, 0, 0);

A 6 BimEE C++ EEhR JSSlLoade

@ — RSN — — mme— || —pomzen— |</>
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c. APT29 441

APT29 B—MERGRFAR, BABRIEEEITHS RERERNN (SVR) . EX B BIF8EINZ. B SEE. AR

1. EFFHEARE,

2021 FWESMH:

© » solarwinds #EERESSH

@ » USAID Special Alert ¥y H

S
& YSAID
U.S. Agency for International

Development
May 25, 2021

Documents.dil 4/22/2021 1106 AM Application extens.. 1,707 X8
@ ICA-deciass.pd! 4/2272021 1109 AM Microsoft Edge PD. 19319K8
¢ Reports 4/2272021 1106 AM Shortcut 2 KB

@ » ioszero-day CVE-2021-1879
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d. Turla 4R

Turla X% Snake, Uroburos, Waterbug, WhiteBear, S4] M 1996 fEFF44755h, i GData 7£ 2014 EREG, FEHE. FER.
ESET X Z AL HTIBERM D, HEFEH R 45 MNER, TEHXINZE] BN, BN, BFESAR5INE
E1E1R.

2021 EXEFEEM:

© » solarwinds rERES 5%

€ > B8 (Cisco)9 BHE TinyTurla H/ET]

5¢ create WEATime binPaths "C:\windows\System32\svchost.exe -k TimeService" type= share start= auto
sc config W64Time DisplayName= "Windows &4 Time"
sc description WédTime "Windows &4 Time"

reg add “HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Svchost" /v TimeService /t REG_MULTI_SE /d "WEé4Time" /f
reg add "HKLM\SYSTEM\CurrentControlSet\services\Wé4Time\Parameters" /v ServiceDLL /t REG_EXPAND SZ /d "C:\Windows\system32\wé4time.dll" /f

reg add "HKLM\SYSTEM\CurrentControlSet\services\Wé4Time\Parameters" /v Hosts /t REG SZ /d "1.2.3.4" /f
rég add "HKLM\SYSTEM\CurrentControlSet\services\Wé4Time\Parameters™ /v Security /t REG_SZ /d "pws" /f
reg add "HKLM\SYSTEM\CurrentControlSet\services\W&dTime\Parameters” /v Timelong /t REG_DWORD /d 300000 /f
reg add “HKLM\SYSTEM\CurrentControlSet\services\Wé4Time\Parameters® /v TimeShort /t REG_DWORD /d 5000 /f

A TinyTurla BB EH#E

© » 2021 % NOR BB HERTHAFRIT Crutch /7]
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e. Gamaredon 447

Gamaredon 8 FEMAMARRHNEKETBETERBERAER SRS, HEXBIREHW SR =ERE], MERKE. 2%
8. BEIRER. BB AL R 2B E R B F.

R1E Gamaredon BAWEHFAIERKE, REBRGFENFSUHE & RIUEN, 2021 FEEMEFAULES XK EHRBXE
50+,
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