Caesarea -

@ 4%’;}

Rishon 3
R

LeTsiyo A

ofakim | sreal

Be'er Sheva

./ /




EXECUTIVESUMMARY

In the daily threat hunting, we found a very interesting thing. We hunted a
“Raw Threat Intelligence.docx” file. We found the “Commander
Mohammed Dahlan and The Egyptian Intelligence Meeting (MoM)
Leakage( dayaall-tlyalaall- 9-( M as-saass-2 88 1-glai al-as yud)” file. This
file contains link for downloading the APK File. You can find jeosandbox’s
result in the link. After in-depth analysis, we found that the cyber
espionage targeted Palestinian region. In addition, we discovered the
APT-C-23 attack.
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https://drive.google.com/uc?authuser=0&id=1vyLbjHuWAy7vCWPBREADGxapfTUesJej&export=download

https://drive.google.com/uc?authuser=0&id=1vyLbjHuWAy7vCwPBREADGxapfTUesJej&export=download

Body SHA-256
5ce2bf5e34feOfcdea5d026363fdc828bfd847455381d707de210206bed58a1f

Headers
alt-svc quic="1443"; ma=2592000; v="44,43,39,35"
content- . .

. . attachment;filename="com.adobe.reader.apk";filename*=UTF-8"com.adobe.reader.apk
disposition
transfer-

. chunked

encoding
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https://www.virustotal.com/gui/url/e84275c1ff1a47f10bda2641164b54419551018a875c7e76f1a6a8a2d59319b6
https://www.virustotal.com/gui/file/5ce2bf5e34fe0fcdea5d026363fdc828bfd847455381d707de210206bed58a1f
https://www.joesandbox.com/analysis/84739/0/pdf
https://www.virustotal.com/gui/url/e84275c1ff1a47f10bda2641164b54419551018a875c7e76f1a6a8a2d59319b6
https://www.virustotal.com/gui/file/5ce2bf5e34fe0fcdea5d026363fdc828bfd847455381d707de210206bed58a1f
https://www.joesandbox.com/analysis/84739/0/pdf

WEAPONS ANALYSISSUMMARY

By analyzing the downloaded samples, we get the C2 server(kh.njrat.info).
Using pivoting analysis, we hunted different types of samples, such as PE, VBS,
APK, Python.

PE ANALYSIS
BYTES ARRAY LOADER BASE64 LOADER

MD5 14c9d9e1c3f8fdb224f8877313958af5
MD5 d8ef1f38ed340d0cd25c8eef8c4751ce

The loader will load bytes array payload. Decode payload with base64 and load.

assembly;
(num)

NJRAT

MD5 14c9d9e1c3f8fdb224f8877313958af5

Assembly Explorer
4 =, 0K @02000002
> Ml Base Type and Interfaces
Ml Derived Types
B 3 @06000001
v @06000012
; 0: @06000
v @06000011
;
;

@06000008
@06000015
ME @0600!
0:

: (@l¢
@06000013
@06000019

)

@06000020
@0600001
(
[ DE
@0600001B
@0600001F

, RegistryVali
@06000017
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http://kh.njrat.info

WEAPONS ANALYSISSUMMARY

H-worm supports the following remote

VBS ANALYSIS

commands:
MD5 437226aba539e436872d9712d97af7a9 Communication
. e Command Description Request
This vbs malware encrypt it's payload. generated
After decryption, it is found that its Executes param
payload is H-worm. mo.njrat.info is C2 execute value using o
execute
server. Replaces the
payload and .
update restarts with the
wscript engine
S Deletes startup
uninstall entries and ==
payload
Downloads file POST /is-
. send send from CnC server sending<l
K >{FileURL}...
. Downloads file GET AFileURL}
site-send
pe from URL
Uploads file to POST /is-
recv CnC server recving<l
>{FilePath}...
Sends all drive PO iEonii-
. . . driver...
enum-driver information to the DrivePathl
MD5  57e2422762162761c0b953d05ce5a6bc CnC {DrivePa
DriveType<!>...}
Sends all file and ;?ST /is-enum-
It is H-worm. rootx.ddns.net is C2 server. enum-faf folder attributes in £ 40 Namel
a specified - o
. (FileSize)l(dIf)l
directory

'<[ recoder : houdini (c) skype : houdini-fx ]>

Attributes<l>...}
POST /is-enum-

'=_=_=_=_= ig =—=—=—=—=—=_=_=_=_=_=_=_=_=_= Sends all runnin

config enum-process 9 process...{Namel
host = "rootx.ddns.net" processed PIDIPath<I>...}
port = 2020 Executes param
installdir = "$temp%" value with POST /is-cmd-

Inkfile = true

Inkfolder = true

=-=-=-=-= public var =-=-=-=-=-=-=-=_=_=_=_=-=

dim shellobj

set shellobj = wscript.createobject("wscript.shell")

cmd-shell

delete delete

‘cmd.exe /c’ and
returns result
Deletes file or
folder specified in
param

shell...{Result}

Kills process
dim filesystemobj . p .
i ) ) exit-process specified in --
set filesystemobj = createobject("scripting.filesyst param
dim httpobj Sleep call in

set httpobj = createobject("msxml2.xmlhttp")
=-=-=-=-= privat var =-=-=-=-=-=-=_=-=_=_=-=
installname = wscript.scriptname

startup = shellobj.specialfolders ("startup")
installdir = shellobj.expandenvironmentstrings(inste
if not filesystemobj.folderexists(installdir) then i
spliter = "<"

sleep = 5000

sleep

param is passed
to eval()
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WEAPONS ANALYSISSUMMARY

This Python RAT supports the following
remote commands:

PYTHON ANALYSIS

MD5 a95bf1eb525a2dc167c7557c6c3e6402a

Command Description
This malware is Python RAT. The malware

uses pip to install dependencies when it

Run command with

[SYSTEM_SHELL] .
terminal

is executed for the first time.

Linux

.system('pip3 install
requests')

.system('pip3 install
Pillow")

.system('pip3 install
pyautogui')

.system('pip3 install
wmi')

.system('pip3 install
pytest-shutil')

.system('pip3 install
cv2')

.system('pip3 install
pynput')

.system('pip3 install
PyQt5')

.system('pip3 install
PyAutoGUI')

.system('pip3 install
cryptography')

.system('pip3 install
opencv-python')

.system('pip3 install
mss')

.system('pip3 install
pygame')

.system('pip3 install
numpy')

The malware will send fingerprint to
C2['213.244.123.150'] Server when it is
first connection.

Windows

.system('pip install
Pillow")

.system('pip install
requests')

.system('pip install
pyautogui')

.system('pip install
wmi')

.system('pip install
pytest-shutil')

.system('pip install
cv2')

.system('pip install
pynput')

.system('pip install
PyQt5')

.system('pip install
PyAutoGUI')

.system('pip install
cryptography')

.system('pip install
opencv-python')

.system('pip install
mss')

.system('pip install
pygame')

.system('pip install
numpy')

[FGET]

[FPUT]

[@%WEBGET%@]

[@%WEBRAW%@]

%get-screenshot%

%lock-screen%
%unlock-screen%
%sv-init-live-video%
%start-kl-function%
%stop-kl-function%
%print-kl-function%
-update

-antivirus

@%list-softwares%@

1. Read file

2. Encrypt file

3. Send file to C2 Server
with “GET"” method

1. Read file

2. Encrypt file

3. Send file to C2 Server
with “POST"” method
Use "requests.get(url)”
download payload

Use “requests.get(url)”
download payload
1.Use
"pyautogui.screenshot()
" to get screenshot, save
as
"screeenshot_{self.tag}.
png”

2. Encrypt screenshot,
save as
"screeenshot_crypt_{self
tagl.png"”

3. Leak screenshot, end
with "\\@%end%@\\"

4. Remove screenshot,
command as follow:
os.remove(f'screeensho
t_{self.tag}.png’)
os.remove(f'screeensho
t_crypt_{self.tagl.png’)

Lock screen

Unlock screen

Features under
development

Start keylogger
Stop keylogger

Leak keylogger

Use HotFix technique to
update itself

Get all antivirus product

Get all installed
software
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WEAPONS ANALYSISSUMMARY

ANDROID ANALYSIS

Because there are too many samples, we
screened some samples for analysis. The
attackers used open source and
underground leaked RATs as weapons.

WhoerMessenger3.13.apk

WhoerMessenger3.13 (2).apk

ThreemalD.apk

/app/downloads/splash.apk
/app/downloads/Epack.apk

chat.apk

/app/downloads/nocbinbHbIN2.3.apk
Vego_Messanger.apk

text free.apk

plate_Messenger.apk
C:\Users\user\AppData\Roaming\Agent-TEAM.exe
d2e1b53d1f7bb3384d2a9fb6264eb72102696be80b7ec806588bdfdb983d20cc
/app/downloads/Secret Messanger.apk
lapp/downloads/Splash Messenger.apk
755f827ec84f1a0ee5b3542625c463098dfa10e750454a27311233ffe674b4asd
lapp/downloads/Trema Mesennger.apk
85721410f4761dbéd19ee501debbe869.virus
up4net-client.apk
501d8f38e0112581b2d526a08%a2fa01.virus
com.googlex.apk

Waiar.apk
cé6d5e25aa91f25c481af0c9fd14a99d3.virus
threemal_nutsed.exe

Chrome_Update.exe

Part of the sample

The representative RAT is SpyNote RAT,
Mobihok RAT and Esecret RAT.

MD5  3f5ceaa0417119f7707da38fc5e60b3d
MD5  0ed27d29fcb0e4914be7b2104e36c4ab
MD5  7d0554892c9f8a261402e3afa73f072f
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C&C ANALYSIS SUMMARY

Next we will analyze its command and control server.

HOME PAGE

@ e tabler X

Gouyiyll @
Whaiwl &
ayan ajaal [
&jghna jmal A

alalall ©

:annll auw)

[274]

alby Jlgic JI)LEJ - g3l Samsung
ayyliayl wa | O St SM-  samsun
%39 n A725F *

Jaia

BLOCKED DEVICES

(5) &yghaall jmalll e

Motorola XT1068
23:54:39 20211023

Google Pixel 4a
12:10:46 2021-10-22

LGE Nexus 5X
19:32:372021-10-21

Google Android SDK built for x86

23:10:22 2021-10-19

targeting devices [
New devices B
blocked devices

not connected devices

testing devices

Files |

Attacker Name

il has

. [274]
alls dlgic )IA'?I_ 9 an;J} Samsung
a,ui.h._ul @l il fh A SM- slmlsu.us
%59 : n ‘8 AT25F
N
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C&C ANALYSIS SUMMARY

DEVICE FILE PAGE

dlala wnle ¢nging enill djaaill

Jgsall Gals @lo sac
Gaiiall  Glalall jlaall @uwl

Samsung SM-_267
M205F

Xiaomi Redmi_268
8

Xiaomi_270
M2006C3MG

LGE Nexus 5X_271

Google Pixel_272
4a

Samsung SM-_274
AT25F

107 nllasVll

adyLudl GMy jiill

alyls @l @il 3yl

MB1.8 15:23:45 2021-10-20

MB3.3 00:37:16 2021-10-07

9

&jadiall jgpall Glalg
Google Android SDK built for x86 - 266
jlmall laal | lals uly
13ygpall Glals ac

Jgpall dals

RY6COrfDYsm+Tdw6Lxt/RDrRbrGq8ElhswMnzXGaaODIx63gNH2NvdY+0fWSobvOq9EqH8aICjsv
09yRgtYs7PINFAKUIgGnymbigruynQEheiXiw42/ccVjKbUYtIHFWT/fnkViU43NDyKQTleGxDnD
=nD4sjSyri8wggGuWdiw

dlalo wnle (ngini enill djasill

devices have files

jall aalS Glo aac

8jaibial Glatal jlaall @uwl

Samsung SM-_267

7 59
M205F
Xiaomi Redmi_268
e
8
Xiaomi_270
\\/ 22 =
M2006C3MG
~ - LGE Nexus 5X_271
Google Pixel_272
~
4a
Samsung SM-_274
~ 1 g
AT25F
107 wndlanVl

zip file on server

a8y Luadl Gy jidll
Glus @aall auill 3t

D MB1.8 15:23:45 2021-10-20

@ MB3.3 00:37:16 2021-10-07
ayaiiall jgpall Gilals
Google Android SDK built for x86 - 266

jlaall 13al jgpall Glals wly

1:)g3all Glals sac

RSA encrypt text file

J9sall dals

RY6COrfDYsm+Tdw6Lxt/RDrRbrGq8ElhswMnzXGaaODIx63gNH2NvdY+0fWSobvOq9EqH8alCjsv
09yRgtYs7PInFAKUIgGnymbigruynQEheiXiWw42/ccVjKbUYtIHFWT/fnkViU43NDyKQTleGxDnD
=nD4sjSyriswggGuWdiw
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C&C ANALYSIS SUMMARY

DEVICE MANAGEMENT PAGE

®) 3 tabler —

wlaaiwll djasi alala

. 6
device number [Fe-
. 98
file number STALall sz
0

2

record number L

images number Jon
61
messeges number [

35
other ool

JLidVl ajani alala

HE B B8 0B

Gjanllaac

o
3 B

" O

CillAalall s
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C&C ANALYSIS SUMMARY

DEVICE MANAGEMENT PAGE
®) 3 tabler

Whaiwll djadl alalo

device number [FE .

98

file number alalall sac

images number Jon

61

messeges number [

[l
record number [

35
w pi

JLisVl ajasi alalo

0

Cllalall sae

0
ajanill aac

SEND COMMAND PAGE

© B =

JloiVl alas ula

alhll JLul

Cll“__.| ill
SERVICE PROVIDER LOCATION uSiwall YOUTUBE CUTE CUT
VMER gyai0ll 203 qalipy  @ljailyi  @ugéill GOOGLE

Ggnll Jawa DISCORD  Jilwyll SAMSUNG GLOBAL GOALS

GAME LAUNCHER GALAXY STORE ¢nilwa - OOREDOO PALESTINE
PRIVATE SHARE PUBG MOBILE ONEDRIVE GOOGLE PLAY jaia
GMAIL Glagali INSTAGRAM  (Jilwyll GALAXY WEARABLE

Jopgll aiilsal giagiwMl OUTLOOK DUO BIXBY VOICE

Ggnll alyleslg apilall @lisll  giaiall Jigai MP3 SNAPTUBE
dclwll WHATSAPP hilyd DRIVE jiigi Jloill Glan JAWWAL
YELLOW NOTE SYSTEM APPS UPDATES CHROME

SPOTIFY jgp TIKTOK «nilala jj=all gélgll tna ¢nagagVl jaj jjaa
AUTHENTICATION FRAMEWORK jj=all gdlgll aéhia

wilall OFFICE QUDS SMART SAMSUNG ga GiyiiVll (Guhi

Guulall SMARTTHINGS MESSENGER  dradpll allall  dguuia
SAMSUNG PASS SAMSUNG HEALTH SAMSUNG MEMBERS

SAMSUNG NOTES jlaally ajli=ll hynll LINKEDIN SAMSUNG KIDS
WEARABLE MANAGER INSTALLER  SMART SWITCH  Lilaa SAMSUNG

SNAPCHAT Ipalsll guslyll  @lhill giii YOUTUBE MUSIC
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C&C ANALYSIS SUMMARY

ARABIC COMMANDS

Bagaadl Olalall gd)

dealol 1y.0lS dlag)

al3 1 y.lS dadl

(2348) dnladl L b

Bgasl clas|

Sl dl> egass

Olslaedl @8 eqasd

key Logger wile 28,

3lgad! Olale slacls dilas

3320l ygall dalS Ll

Basadl Sl>do

Bagaadl Olalall gl

dsalol 1y40lS das)

als | yealS dadl

(92:48) anladl Jous b

Ggasdl clas|

SLU D> i

Olslaedl @8 eqasds

key Logger «alo 23

3lgad! Slale slacl dlas

3yazall ygall dalS >

Basadl Ol

Jlasdl Oilga ol

Jlugll Gl

gl Ol ol

el @lesmetfolks

M| 4818 14|

Slalall 3yl coasd

S3aladl Slalall g8,

dyygd danla dhas) i

Jlasdl oSt

el Sl e

el dl> ond

NSl s ol

Gilgl SULy se 28301 Linds
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C&C ANALYSIS SUMMARY

ENGLISH COMMANDS

geticontacts

get'SMS

get'ifistatted apps O

get-Scheduted recordings
delete Scheduled recording
update files tree ©
upload new files

screenshot

check connection

update device info

update.app:setting
upload errorexception
upload&keyltogger file
statistic fites:count
get-encrypted txt file
app:permission

chats-from notfication

check record status O

get'catt-history O

enabletpload using 3g~

disable upload using 3g &

upload new files ©

capture image front camera
capture image back camera

sereen‘recorde O

hide app icon o

update request status  ©
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C&C ANALYSIS SUMMARY

COMMANDS

Bagaadl Olalall gd)

dealol 1y.0lS dlag)

al3 1 y.lS dadl

(2348) dnladl L b

Bgasl clas|

Sl dl> egass

Olslaedl @8 eqasd

key Logger wile 28,

3lgad! Olale slacls dilas

3320l ygall dalS Ll

Basadl Sl>do

Bagaadl Olalall gl

dsalol 1y40lS das)

als | yealS dadl

(92:48) anladl Jous b

Ggasdl clas|

SLU D> i

Olslaedl @8 eqasds

key Logger «alo 23

3lgad! Slale slacl dlas

3yazall ygall dalS >

Basadl Ol

Jlasdl Oilga ol

Jlugll Gl

gl Ol ol

el @lesmetfolks

M| 4818 14|

Slalall 3yl coasd

S3aladl Slalall g8,

dyygd danla dhas) i

Jlasdl oSt

el Sl e

el dl> ond

NSl s ol

Gilgl SULy se 28301 Linds
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APT-C-23 ATTACK ANALYSIS

On September 21, 2021, we discovered a
new variant of Arid Viper (APT-C-23), its
package name is "app.lite.bot". On October
14,2021, we found another new variant
Secure_chat.apk. More details can be found
on our Twitter[https://twitter.com/
BaoshengbinCumt/status/

1448830306283253761].

4 2ero
q @BaoshengbinCumt

On September 21, 2021, we discovered a new variant
of Arid Viper (APT-C-23), its package name is
"app.lite.bot". On 2021/10/14 14:00, | found another
new variant Secure_chat.apk. I’m writing a blog about
the new variant analysis, and | look forward to
publishing it.

sum -a 25

J94/0 10UH 14

) B lcar Downloads

2a/1T95c0bZac

Secure_chat.apk

12.0 MB — commondatastorage.googleapis.com

9:57 AM - Oct 15, 2021 - Twitter Web App

PREVIOUS ATTACK SAMPLES
On November 25, 2021, we hunted the

previous APT-C-23 attack sample, which mask
as Threema application.

MD5 63858e504187065f7¢805891ec5b889e

In the previous sample, part of the malicious
code was found in Android native.

® ® Threema.apk
® @ O 3

Open Extract Secure Extract Share

Name Size  Date Modified
lib
x86_64
armé4-v8a
libnytro.so 219.19 KB Feb 4, 2021 at 7:58 AM

. libCallRecFix.so 206.90 KB  Feb 4, 2021 at 7:58 AM
libpl_droidsonroids_gif.so 43.02 KB Feb 4, 2021 at 7:58 AM
armeabi-v7a
x86
resources.arsc 839.49 KB Nov 30, 19...t 12:00 AM

. firebase-iid-interop.properties 78.00B Feb 4, 2021 at 7:58 AM

AndroidAudioRecord::read(void *,int)
AndroidAudioRecord::set(int,uint,int,uint,uint)
AndroidAudioRecord::set(int,uint,int,uint,uint)
AndroidAudioRecord::start(void)

AndroidAudioRecord::stop(void)
AndroidAudioRecord::~AndroidAudioRecord()
AndroidAudioRecord::~AndroidAudioRecord()
Java_net_callrec_library_fix_CallRecorderFix_load
Java_net_callrec_library_fix_CallRecorderFix_startFix
Java_net_callrec_library_fix_CallRecorderFix_startFix7
Java_net_callrec_library_fix_CallRecorderFix_stopFix
Java_net_callrec_library_recorder_AudioRecordNative_nativeCreate
Java_net_callrec_library_recorder_AudioRecordNative_nativeDestroy
Java_net_callrec_library_recorder_AudioRecordNative_nativelnit
Java_net_callrec_library_recorder_AudioRecordNative_nativeRead
Java_net_callrec_library_recorder_AudioRecordNative_nativeStart
Java_net_callrec_library_recorder_AudioRecordNative_nativeStop

NEW VARIANT OF APT-C-23

Adversary delete Android native code.
All malicious code is Java.

v fitapp
v # lite
v £ bot
» {1 activities
> i app
> £ receiver

» £ services

All malicious behaviors are as follows:
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APT-C-23 ATTACK ANALYSIS

Malicious Behavior

Description

Malicious Behavior

Description

NotificationListener

MyAccessibilityService

VoiceRecorderService

BootCheckRecordersServi
ce

CallRecorderService
VoiceRecNewService

ConvertRawService
GetRecordsServices

GetDocsServices

GetlmagesServices

ChangeApplconService
HideApplconService
screen.ScreenRecorderSer
vice

AddNewDeviceService

CallLogService

CameraService

CamServices

ChatService

Get notification from Viber,
Imo, Skype, Instagram,
Telegram, Messenger,
Facebook.

Monitor
OUTGOING_WHATSAPP_
CALL event.

Record audio and video

Schedule Boot Records

CALL RECORDING
Record audio and video as

xxx.raw and xxx.mp3.

Convert .raw to .mp3

Start getting zip records
and upload zip file.

Start getting zip docs(SMS,
Contacts, Call Log and
device applications). Next,
upload zip file.

Start getting zip images.
Next, upload zip file.
Change application icon
Hide application icon

Screen shot

Upload android update
intelligence to Firebase

Get call log details

Start camera

Split zip image capture

Get chat file

ChatService

ContactsService

FilesTreeService

UploadFilesTreeService

InstalledApplicationsService

PrepareRecordsService

ScanFilesService

SendOnlineStatusService

SendResponseService

SMSService

SplitZipService
UploadFileService

VOIPCallListenerService

SendAudioRecordingStatusServi
ce

ScheduledRecordersService

SendSharedPrefService

getLogFilesService

SendFilesCountService

Get chat file

Get all contacts

Get the number of different file
types, such as images count : xxx

Upload
data["device_name","file_type","fil
es_count", "images_count",
“fetched_files_count"].

Get installed app pkg name and
upload

Prepare records

Scan
fi|es[umpSH,”Sng,”WaV!!,!!PCM!!,!!r
m!!,HAlFFH,”WMA”,” RAM ”,”raW"]

Send data["device_name",
"package_name”, "conn_type”] to

Firebase

Send data["request_id”,
“command", "request_status",
"response_msg”,
"record_part_num",
“record_parts_count"]

Get all SMS

Splite zip file
Upload file to C2 Server

Recording was interrupted by a
mobile call. Recording will resume
after the call ends

Send audio recording status to C2

Scheduled recording file upload.

Send SharedPreferences data to
C2

GET KEY LOGGER FILE

Send data["all_files_count”,
“uploaded_files_count”,
“not_uploaded._files_count”,
“device_name”] to C2.

Company Name page #15



Rishon
LeTsiyon -
[ [

. p ,1{ &
Wshdod (7]
(N

\
\

Ashkelon \\

i&@at Ga'i‘; “
/5

Khan YuniEs ' | A5 Y
. - Ofakim |Srea|;

£ ol

Sl Be'er Sheva

¥ 4

2

’

/




