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Abstract

We introduced the “Royal Road RTF Weaponizer” in our previous blog [1] (and the presented
at Japan Security Analyst Conference 2020 and CPX 360 CPRCon 2020). Royal Road is a tool
shared by many targeted attack groups believed to belong to China. It’s been a year since our
previous blog, and Royal Road is still in use. Here, we will introduce the Royal Road-related
attacks observed during 2020.

Previous Blog

Let’s briefly review the previous blog. Royal Road is a tool that generates RTF files that exploit
the Microsoft Office Equation Editor vulnerabilities (CVE-2017-11882, CVE-2018-0798, CVE-
2018-0802). The details of the tool are unknown, but the RTF file generated by it has various
characteristics. The definition of “RTF file generated by Royal Road” may vary from
researcher to researcher. Therefore, we define a file that meets the following conditions as an
“RTF file generated by Royal Road”.

1. Exploiting a vulnerability in Microsoft Office Equation Editor
2. Containing an object named “8.t”

However, some RTF files are likely to be related to Royal Road, even though they don’t meet
the second condition. For classification purposes, we refer to this as “Related Samples”. In
reality, this may also be an RTF file generated by Royal Road, but the truth is only known to
the attacker. Due to the our research, we have divided these into “Royal Road Samples” and
“Related Samples”. However, they are treated the same in the specific case studies below.

And Royal Road is shared among various attack groups believed to belong to China.
Specifically, it is believed to be used by the following attack groups. The attack group alias is
written for reference. Strictly speaking, these can be different. For example, TA428 and Pirate
Panda are not exactly equivalent.
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1. Temp.Tick (BRONZE BUTLER, RedBaldKnight)
2, Temp.Conimes (Goblin Panda, Hellsing)

3. Temp.Periscope (Leviathan, APT 40)

4. Temp.Trident (Dagger Panda, IceFog)

5. Tonto (Karma Panda, CactusPete, LoneRanger)
6. TA428 (Pirate Panda)

7. Rancor

Also, we categorized the various characteristics of the RTF files used by these groups and
showed what they have in common.

Temp.Conimes
Temp.Trident

Temp.Periscope

Rancor

Updates

It’s been a year since we introduced Royal Road. In the meantime, the RTF file, believed to
have been generated by Royal Road, has been used many times in targeted attacks, and
several updates have been observed. First of all, we will introduce the updates.

The RTF file generated by Royal Road contains encoded malware. It is decoded by Shellcode
after exploit. In our previous blog, we introduced the following 5 encodings.

1. 4D 5A 90 00 (not encoded)
2. F2 A3 2072
3. B2 A6 6D FF

4. B0 7477 46
5. B2 5A 6F 00

Many of the RTF files we observed in 2020 used the 3rd and 4th encodings. However, a few
samples used the new encodings. The following 2 encodings.

1. A9 A4 6E FE
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00 01 02 03 04 05 06 07 08 09 0A OB OC 0D OE OF  0123456739ABCOEF
LIS EEpRERisgR= F3 FE FE FE F2 FE FE FE FF FF FE FE 2

WWLIVIBNE 46 FE FE FE FE FE FE FE BE FE FE FE FE FE FE FE

WIOR FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE

WMLIIENN FE FE FE FE FE FE FE FE FE FE FE FE 1E FE FE FE

WINNIENS E8 DF 44 E8 FE 42 F5 29 DD 46 FD AA 29 DD A2 96  #4D..B.)UF.z)0MiE
IIILIEIE 35 83 DE 8E 8C 8F 97 8C 9D 89 DE 93 9D 88 88 8F * B EENA -
WIINIGIE 82 DE 9C 91 DE 8C 81 88 DE 95 88 DE B2 AF A3 DE 1§ #%ZE5E vl
WLLILIEOE 89 8F 92 91 C8 E9 E9 F4 EFE FE FE FE FE FE B3E&i1% -
WUNNEDE A9 17 C6 7E F5 70 AD 23 AD 23 F5 70 AD 23 .27« H- H-
WIILIENR 10 65 AC 23 EB 70 AD 23 A 23 ES 70 A0 23 .ev - H.c HBE.H
UL C8 BE C9 23 E8 70 AD 23 23 DC 70 A0 23 0/HsB.H - 7H70. 4
WAOILIIEOR FE F8 1A 23 EB 70 AD 23 23 F6 70 A0 23 L H- RL28- H
UL FE F8 37 23 FB 70 AD 23 96 F5 70 A0 23 .74 - .HvEife. 4
LR FE FE FE FE FE FE FE FE FE FE FE FE FE
WIS AE B1 FE FE AA FD F3 FE 98 FE FE FE FE
AL FE FE FE FE 1E FE FC DD FE FE CE FE FE

2 F
57
D6
57
EF
C9
EF
4 E
B F

0
59
0 A7
8 32
5 93
E FE
A AD
D F5

00 01 02 03 04 05 06 07 08 09 0A OB OC 0D OE OF
WIS EIRROYR VY 03 00 00 00 04 00 00 00 FF FF 00 00
WILILIRNE B3 00 00 00 00 00 00 00 40 00 00 00 00 0O OO 0O
WS 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
WLIENR 00 00 00 00 00 00 00 00 00 00 00 00 EO 0O 00 0O
WIINAERE OF 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68 ..2..T.Al2.LALTh
WILILIENE 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F  is program canno
WIIINENE 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20t be run in DOS
WIIIEDE 60 6F 64 65 2E 0D 0D 0A 24 00 00 00 00 00 00 0O
WILINEDE 4D E7 38 80 09 86 56 D3 09 86 56 D3 09 86 56 D3
WAIILIEDE E1 99 52 D3 0B 86 56 D3 E1 99 5C D3 0D 86 56 D3
WIS 2F 40 2D D3 OE 86 56 D3 09 86 57 D3 22 86 56 D3
WLLILIIEAR 00 FE DC D3 0B 86 56 D3 00 FE C4 D3 08 86 56 D3
WILeeR 00 FE C7 D3 08 86 56 D3 52 69 63 68 09 86 56 D3
LR 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 0O
ISR 50 45 00 00 4C 01 03 00 84 OC 56 5E 00 00 00 00
IR 00 00 00 00 E0 00 02 21 OB 01 09 00 00 30 00 0O

This encoding can be decoded with code like the following;:
dec_data = []

for i in range(len(enc_data)):
dec_data.append(((int.from_bytes(enc_data[i], "little") A Ox7b) + Ox7b) % 256)

1. 94 5F DA D8
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00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000030
00000040
000000BO
000000C0
00000000
000000ED
000000FOD

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000030
00000040
000000B0
000000C0
00000000
000000ED
000000F0

00 01 02 03 04 05 06 07 08 09 0A OB OC 0D OE OF
LRSIV O BS BA 9E D2 C8 E9 74 3F 04 17 1C
7C Bl 48 D8 FD 3E 97 73 02 C7 2C F5 6D 50 AA E7
18 BE CD 5E FA F4 C6 E3 1E AE DC B5 74 CF 74 AE
91 68 CA F1 12 DO 88 84 E5 2D 33 51 92 CE 83 76
E3 50 D4 E9 39 E7 75 7E 45 40 C6 24 59 93 C3 2B
64 29 AD 70 D4 F1 DE 3E BO 62 44 9F DE 3D 13 4F
FD OE 88 D3 9A C6 B8 2E C9 11 92 A9 4C FD OC 09
20 51 DA 97 F3 74 74 6F OF 74 AC 80 CF 1E B4 45
A0 CE 02 02 3C FF 65 D5 57 69 4B CC D6 B9 3E 60
B3 83 60 8E 6F 09 32 3B 08 3B 13 4C C5 48 FO 41
14 3B 43 CA 01 54 CB BS F6 00 3B 76 52 29 50 4C
6F 8B A7 F2 3F CF 32 2D BD A9 EA FC D9 3A BE 01
09 8B 51 43 83 80 BD AC 88 8E 98 C1 6F EF 3B CB
97 18 F7 62 07 30 99 E6 77 3A CF E7 84 32 E6 6D
FF 3E 33 A4 78 8D 50 39 BE DF 36 83 58 7F OB 51
06 F2 4F 12 95 7B DE BF 65 30 B6 D4 22 Bl 50 97

00 01 02 03 04 05 06 07 08 09 DA OB OC 0D OE OF
SRR 03 00 00 00 04 00 00 00 FF FF 00 00
B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 0O 00 0O 0O 00 00 OO 0O
00 00 00 00 00 00 00 00 DO 00 00 OO FO 00 OO 0O
OE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68
69 73 20 70 72 6F 67 72 61 6D 20 63 61 BE 6E BF
74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20
60 BF 84 65 2E 0D 0D 0A 24 00 00 00 00 00 0O 0O
F3 A4 81 BE B7 C5 EF 0D B7 C5 EF 0D B7 C% EF 0D
D2 43 EC OC BD Ch EF 0D D2 A3 EA OC 3F Ch EF 0D
D2 A3 EB OC A5 CH EF 0D 62 A8 EA OC AA CH EF 0D
62 48 EB OC B8 Ch EF 0D 62 A8 EC OC 46 CH EF 0D
D2 A3 EE OC B2 Ch EF 0D B? C5 EE 0D E6 C5 EF 0D
20 ABES OC B5 Ch EF OD 2D AB ED OC B6 C5 EF 0D
h2 69 63 68 B7 CH EF 0D 00 00 00 00 00 00 00 00
h0 45 00 00 4C 01 04 00 16 OB FE 5D 00 00 00 00

This encoding can be decoded with code like the following;:

dec_data = []
xor_key = 1387678300

for i in range(len(enc_data)):

(xor_key & 0x20000000) == 0x20000000

for _ in range(7):
X0 =
x1 = (xor_key & 8) == 8
x2 = xor_key & 1
X3 =

1+ (x0 A x1 AN x2)

xor_key = (xor_key + xor_key) + x3

dec_data.append(int.from_bytes(enc_data[i],

0123456789ABCDEF
- ]ﬁ?\ﬁ%?. aa
THY.>%g. 3%, = Px.
ANEEZ a1t
BRN. .2 L -30HR
20%. 9¥E E@-XYFE+
j)ap¥ = >-blifE=.0
LB1E0. ) 8L,
QLEtto.zv.9.1-
L <Coedlikaam
OFifi.2; .. LHH -
. ChLZER . L3 VRIPL
oE .292-2y = it
BICL AR - fo. sk
.. L 00Rw:IBE2Eh)
23 188’62 . .0
i Ve0hsTTP.

0123456 789ABCDEF
.

20 IALZALTH
iS program canno

t be run in 00S

"little") AN (xor_key % 256))

Our tool for decrypting Royal Road encoded object is already available on GitHub. It also
supports the above new encodings.

https://github.com/nao-sec/rr decoder

New Attack Groups



https://github.com/nao-sec/rr_decoder

As we mentioned earlier, several attack groups use Royal Road. The following eight attack
groups have been observed to use Royal Road (including both Royal Road Samples and
Related Samples) during 2020.

1. Temp.Conies
2. Tonto

3. TA428

4. Naikon

5. Higaisa

6. Vicious Panda
7. FunnyDream
8. TA410

Of these, we have already reported on 1-3 attack groups in our previous blog. Temp.Conies
used NewCore RAT to attack Vietnamese organizations. Tonto used Bisonal to attack
organizations in East Asia such as Russia.

And the TA428 was also particularly active, using Poisonlvy, Cotx RAT, Tmanger, and
nccTrojan to attack East Asian organizations such as Mongolia. We will not cover these
individual cases here, but if you are interested, see the IOC chapter. For TA428, the paper [2]
and blogs [3][4][5] are available from NSJ (NTT Security Japan). Please refer to that.

For Naikon, CheckPoint Research reported [6], but unfortunately, we could not observe this.
Therefore, in the following, we will introduce attack cases related to Royal Road for four

groups (5-8).
Higaisa

Higaisa is an attack group that seems to have been active since at least around 2016. It is
primarily targeted at North Korean-related organizations and is believed to be aimed at
stealing information using AttackBot, PIZ Stealer, and Ghost RAT.

The blogs have been written by Tencent and Positive Technologies so far [7][8][9], and are
attributed to (South) Korea. However, NSJ’s paper [10] showed a connection with Ghost
Dragon [11] and PKPLUG [12], and it was reported that it might belong to China.

We observed an attack by Higaisa on Royal Road in March 2020.

6/16



o

Merry Christmas And Happy New Year!.
Hope all your Christmas dreams come truel.

I wish you a merry Christmas. All affection and best
wishes to you and yours..

o

Exploit & Create Decode & Execute

BO 74 77 46

Document . intel.wll

Open with
DOCX

Document

intel.wll

Execute Execute
Startup E [ ] 5 [ )

LNK EXE EXE

SecurityProfile.lnk 360ShellPro.exe FileSmasher.exe
(valid App) (AttackBot)
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The malware executed by the Royal Road RTF was AttackBot. AttackBot is a downloader that
has been used by Higaisa since at least April 2018.

ecx,
eax,
esi,

eax,

edi,

idiv edi
inc esi

mov eax,
mov byte
moOVZX  ecx,
cmp esi,

0x40107¢

Vicious Panda

Vicious Panda is an attack group reported by CheckPoint Research in March 2020 [13]. It is
said to belong to China and targets East Asia such as Russia, Mongolia, and Ukraine.

We observed an attack on the Royal Road by Vicious Panda in March 2020.

.

BHXAY-biH TepuiiH 3eBnenuidH ruwyyH, MNagaan xapruiid cang Bad K “2020 oH
6on XaTag YHOSCTHWIA aryy WX C3PraH MaHOanTelH §BL, Aaxb TYYXaH adv xonborgon
Gyxnin xmn Gereen rapaan xapvunuaadHg 6 dyxan yyprudr aHxaapax &ctoin’-r
WN3PXUANC3H. «

OHa xypaaHg 2020 oHp ragaag xapunuaaHbl YWIMaNss3p gapaax 30punTyyabir
X3p3nKyynaxasp Tenesnesq 6anHa. -

.

Harayraspt. JomoodsiH xeaxund 6yx 4adnaapaa yun4nax. .

YnHasnar Huarmuiar 6yx tTanaap 6uin 6onrox Hb XaTan YNcbiH “Xoc 3yyH” XKUMWIAH
yyxan 3opunTt Gereen yyHWit Tyng onoH ync 6yc HYTIMAH TaaTail ragaapg OpPuYWHT
OypayynaxuitH Tenee 4apMainT raprax upcaH. BaH W xanaxgss, 2020 oHg poTtoon,
ragaag Hexuen Gaianeir xapranzaH, ragaag xapunudaaHsl Heel Gonomxuiir BypsH
OVYP3H aluuvrnax, yrcblH XerkKnuAH TOMOOXOH cTpaTeruiir XapanKyyraxXuilH 33paruss
ragaag cypranuyunraa, TaHWNUyynax apra XamKasr ynaMm WO3BXT3i 30XWMOH bBaliiryynx,
OPOH HyTar A3NXWiA HUATTIW XapwunuaH allurtail XaMThlH aXXUnnax epred UHA3pWAr Gui
Gonroxelr 3opbx Oylraa UNIPXUIANCIH. -

+

XoéppayraapT. ¥YnceiH spx aweaulie 3pc wulidamaull xamMeaanHa. -

XaTtan vnc ranaan XxanuniaaHkl HA3NTTAW BoNNorkir TANBRIVVIAXWAH 3303r1133 VNChIH

It has been reported to execute malware similar to Enfal and BYEBY.
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Exploit & Create Decode & Execute
BO 74 77 46

Document . intel.wll

DOCX
Document WINWORD. exe

intel.wll
(http_d11)

Execute Download

& Download &

DLL DLL

Load
Minisdl1Pub

FunnyDream

FunnyDream is an attack group that is said to have been active since around 2018. It is said to
belong to China and targets Southeast Asia such as Vietnam and Malaysia. FunnyDream uses
Chinoxy and FunnyDream Backdoor. BitDefender has published a detailed report [14] on
FunnyDream.

We observed an attack by FunnyDream from March to May 2020.
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Thu trwong Vinh giao cho Cong tiép thu néi dung ciia CPN, chinh sira, hoan
chinh bai viét ctia TT, hoan thanh truwéc 15.00, ngay 20/5/2020..
Bai viét dé diing tai trén Dic san “VN-HK: Diu 4n 25 niim” ciia Bio
TG&VN/Bo Ngoai giao. Y/c bai viet khoang 1.000 chi. .
Dé nghi cic dong chi nghién ciru bai viét nay, dau sing mai (19/) cho y
kién/hwéng xir 1y hoan chinh. .
QUAN SU-QUOC PHONG — NHAN TO THUC PAY.
QUAN HE VIET NAM - HOA KY SAU CHIEN TRANH.
(Bai viét ciia dt"}ng chi Thwong twéng Nguyén Chi Vinh,.
Thir trweéng Bo Quoc phong dang trén Bao The gioi & Viét Nam.

P

Exploit & Create Decode & Execute

BO 74 77 46

Document . intel.wll

Open with
DOCX
Document WINWORD. exe

intel.wll

Execute
(WScript.exe)

Execute &
(rundl132.exe)
DLL

bss.vbs faxprint.dll
(Chinoxy)
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Chinoxy is a RAT that has been used by FunnyDream since around 2018. It decoded the
config using two numeric data and communicates with the C&C server using its original
protocol using Blowfish.

TA410

TA410 is an attack group that is said to have been active since around 2016. It is said to
belong to China and is suspected to be related to APT10. The report has been published by
Proofpoint [15][16][17] and is mainly targeted at public sector in the US. It uses malware
called LockBack and FlowCloud.

We observed an attack by TA410 in October 2020.

ERETFEOUAPE 1 9 AR AR
BERIVE, MR URE RN, RS e, MARH. .
B BUNEERAE T UME, JUT e A e KOs R E0E E
(M & EBUA AT A BUEIRIL, B B U, B B
[®7 B AR, iR CUERFELIRT B e 5, &R
P EEAEMRILN “ H 7“8 8l “ B EFEEUNITFI. RARRE
AR, EXCXREERE CWHY, AME CEZE, Rifts,
REATE. AT I ST RS A — BT LAk I 5 pm”

Exploit & Create Decode & Inject E“
A9 A4 6E FE EXE

iexplore.exe

Download & Decode

Download

Startup E () a Decode &
XE

DLL Execute & DLL

Execute

Tendyron.exe OnKeyToken_KEB.d11 Tendyron.conf FlowCloud
(valid App)

FlowCloud is a RAT reported by Proofpoint in June 2020. FlowCloud has been reported to be
v4 and v5, but the FlowCloud we observed at this time was similar to v4.

Attack case against Japan
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In addition to the four attack groups shown so far (Higaisa, Vicious Panda, FunnyDream,
TA410), attacks that appear to be related to Royal Road have been observed. Among them, we
will introduce an example of attacks on Japan. We are not able to identify which attack group

made this attack. If you have any knowledge about it, please share it with us...

The attack on Japan took place in November 2020. The attack began with 2 RTF files

attached to the email.

+
#k 2 HH A
<ZEBUAmARERE >
(B MY o
L FHEEE CGoITATEIEFIEZRPER S
Ae Be BX2/3 LARe Ae Be BX2/3 LARe
HEER WIERIET 2E8 HHEhIE HHENE - WIERIEL REE HhEhIE g DEE
BEe FITRERE Bge
e (Blird) o | (BisRE) @ (BigpdE) » | (BHEE) o] @0 o BHE - (BigRE) ¢ | (HiHE) «
CHFE
HENFEES
P
P
& e 0 0 0 o 0 0 ° °
<ZEBPEE>-
(EHEE- ) e
CHif: A ¢
. TR (CATEIIETEEE - Exi
av Be | ex23Lpe av | B | mxasee
+
o
AR EE -
o
o
EL o B
£ 4
o
= Tihe Ao PES L TREER | 8 | B Bifi- | @NEEREL REE.| #@Es |0
i) Be| fie IR age
wo.d & B B ¢ o 4 A (BAG) of GHliALO ) (HHIEE ) GHEEE e
14 o
24 i
34 i
44 i
54 i
64 o
74 i
& 3o a a ol
o
o
M
o
o
M

Tt & L L&

*

*

*

Tt & Lt EETETETE
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These RTF files did not contain an 8.t object, however did contain an associated object. This is
the malware encoded by the 4th (Bo 74 77 46) encoding shown above.

___+ __________ + _______________________________________________________________
id |index |OLE Object

e m o o o o o e e e CCllll_o.
|e@e36596h |format_id: 2 (Embedded)
|class name: 'Package’
|data size: 553136
|OLE Package object:
|Filename: u’
|Source path: u’

| Temp path = u’

|[MD5 = '9a67a7ccace7d8f788663077d57d6811"
__________ +_______________________________________________________________
00144786h |format_id: 2 (Embedded)

|class name: 'Equation.2¥x@0¥x124Vx¥x90¥x124VxvT2'

|data size: 6436

[MD5 = '@0b38c4c@2dcda@lf8abea580c95a919"
__________ +_______________________________________________________________
0014476Ch |Not a well-formed OLE object

The overall picture of the attack is as follows.

Exploit & Create Decode
BO 74 77 46

Document wd4sx.wmf OSE[0-9]{4}.exe

Drop-&-Execute Drop

E- Execute E_ Execute &
® o
EXE EXE DLL

0Lz8lp4eF.exe rundl132.exe XLBugHandler.d1ll, WORKNOW

The malware executed was an unknown RAT. We call this XLBug RAT because of the
characteristics left in this RAT. The RAT held information such as C&C server encoded by
Base64 and XOR.
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1002588c 44 59 41 ... "MYARARArg+wvbKlvbKwvacxtamnr58="
100258ab 4d 59 42 ... "MYBBBB5PHE 3utunw==

100258be 4d 59 4.

100258ce 4d 59 ¢

do {
¥(char *) (i + (int)bui) r ¥)(1i + (int)bu:s
¥{byte *) (i + (int)bui) Yy (1 + (int)buf
i =14+ 1;

} while (i < (int)size);

103.56.53.126:80
Groupl
namel

The following commands are implemented in XLBug RAT.

¢ Get directory information
¢ Get file information

¢ Get computer information
e Execute file

e Upload file

¢ Download file

¢ Rename file

e Delete file

¢ Delete itself

The naming convention and encoding of the encoded object contained in the RTF are similar
to those of the TA428. However, we could not say that this was a TA428 attack.
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Relationship

In the previous blog, we summarized the characteristics of attack groups that use Royal Road.
We used it to divide the attack groups into two groups. However, by 2020, those
characteristics are almost meaningless. It has been standardized or deleted. It’s not as easy to
group as it used to be. In the first place, the groups sharing Royal Road should be close. We do
not classify further, but if you have any comments please let us know.

Yara Rule

The GitHub repository we shared in the previous blog is still being updated.

https://github.com/nao-sec/yara rules

I0C
The IOC sheet shared in the previous blog is still being updated.

https://nao-sec.org/jsac2020 ioc.html

Tool

The tool used by Royal Road to decrypt encoded object is still being updated.

https://github.com/nao-sec/rr _decoder

Wrap-Up

The attacks using Royal Road have decreased compared to 2019, but are still ongoing. There
are many cases of attacks by TA428 and Tonto, but other attacks by different attack groups
(Higaisa, Vicious Panda, FunnyDream, TA410) have also been observed.

The attacks on Japan have also been observed and we were unable to identify this with a
known attack group. The use of Royal Road by these unknown attack groups is expected to
continue.

In addition to Royal Road, there are other cases, such as the Tmanger family, that appear to
share tools among multiple targeted attack groups. We should continue to pay close attention
to these tool sharing cases.
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