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Within the toolset of the different APT groups, one of the most interesting elements and the one
that generally worries the most, are their capabilities in Ring0, generally RootKit/Bootkit type
threats that act with the maximum level of privileges.

An example of this type of threats is the RootKit module of ZxShell RAT used by Emissary Panda
(APT27), of which there is a relatively recent sample (Uploaded to Virustotal since 2019-09-21
17:59:39) that is also correctly signed, so it can be loaded in the latest version of Windows 10 and
is perfectly functional as far as we have been able to check.

Driver loaded:

RuleMame:

UtcTime: 2020-01-09 08:1515.213

Imageloaded: CAWindows\System 32\ drivershautochk.sys
Hashes: SHA1=CE52808FBF36A1FOBCA0C313C689115212459717
Signed: true

Signature: Microsoft Windows

SignatureStatus: Yalid

Sysmon DriverLoaded event

A complete analysis of this threat can be found made by the analyst Ori Damari (@0xrepnz) in his
blog (https://repnz.github.io/posts/autochk-rootkit-analysis/). After analyzing this threat and
describing its capabilities, he has rewritten the source code from a sample of this threat uploaded
in 2018 to Virustotal, and published it in GitHub, which greatly facilitates the analysis of newer
versions. As he describes in his blog, the capabilities of this Rootkit are basically the following:

File Redirection — Redirect malicious files to benign files. If you try to call CreateFile() to
open a malicious file you’ll get a handle to a benign file.

= x | wumpann
Rl Volue Al € - 4 » Este equipo » Discolocal (C:) » Windows » System32 » drivers
File Name C\Windows'System3 2\ drivershautochl.sys lombre Fecha de modificacion Tipo Tamafio
# Acceso répido "
File Type Portable Executable 64 AppvWemgr.sys Arc KB
I Escritorio . e = K
File Info No match found. Appyifs.sys .
e s e ) & Descargas arcsas.sys Arch 0 KB
ile Size i 776 bytes|
Saiail ciuc é ¥ Documentos asynemac.sys P KB
PE Size 419.00 KB (429056 bytes) = : .
=| Imagenes S
Created Friday 27 December 2019, 19.43.14 . y A
! . Disco local (C:) SepaLae ' L
i w 27 1 autochk.sys Ar 3 KB
Modified Friday 27 December 2019, 19.43.14 drivers [rlislol 2 e
Accessed Thursday 09 January 2020, 09.22.16 b bam.sys r KE
usica
- -~ battc.sys KB
MD3 3EV49E6CFOCSCAATCEIFABAEE220922E il
bemfn2.sys -
SHA-1 AFIBTAG3451FESAEISADFA3DD08554TETIIDSMAF v b N i 1544 :
¢ OneDrive cep-2ys )
bindfit.sys 5KB
Property Value £ Este equipo bowser.sys 3KB
CompanyMame Microsoft Corperation ¥ Red bridge.sys 5 KB
FileDescription Microsoft Filesystem Filter Man BtaMPM.sys 6 KB
FileVersion 10.0,18362.267 (WinBui 01.0800) BthA2dp.sys KB
| = s bthenum.sys :
t 5y
ntemaltiame hillia L] BthHfEnum.sys B KB
LegalCopyright & Microsoft Corporation. All rights reserved. BthMini.SYS 5 K8
OriginalFilename itMgr.sys bthmodem.sys 3 KB
ProductMame Microsoft® Windows ® Operating System bthportsys 6 KB
[%] BTHUSB.SYS 65 KB

Network Connection Hiding — Hide network connections from tools like
netstat,proceshacker...
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We found interesting to analyze the differences between the 2018 version and the most recent
2019 version in order to try to identify new capabilities or changes in its capabilities. After
comparing both samples using the GitHub source code, we have been able to see that most of
the functions are identical, except for 5 of them (including the Driver’s entrypoint):

Line Address Name Address 2 Name 2 Ratio BBlocks1 BBlocks2 Description
00 MetH: cpDriver 0 Perfect match, same name

NetTop mpletionRoutine Net 4 4 P match
Perfect match
Perfect match

JoctHook

00011168 5 ileRedirectio 6 na 1€ Name
1008
141c

00011d3c sPLtR ctorHook 0.530 2 na same name

Different functions

After analyzing the differences between this 5 funtcions, we have been able to observe that all the
changes are focused on avoiding detections by slightly “obfuscating” some I0Cs hardcoded as
strings and code modification without impact in the capabilities on the driver...

In total, there are three notable changes between the two versions:

The first one basically consists in that they have reversed the list of strings that identify the
files that the Driver hides by default when it is loaded:

Fs7 .text:00000.. 0O00OD4A C(L. \WINDOWS\\System32\\DRIVERS\\fitMar.sys  |[5] -text:00000.  0000003C C(1... Id.ipawlhs\\23metsyS\\swodni\}
Fs7 .text:00000.. 00000D4C C (1. \WINDOWS\\System32\\DRIVERS \\autochk, sys [5] .text:00000... 0000004A C(1.. \WINDOWS\\System32\\DRIVERS\|fitMar.sys
S .text:00000.. 00O00003C C (1. \Windows\\System32\\shlwapi.dl [5] .text:00000... 0000004C C(1.. syskhootua|\SREVIRD\\23metsyS\\SWODNIWY}
57 .text:00000.. 0O0ODO3E C (1. \Windows\\System32\\odbcwg32. cpl [5] .text:00000.. 0000003E C (1. lpc.23gwcbdo\\23metsyS\\swodniwi}
FS7 .text:00000.. 0000003C C (1. \Windows\\System32\\c_21268.nls [5] .text:00000... 0000003C C (1. £n.86212 c\\23metsyS\\swodniw}
E text:00000...  0000003E C (1. VWindows\\System32\\diconfg.cpl [] .text:00000.. 0000003 C (1. Ipc.gfmodici\23metsyS\\swodniwiy
FS7 .text:00000.. 0000003C C(1.. VWindows\\System32\imekr51.dl [5] .text:00000.. 0000003C C (1. Nd.16rkemil\23metsyS\\swodniw\\
FS] .text:00000... ©0ODODDZE C (1. \Windows\\System32\\PINTLGNT.dl +text:00000...  0000003E C(L. Nd.TNGLTNIP\\23metsyS\iswodniwh}
FS] .tex:00000.. 00000D3C C (1. \Windows\\System32\\chrsben.ime s text:00000...  0000003C C(1.. eminebsrhc\\23metsyS\\swodniw!\

.text:00000... DO00OO3C C (1. \Windows\\System32\ibitspry.ime [5] .text:00000.. 0000003C C(1.. emixrpstb\\23metsyS\\swodniwl}

.text:00000.. DO00OO3A C (1. \Windows\\System32\\C_1950.MLS [5] -text:00000.. 0000003A C(1.. 5LN.0591 C\\23metsyS\iswodnit\\

.text:00000... D000OO3C C (1. \Windows\\System32\\C_26849.MLS [5] -text:00000... 0000003C C(1.. 5LN.94862_C\\23metsyS\\swodniW\y
s’ .text:00000... 0000003C C(1.. V\Windows\\System32\\chrsben.dl [S] .text:00000... 00000O3C C(1.. Nd.nebsrhc\\23metsyS\iswodniVii)
FS] .text:00000.. 00000040 C (1. YWindows\\System32\\mfc100uss.dl [S] .text:00000... 00000040 C(1.. Nd.xsu001cim\\23metsyS\iswodniwi}
FS] .text:00000.. 0000003C C (1. VWindows\\System32\ywlanseo.dl [5] .text:00000... 0000003C C(L.. lid.oesnalw\\23metsyS\\swodniii}
Fs] .text:00000.. 0O00003E C (1. \Windows\\System32\\KEDDWSKY .DLL «text:00000... 0000003E C (1. LLD.YKSWDDBK\\23metsyS\lswodniWi}
Fs7 .text:00000.. 00000D3C C (1. \Windows\\System32\mseo21.ime text:00000...  0000003C C(1.. emi 120esmi\|23metsyS\iswodni\}
E (text:00000... 0000003C C (1. VWwindows\\System32\\midiapi.dil [§7] .text:00000... 0000003C C(1.. ld.ipaidim\\23metsyS\\swodniv}
&7 .text:00000... 0O0ODO3E C(1.. \Windows\\System32\\mfc120du.dl [5) .text:00000.. 0000003E C(l.. Nld.ud021cfm\\23metsyS\\swodniW\}
Fs7 .text:00000.. 00000043 C(1.. V\Windows\\System32\\wbem\Yoadperf.di text:00000... 00000048 C (1. ld.frepdaol\ymebw\\23metsyS\\swodniwi}
S .text:00000.. 0OOODO3E C (1. V\Windows\\System32\\audiosrc.dl 's] .text:00000.. 0000003E C(L.. Nd.crsoidua\\23metsyS\iswodniv\|
FS7 .text:00000.. 0000003C C(1.. V\Windows\\System32\bootred.dl [5] text:00000.. 0000003C C(L.. ld.dertoob\\23metsyS\iswodnit
57 .text:00000.. 0O0ODO3E C(1.. V\Windows\\System32\\cryptdns.d +text:00000... DDOD0O3E C(L.. Nd.sndtpyrc\23metsyS\iswodniti)
FS7 .text:00000.. 00000040 C(1.. V\Windows\\System32\\cryptbios.dll text:00000... 00000040 C(1.. ld.soibtpyrc\\23metsyS\iswodni/}
FS7 .text:00000.. 00000040 C(1.. V\Windows\\System32\idhcpesved.dil -text:00000...  D00DDO40 C(i.. Nd.devscpchd\\23metsyS\iswodniWl}
FS] .text:00000.. 0O0ODO3E C(1.. V\Windows\\System32\yscsiapi.dl text:00000...  0000003E C(1.. Nd.ipaiscsi\\23metsyS\swodni}
s . DDDOOD3A C(1.. VWindows\\System32\keyzip.di text:00000...  0000003A C(1.. Nd.pizyek\\23metsyS\\swodnii)

. 0000003E C (1. \Windows\\System32\\odberx32.dl +text:00000... 0000003E C (1. Nd.23xcchdo\\23metsyS\iswodniVv\}
. 0000003E C(1.. \Windows\\System32\\samiib32.dl +text:00000... 0000003E C (1. Nd.23bilmas\\23metsyS\\swodniw\}

57 . . 00000040 C(1.. \Windows\\System32\\sqindc11.dl [5] .text:00000.. 00000040 C (1. Nd.11cenlgs\\23metsyS\\swodniw\y
Fs7 .text:00000.. 0O000D3C C(1.. V\Windows\\System32\\shlzapi.dl [s] .text:00000... 0000003C C(l.. ld.ipazihs\\23metsyS\\swodniv\\
Fs7 .text:00000.. 0O000D3C C (1. \Windows\\System32\ishlyapi.di Aext:00000...  0000003C C (L. ld.ipaylhs\\23metsyS\\swodniw\
s text:00000... 0000003C C (1. \Windows\\System32\prnfsdk.dl [5] -text:00000.. 0000003C C (1. ld.kdsfrp\\23metsyS\\swodni\\
s text:00000... 0000003E C (1. \Windows\\System32\\Audiosdk.dl [5] -text:00000.. 0000003 C (1. ld.kdSoiduA\\23metsyS\\swodni\}
Fs7 .text:00000.. 0O0ODO3E C (1. \Windows\\System32\istdole32.dl -1ex-00000...  DOER0zE C (L. M.23elodi=\2ImetzySlmodniivi)

Old and New list of file names

https://1ab52.io/blog/apt27-rootkit-updates/ 2/4



1/14/2020 APT27 ZXShell RootKit module updates

At code level, the impact this has had is that the function that redirects these files, now uses the
“wcrev” function that flips the strings before passing them to the function that hides the files:

FahddfileRedirection(v?, L*\\WINDOWS)\Systemaz\\DRIVERS\\L1tHgr ays™); 9  FakddFileRedirecticn{L=\\NINDOWS\\System3dZ\\DRIVERE\\autochk.sys®, L=\\MINDOWS\\System3Z\\DRIVERS\\L1tMgr aya®
e = 0i64; 10 FahddFileRed: ~\\Windowsy -cpL=, L7y nlwapi d11) ;
do 11 FakddFileRedirecticn{L™\\Windows\\Systamdziie_Z1Z€8.nls”, L=\\Nindows)\Systam3Z\\shlwapl.dll®);

1 12 FahddFileRedireetion(L™\\Windows\\Systamdziieliconfg. epl”, L7\\Hindows\)System3Z\\sklwapi. dllT};
w3 = +(_WORD *} (v = 2 + 78320); 13 FahddFilededi Lem {7\ \WLndowsy, \\imekr€l.dll, L~\\Windows\\System3z\\shlwapi.all};
See[ve] = ve; 14 FaAddFilededireccion(L™\\Windows\\Systam3zi\PINTLGHT. 4117, L™\\Windows\\Sysvem3Z\\sklwapl 4117} ;
B 15 FaAddFilededizeccion (L™\\Windows\\Systemdzi\cheaben. ime”, L™\\Windsus\\System3Z\\shlvapl 4117 ;

1 16 TaaddFileRed TUAHLRdowey E: ime”, LT\\Windows\\System3zi\shlwepi.dll”);

while ( w9 1 17 FeAddFileRedi i L™\ AHindowsh AAC_1950.KLE", L™\\Windows\\System32\\shlwvapi.dll™);
vig = {lwchaz_t *)Stc); 18 FehddFileRedi i L™\ \Windows\\ Sy WAC_26849.KLE", L™\\Windows\\Systemd2\\shlwapi.dll"™l;

FahddFileRedirection(vig, (unsigned _ inclé <) &vi0éi; 19 FahddFileRedi AGQ 1" \Windows\\Systemdd\\chrsben.dll”, L"\\Windows\\System32\\shlwapi.dll®l;

H "’% T s, 1lededirection (L*\\Windows\ \Systemdi’\ \mfcl00usx.dll®, L*\\Windows\'Systemdi\\shlwapi.dll®);
21 FahddFilefedirection (L*\\Nindows'\SystemdZ\\wlanseo.d11®, L \\Windows'\SystemdZ\\shlwapi.dll®l;

1 22 FahddFileRedirection(L*\\Nindows\\Systemd:y\KBDDWSKY. DLL®, L=\\Mindows\\Syscemdi\\shlwepi.dll®);
viZ = +(_WORD *)ivil + 2 + 78384); 23 FahddFileRedirection(L*\\Windows\\SystemdZ\\imsecZl ime®, L=\\Mindows\\System3Z\\shlwapi.dll®);
Scr[vil] = wi2; 24 FahddFileRedirecticn(L™\\Windows\\Systemdz\imidiapi dll®, L=\\Mindows\\System3Z\\shlwapi.dll®);
+Hull; 25 FakddFilededi ~\\Windowsy 120cu.dl1™, L7\ nlwapd A117)

1 26 FakddFileRedireetion(L™\\Windows\\Systamdzl\wbam\\loadpers dll7, L=\\Windows\\System3z\\shlwapl.dll™);

while ( wlZ 1; 27 FaddFileledireetien (L™\\Windous\ aL=, Loy \ahlwapl.dll®);

V13 = wcarew{{wchaz_v *}Ste); 25 FsAddFilededi don L™\ \WLindowsy, 3 1L, LT\WHin nlwapl.dll”)

FahddFileRedizection (vi3, (unsigned _ inelf *)svl06); 25 FahddFilefedizection(L™\\Windous\ -aL1”, L\ \eklwapd 411%) ;

w14 = Digds 30 TFerddFileRedicection (L™\\Windows\ dow.dll", L™\\WL . shlvapi 41171,

do 51 TeAddFileRedi 1 "\AHLndowsy Sy 3 4117, LT\\Hindows \shlvapi.dll=);

i 327 FehddFileRedi i L™\ \Windows\\ 3 Wiiscsiapi.dll®, L\\Windows\\System3l\\shlwapi.dll");
wi§ = 4(_WORD *) (vi4 * 2 + 78440); 33 FlMdI‘AlIMxm:umtL“\\Hxndu‘-s\\!y‘tlnﬂ‘\\hcvnv dll®, L*\\Windows\\Systemdi\‘\shlwapi.dll®);
Scrivid] = wis; 34 FshddFileRedirection (L*\\Windows\ dLl=, L™\ 2\\shlwapi.dll®) ;
+vlds as l‘l.\d.d.l‘.\.\liad.\mbxm(l."\\ULudM\\Sy‘tlnﬁ‘\\llmlxbai dll®, L*\\Windows\\System3Z\‘\shlwapi.dll®

1 36 FahddFilefedirection(L*\\Windows\\System3Z\‘\sglnclecll.dll®, 1=\\Windows\'System3Z\\shlwapi.dll®);

wnile ( wiE 1; 37 FaAddFileRedirection(L*\\Nindows\\Systemdiyishlzapi. dll®, L=\iWindows\\Syscemdi\\snlwapi.dll<);

v1€ = wesrew!iwchar t *)Stz); 38 FahddFileRedirecticn(L™\\Nindows\\SystemdZ\ishlyapi dll®. L=\\Mindows\\System3Z\\shlwapi.dll®);

FaAddEilefedirection|vlé, (unsigned _ inctlé *)&wl06l; 39 FakddFileRedirection {L™\\Windows\\System3Z\\prnfadk.dll®, L=\\Windows\\System3Z\\shlwapi dl1®);

17 = o164 40 FEAGAF11eRAC1FEETion (LT)\WiRACUSY arL-, Loy \SRIWAPL.ALL7);

as 41 FahddFilefedireecion(L7\\Windows\\Systam3Ziiatdeled? dll”, LW\\Hindows\\System3Z\\sklwapl.dll7);

i 4z Rul inabama, L 1

New code (Red) and old code (Green)

Secondly, they have tried to disguise their use of the undocumented Microsoft API
“ObReferenceObjectByName”, which is used to get the pointer to the different
Driver_Obiject drivers they intend to hook in each case. Until now, they had the name of this
function in their strings, and used it to resolve it by passing its name to the
MmGetSystemRoutineAddress API which returns a pointer to it. Now they only keep part of
the name, and complete the rest in a slightly more complex way before calling
MmGetSystemRoutineAddress by building it from characters they store in the registers and
other areas of the binary:

v10 = -1i64; 73 if | i(signed int)CbReferencelbjectByNamal

wvll = L"ReferencelbjectBy”; T4 &DestinationString,
do 78 64164,
76 oigd,
77 0164,
78 IcDriverObjectType,
79 vs,
8o nig4,
a1 &gwozd_ 153800 < 0 )
{ 82 {
i€ ( Ivwl0 ) 83 result = NetHookTcpDriver():
break; a4 if { result < 0 )
v2 = +{ WORD *)vS == 0; 85 recurn result;
w3 = (int *) [ichar *)vd + Z);:
——vi0;
1 86}
while ( Iv2 ); 87 alse

w12 = 18i64;
v13 = (wchar_t *) (({chaz *)v3 - 2);
while { viZ )
{
*wld = svll;
+vil;
++vl3;
--vlZ;
t
vid = LvZE;
w15 = -lied;
da

if ( !vis )
break;

vEi = *(_WORD *)vl4 = 0;

vl4 = (int *)((char *)vl4 + 2);

==v1E;
}
while { Iwv2 );
*{_QWORD *) (ichar *}vld = 2) = "e\0m\0a%\0N";
“{{_WomD *)vi4 + 3) = O;
RtlInitUnicodeString(&SystemRoutineNams, (PCHSTR)&viE);
v16 = (_int64 (_ fastcall *) (UNICODE_STRING *, signed _ int64, _QWORD) i [§ i i
if { !vi6 )

return 3221225473164;
result = vlé(sDestinationString, 64164, 0i64);
if | (signed int)resule >= 0 )

New code (Red) and old code (Green)
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Finally, they have moved part of the logic of some functions to another point, maintaining
the same functionality. An example is the end of the driver entry function, where untill now,
at the end they only called two functions that initialized the logic of hiding connections and
redirecting files, and now, they have extracted part of the logic of these functions and
moved it right after each one of them, but without any impact on the capabilities and
behavior of the Driver:

SPATCH) AutochBekDEy
ctionHider() < 0 )

NetHookTepDriver();
AriTniclnicsdeString (&v22, L"\\FileSyscem\\Hcfs");
FslnitislizeFileRedirection(); 83 FslnitiaslizeFileRedirection();
FsPutRedirectorHook (1, (__inué4)avii);
return 0ig4; 84 return 0ig4;

New code (Red) and old code (Green)

x64 42eab05c611bf24d86bb6c985-
Sample caa2ad7380ed7d98340c7f08de9361be14dc244

x86 9b7c1e37d5f56¢-
Sample cOb5e5e22ce9805e237a189297e78405b9¢392a0953b6e0321
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