2/11/2020 Ransomware, Trojan and Miner together against “PIK-Group” — Marco Ramilli Web Corner

Ransomware, Trojan and Miner together against “PIK-Group”

PR marcoramilli.com/2019/02/28/ransomware-trojan-and-miner-together-against-pik-group

View all posts by marcoramilli February 28, 2019

When an unknown sender suggests me to click on a super wired url, dropping a ZIP file straight in my box, by saying it’s getting the next targeted attack on a
huge company, well | kinda looking forward to it ! So | clicked on the link (see IOC section) and I've downloaded a “pik.zip” file. The zip file wrapped out an
interesting “cyrillic looking” javascript file named: N'pynna Komnanwuii MUK noapo6HocTu 3akasa, which according to google translate would be: “PIK Group of
Companies order details”. It looks like a crafted file for PIK-Group ,one of the most important real estate companies based in Russia with more then 14k
employees ! By analysing such a script it’s clear that it wont be a piece of cake. The script is heavily obfuscated with more techniques. As you might appreciate
from StageO (following image) there are two main obfuscation streams: the first one is implemented by introducing fake static forks such as: “if” and “cases”
and the second one is implemented by dynamically building function blocks from nested strings which are either dynamically built and separated into multiple

concatenation steps.

Javascript Stage0

The script eventually drops and executes (Stage0 Execution phase follows) a fake image file (msg.jpg) which actually is an UPX packet windows PE acting as
second stage. The second stage drops and executes three additional modules: a backdoor, a Miner and finally a quite known Ransomware. It actually weird to
understand the attacker’s needs, at such point, why so many different actors in an unique attack ?
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Variables

Stage0 Execution

According to pcrisk, the first downloaded module (327B0EF4.exe) looks like a well-known Troldesh Ransomware. This particular ransomware renames files so
that they comprise a line of characters and digits and adds the “.crypted000007” extension to each. For example, after encryption, the file “1.jpg” might have
an appearance similar to this example: “hmv8IGQE50YCLEd2IS3wZQ==.135DB21A6CE65DAEFE26.crypted000007”. Furthermore, Crypted000007
creates ten ransom-demand messages (with identical content) called “README1.txt”, “README2.txt” ... “README10.txt” and places them on the
desktop. This virus also changes the desktop wallpaper. The following image shows the ransom note that I've got during the infection phase.
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Baww ¢aine Obinu 3awudpoBaHbl.

yYmobel pacwuppoeaTe ux, Bawm Heofxogumo oTnpaewTe kog:

266199AE298F47FCD248 (0

Ha 3nekTponHbi agpec pilotpilot088&gmail.com

Aanee Bbl NOMyyuTe BCe HRODXOAMMbIE UHCTPYKLWMM,

NonsITKU pacwhppoBaThe CAMOCMOATENLHO HE NPUBEAYT HU K uyewmy, Kpowme Ge3BO3BpaTHOM nomepw WMHHOPMAaLUU.
ECAWM Bbl BCE e XOTWME NOMLTameLCA, TO NPeABAPUMENLHO CAENaWme pe3epEdHbie Konuk $ainoB, WHaue B Chiydyae
ux u3IMeHeHuAa pacumfpoeka cTaHeT HeEo3MoxHOW HM npu kakux ycnoeusx.

ECNUM BHl HE NONyYWNU OMBETA Mo BblleyKa3aHHOMY agpecy B medeHue 48 yacoB (M Toneko B 3TOM cnywae!),
BOCNONb3yimecs gopMmoit 0BpaTHOM CBA3U. 3MO MOXHO CAenaTh AByMA cnocobamu:

1) CkavyaWTe u ycmaHoBuTe Tor Browser no cceinke: https://www.torproject.org/download/download-easy.html.en
B agpecHoid cmpoke Tor Browser-a EEejuTe ajpec:

http://cryptsen7fo43rré6. onion/

u_HaxMmume Enter. 3arpy3WTcAa cTpaHuua ¢ dopwmon obpamHod ceA3u.

2) B nwbowm BGpayzepe nepedgmTe MO OAHOMY W3 a[pEeCcOB:

http://cryptsen7fo43rré. onion. to/

http://cryptsen7fod43rr6.onion. cab/

A1l the important files on your computer were encrypted.

To decrypt the files you should send the following code:

266199AE298F47FCD248 |0

to e-mail address pilotpilot08B@gmail.com .

Then Kou will receive all necessary instructions.

A1l the attempts of decryption by yourself will result only in irrevocable loss of your data.
If you still want to try to decrypt them by yourself please make a backug at first because
the decryption will become impossible in case of any changes inside the Tiles.

If you did not receive the answer from the aforecited email for more than 48 hours (and only in this case!),
use the feedback form. You can do it by two ways:

1) pownload Tor Browser from here:

https://www. torproject.org/download/download-easy. html. en

Install it and t¥pe the following address into the address bar:

http://cryptsen7fod43rré. onion/

Press Enter and then the page with feedback form will be Toaded

2) Go to the one of the following addresses in any browser:

http://cryptsen7fod43rr6.onion. to/

http://cryptsen7fod3rré.onion. cab/

Ransomware Note

The second installed module (37EDOC97.exe) is well-known piece of software as well. It's a Miner called nhegminer. Nhegminer is a great implementation of
equihash mining, mainly used on NiceHas but forked many times and todays is getting used for several spare projects as well. Nhegminer is a specific miner
for Zcash value based on common PCs. You might want to checkout more here. Exploring memory snapshots during its execution can be easy to figure out
the miner runs over Zcash.Flypool server mining for the following wallet address.

eul-zcash. flypool.org: 3333 u t1L9iBXyRoaYrQ515T5dstopVepHtZ 2Xdep, E360006A -t 1

Attacker Wallet

According to zcashnetwork the attacker’s wallet received from mining activity 4.89 ZCash (Isat transaction on February 26th, 2019) so far. This amount
suggests that the attacker activity is started (re-started) few days ago or its infected botnet is not so big at that time.

According to Virustotal the third installed module ( BS6CE7B7.exe) is another well-known software called Trojan-Heur and (in)famous during 2017 to perform
brute force attack on WordPress based websites.

A typical behaviour for Trojans like HEUR.Trojan.Win32.Generic is one or all of the following:
Download and install other malware.

Use your computer for click fraud.

Record your keystrokes and the sites you visit.

Send information about your PC, including usernames and browsing history, to a remote malicious hacker.
Give a remote malicious hacker access to your PC.

Advertising banners are injected with the web pages that you are visiting.

Random web page text is turned into hyperlinks.

Browser popups appear which recommend fake updates or other software

Indeed it behaviour perfectly fits the Malware family behaviour. Once installed on victim PC it starts to brute force many websites looking for weak credentials.
Once it finds weak credentials it installs itself into the WordPress website maintaining the original name: “pik.zip”. Thanks to this characteristic it would be
possible to enumerate infected website through a combined searches on google engine (please see dropping urls).
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®....t.y..tg...b.d.z...4...Q....#...5...v...POST /wp-login.php HTTP/1.1
Host: paralogicalmodel.com

Accept: */*

Accept-Encoding: deflate, gzip

Cookie: wordpress_test_cookie=WP+Cookie+check

User-Agent: Mozilla/5.@ (Windows NT 6.8; rv:34.8) Gecko/20100101 Firefox/34.0@ =
Referer: http://paralogicalmodel.com/wp-login.php

Content-Length: 139

Content-Type: application/x-www-form-urlencoded

log=paralogicalmodel&pwd=hello&rememberme=foreverfwp-submit=Log+In&redirect to=http
%3AX2F%2Fparalogicalmodel . com¥2Fwp-admink2F&testcookie=1HTTP/1.1 208 OK

Date: Wed, 27 Feb 2819 19:87:41 GMT

Server: Apache

Expires: Wed, 11 Jan 1984 ©85:80:80 GMT

Cache-Control: no-cache, must-revalidate, max-age=0

X-Frame-Options: SAMEORIGIN

Cat _Cankia:s wmwnrdnrace +act rankiac-LIDLrAankialrharks nath-/

6 client pkts, 3 server pkts, 4 tums.

4

[Eni'n conversation (4338 bytes) = ] Show and save data as Stream 5 D

Find: Find Next

[Filter Out This Stream| |  Print | [ Saveas.. || Bak || cose || Hep |
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No. Time Source Destination Protocol Length Info
36 ©.094339 10.0.2.15 72.167.25.126 HTTP 236 GET /wp-login.php HTTP/1.1
+ 42 ©.113887 10.0.2.15 108.179.225... HTTP 236 GET /wp-login.php HTTP/1.1
: 122 ©.270754 10.0.2.15 168.167.156... HTTP 544 POST /wp-login.php HTTP/1.1 (applicatic
i 174 @.385294 10.0.2.15 41.204.200.1.. HTTP 236 GET /wp-login.php HTTP/1.1
: 190 ©.397619 10.0.2.15 184.168,131... HTTP 236 GET /wp-login.php HTTP/1.1
i 222 @.492339 10.0.2.15 42.112.26.74 HTTP 565 POST /wp-login.php HTTP/1.1 (applicatic
: 275 ©.772586 10.0.2.15 103.74.116.1.. HTTP 236 GET /wp-login.php HTTP/1.1
-‘Lbl 2R2? A.7RAIIR 14.4.2.15 1AR.179.225. .. m;:'p 544 POST /wn=lnein.nhn HTTRP/1.1 I'Hll'm'l'irnf‘i.n

[Response in frame: 394]

File Data:
4 HTML Form URL

139 bytes
Encoded: application/x-www-form-urlencoded

I Form item: "log" = "panchambadminton"
P Form item: "pwd”™ = "hello™
I Form item: "rememberme” = “"forever"
P Form item: "wp-submit™ = “Log In"
I Form item: "redirect_to" = "http://panchambadminton.com/wp-admin/" =
I Form item: "testcookie™ = "1
91786 61 7@ 7@ 6c 69 63 61 74 69 6F 6e 2f 78 2d 77 77 applicat ion/x-ww -
el1se 2d w-form-u rlencode
el9e
@la@
81be 1llo&reme
@1c@ oreverfw p-submit]
e1de =Log+In& redirect
@led to=http X3A%2F%2 3
e1fe =
0200 i
8210 cookie= -

@ 7 HTMLForm URL Encoded (urlencoded-form), 139 bytes

|| Packets: 119804 - Displayed: 9465 (7.9%) - Dropped: 0 (0.0%) || Profile: Default

The following image shows the main actor connections and their relationships. The analysed implant is quite interesting since rises many questions, for
example: Why the attacker pretends to build a targeted attack to PIK-Group (using crafted strings) with refurbished malware ? Why the implant installs a

BruteForce Module and installation path

“miner” and a “ransomware” as well ? While it might be understandable the usage of software for harvesting money, why the attacker introduced a brute force
Trojan bot ?
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Send feedback

Main actors map

On my personal point of view it’s a quite weird behaviour goes pretty far from classical state sponsored attacks. We are facing an actor who apparently wants
money (ransomware and miner), but also wants credentials and want to be able to control victim’s box in future. But we are facing again an actor who is using
the victim to brute force third party random websites as well. This activity is quite heavy and it ‘s easy to be detected and to be blocked from security
administrators or IT guys, which is clearly, in opposition to mining (which wants to remain stealth as more as possible) and to trojan as well (who wants to
propagate itself silently). We might assume a malware building factory who is overselling a small botnet. In any case | don't think it would be a state sponsored
attack against PIK-Group but rather a nice way to maximise profits on a realtive small botnet.

10C:

Following the dissected IOC. Command and Control loC refers to Heur Malware family, hashes refer to found evidences files, dropping urls refer to first
infection url, in other words where the final victims could drop and execute Stage0. TrojanVictims (Brute-forced websites) refer to the trojan Heur victims.
Those victims are not the original victims (the ones got infected by opening the original zip file) but the trojan Heur victims. In other words are the victim of the
brute force attack such a module does during its life.

URL C2:

« desparil.]Jinformatik[.]Juni-erlangen][.]de
» belegost[.]csail[.]mit[.]edu

« 95[.]154[.]221[.]3

« morty[.]ultrasrv[.]de

» 92[.]117[.]130[.]61

» x5oemza3jjjeb7j3[.Jonion

HASH:

« c1ee8c13b2c3f5e44b9d0db6b6ec9fbbeab3dc88068adf09a9a890ec054073f5 (piks.zip)

» b2b91a36320ee8e64bf081c44aac2fabe621cdb809bf487035bb9da3e864a9c6 (Mpynna Komnanuin MK noapobHocTh 3akasa)
« d7931e0573af3f962{7e10ee48996ddf33b3491a99da031a67426825a8c2d62¢ (msg.jpg)

« 9ff6b78524b83d667df34eb5e00bf47dc66ca2babb7f9422622103311eee3d6e (327BOEF4.exe)
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» 026e8c1bb6fdaObd89dd2d87ef95a8920df5ba331b74c604223f75e597069ded (37EDOCI7.exe)
» 2824a8ce0e65bb185a88ff1fe5f1df202405¢42b6705a420dbc07¢c565a44b240 (7E08836E.exe)
» 9d3bac28e24a997¢2d2b3a955b7f0d57494950a0269f1bf31dc45fb1dadcdb84 (B56CE7B7.exe)

Dropping URLs:

« http[:]/prodvizheniesaitovufa[.Jru/plugins/authentication/pikz[.]zip

« http[:]/caffeportici[.]Jit/wp-content/blogs|.]dir/pikz[.]zip

« http[:]//www[.]jantichy[.]cz/wp-content/themes/twentytwelve/css/pikz[.]zip

« http[:]//subdomain[.]petstores|[.Jcom/pikz[.]zip

« http[:]//pcmamoru[.Jcom/cd/pikz[.]zip

« http[:]//cdvol.]it/wp-content/blogs].]1dir/pikz[.]zip

« http[:]//nkybcc[.Jcom/templates/jsn_decor_pro/backups/pikz[.]zip

« http[:]//shiodashika[.Jcom/topix/img/pikz[.]zip

« http[:]//www[.]Jwisconsinweimaraners[.Jcom/wp-content/themes/eclipse/includes/pikz|[.]zip
« http[:]//mkt-msk[.]ru/errordocs/style/pikz[.]zip

« http[:]//chansomania].]fr/wp-content/themes/twentyten/languages/pikz|.]zip

« https[:]//mdlabl[.Jru/files/pikz[.]zip

« http[:]//ccs-moscow].]ru/libraries/cms/captcha/pikz[.]zip

« http[:]//www[.]flowerbed|.]Jcz/templates/flowerbed_v1/css/pikz|.]zip

« http[:]//writegenuine[.Jcom/wp-content/themes/dzonia-lite/languages/pikz|[.]zip

« http[:]//xtronik[.]ru/cgi-bin/pikz[.]zip

« http[:]//studiomedicoscaparrol.]it/wp-content/blogs].]dir/pikz|[.]zip

« http[:]/kiziltepeototamircileresol.]Jorg/wp-content/blogs].]dir/pikz|[.]zip

« http[:]//dnaliferegression[.Jcom/wp-admin/css/colors/blue/pikz[.]zip

« http[:]//droneinside[.Jcom/bigdump/pikz|[.]zip

« http[:]//scorzacostruzionil.]it/wp-content/blogs|.]dir/pikz[.]zip

« http[:]//handstandbuffer[.Jcom/wp-content/cache/et/global/pikz|[.]zip

« http[:]/lapradellina[.]it/wp-content/blogs[.]dir/pikz[.]zip

« http[:]/neweraservice[.Jcom/templates/templatenewera/library/Artx/Content/pikz[.]zip

« http[:]//isk-yokohama[.Jcom/pikz[.]zip

« https[:]/galyonkin[.Jcom/wp-content/themes/ink/inc/meta/pikz[.]zip

« http[:]//job-grand[.Jcom/bitcom777/wp-admin/css/colors/blue/pikz[.]zip

« http[:]//srpressel.]fr/wp-includes/ID3/pikz[.]zip

« http[:]//hoangsong[.Jcom/wp-content/themes/salient/img/icons/social/pikz[.]zip

« https[:]//www[.]activehotelolympicl.]it/wp-content/themes/olympic/assets/map-icons/pikz[.]zip
« https[:]//adroitlyadvertising[.Jcom/wp-content/themes/sydney/plugins/pikz|.]zip

« http[:]//sukra-gmbh[.]de/templates/sukra_cmedien_10v4/joomla_images/pikz[.]zip

« http[:]//www[.]fromrussiawithglove[.Jcom/cgi-bin/pikz[.]zip

« http[:]/bthsp[.Jcom/wp-content/themes/skt-elastic/css/pikz|.]zip

« http[:]//cmattoon[.Jcom/wp-content/themes/minnow-wpcom/js/pikz|.]zip

« http[:]/digitalmarketgh[.Jcom/wp-includes/ID3/pikz[.]zip

« http[:]//palbarsport[.Jcom/wp-content/cache/et/global/pikz[.]zip

« http[:]//www[.]thezinker[.Jcom/wp-admin/css/colors/blue/pikz[.]zip

« http[:]//asatrustore[.Jcom/errors/inc/pikz[.]zip

« http[:]//valleorbadepurazionel.]it/wp-content/blogs|.]dir/pikz[.]zip

« http[:]//sigurjon[.Jcom/wp-content/themes/oshin/ReduxFramework/ReduxCore/assets/css/color-picker/pikz|.]zip
« http[:]//davidaluke[.Jcom/wp-content/themes/genesis/lib/admin/images/layouts/pikz[.]zip
« http[:]//elinika[.]Jru/templates/siteground-j15-57/images/pikz[.]zip

« http[:]//warcraftoutlet[.Jcom/wp-content/blogs|.]dir/pikz[.]zip

« https[:]//zattslaw[.Jcom/wp-content/themes/lawyer-gravity/template-parts/front-page/pikz[.]zip
« http[:]//indigoconseils[.Jcom/wp-content/themes/exo-theme/admin/ReduxCore/assets/css/color-picker/pikz[.]zip
« https[:]//infopatcom[.]Jcom/templates/hosting/js/pikz[.]zip

« http[:]/x-radio[.]net/templates/radio_dj_lernvid[.Jcom/css/pikz[.]zip

« http[:]//slastiotnasti[.Jru/pikz[.]zip

« http[:]//englishrepl.Jru/administrator/cache/pikz[.]zip

« http[:]//mi1[.Jfrtemplates/61/data/images/pikz[.]zip

« http[:]//woodtennis[.]Jnet/homepage/img/pikz[.1zip

« http[:]//internetpipelinesuk[.Jcom/templates/belleevents/images/pikz|.]zip

« https[:]//eskisehircicekleri[.Jcom/wp-content/themes/classipress/examples/classipress-child/includes/pikz[.]zip
« http[:]//taifturk[.]Jorg/wp-content/blogs].]dir/pikz[.]zip

« http[:]//www[.]dutchaviationphoto[.Jcom/wp-content/themes/dt-the7/css/compatibility/woo-fonts/pikz[.]zip
« http[:]//twinkletoesfootcare[.Jcom/wp-admin/css/colors/blue/pikz[.]zip

« http[:]/it-coman[.]de/templates/beez_20/css/pikz[.]zip

« http[:]//ili-plaf[.]pl/FB-landingpage/pikz|.]zip

« https[:]//www[.]greenebikes[.Jcom/wp-content/themes/Avada/sensei/wrappers/pikz[.]zip
« http[:]//tredepblog[.Jnet/wp-content/themes/fotogenic/inc/customizer/pikz[.]1zip

« http[:]//trabasta[.Jcom/sakurait/cms2017/wp-content/themes/oshin/_notes/pikz[.]zip

« http[:]//markmollerus[.]Jde/wp-content/themes/cubic/languages/pikz[.]zip

« http[:]//vat-registration[.Jcom/wp/wp-admin/cache/pikz[.]zip

« http[:]//unype[.Jcom/wp-content/themes/triton-lite/images/colorpicker/pikz[.]zip
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« https[:]//wwwl[.]isoldrain[.Jcom/wp-content/themes/Avada/bbpress/pikz|.]zip

« http[:]/blogl[.]putyrsky[.]Jru/wp-admin/css/colors/blue/pikz|.]zip

« http[:]//justsee[.]ru/templates/protostar/html/com_media/imageslist/pikz[.]zip

« http[:]//lebazarfleuri[.Jcom/wp-content/themes/flowvin[.]theme_/flowvin/assets/css/color/pikz|[.]zip
« http[:]//www][.]Jmix-engineer[.Jcom/wp-content/themes/oshin/ReduxFramework/ReduxCore/assets/css/color-picker/pikz|.]zip
« http[:]//www[.]lesarchivistes|.]net/wp-content/themes/V3-LesArchivistes/images/authors/pikz[.]zip
« http[:]//careprevention[.]odpml.]it/wp-content/blogs|.]dir/pikz[.]zip

« http[:]//artuom[.Jcom/templates/theme884/css/img/pikz[.]zip

« https[:]//www[.]tinmountain[.]Jorg/wp-content/themes/Avada/assets/admin/css/pikz[.]zip

« https[:]//www[.]healthexpertsview[.Jcom/wp-content/themes/eximious-magazine/assets/images/pikz[.]zip
« http[:]//hiphop100[.Jcom/cgi-bin/pikz[.]zip

« http[:]//www[.]blackmarker[.]net/_notes/pikz|[.]zip

« http[:]//sergiupetrisor[.Jcom/baum/images/pikz[.]zip

« http[:]//testes].]xor[.]ptservidor|.]net/wp-content/cache/blogs/pikz][.]zip

« http[:]//nankaijidousyal.Jcom/common/Classes/PHPExcel/CachedObjectStorage/pikz|.]zip

« http[:]/technogammal.]Jru/logs/pikz[.]zip

« http[:]//ac-tokushima[.Jcom/images/pikz[.]zip

« http[:]//nmcchittor[.Jcom/wp-content/themes/nmc/core/admin/css/pikz[.]zip

« http[:]//marcelboom[.Jcom/wp-content/themes/arctic/includes/acf-location-field/css/pikz|[.]zip
« http[:]//story-aqual.Jcom/css/pikz[.])zip

« http[:]/novil.]it/wp-content/blogs].]dir/pikz][.]zip

« http[:]//torycapital[.Jcom/[.]well-known/pki-validation/pikz[.]zip

« https[:]//hotel-villasmariana[.Jcom/wp-content/themes/Divi/css/tinymce-skin/fonts/pikz[.]zip

« https[:]//suanhangay[.Jcom/wp-content/themes/ostrya/assets/css/pikz|[.]zip

« http[:]//www[.]cheatzOne[.]Jcom/wp-content/themes/publisher/bbpress/pikz[.]zip

« http[:]/rwittrup[.Jcom/wp-content/themes/valerie/acf/core/actions/pikz[.]zip

« http[:]//proftests[.]Jru/Templates/pikz[.]zip

« http[:]//autogirl[.]net/4c18a2f403135d64e8633f1cf29c9f67/pikz[.]zip

« http[:]//scanztech[.]Jcom/docs/pikz[.]zip

« http[:]/saladopress[.Jcom/modere/pikz|.]zip

« http[:]//gyrocopterexperience[.Jcom/templates/gyroecom/html/pikz[.]zip

« http[:]//belowtheweb].Jru/avia/300x500/images/pikz|[.]zip

« https[:]//syscomopen[.]it’templates/inspiration-et/html/com_contact/contact/pikz[.]zip

« http[:]//nedvigovka[.]Jru/Templates/pikz[.]zip

« http[:]//alimytshirt[.Jcom/wp-content/themes/Newsmag/translation/pikz[.]zip

« http[:]//media[.]xtronik[.]ru/pikz[.]zip

« https[:]//woodysunglass[.Jcom/wp-content/blogs|.]dir/pikz[.]zip

« http[:]//zurito[.]es/administrator/cache/_system/pikz[.]zip

« http[:]//myinternetjobs[.Jcom/wp-content/themes/oceanwp/sass/base/pikz|.]zip

« http[:]//utdshowrooms].Jcom/wp-content/themes/invert/languages/pikz|.]zip

« http[:]//intransplant[.Jcom/wp-content/themes/twentyseventeen/template-parts/footer/pikz[.]zip
« http[:]/liberty-bikes[.Jfr/wp-content/themes/kingsize/lang/pikz[.]zip

« http[:]//www/[.]kiki-seikotsu[.]Jcom/Ip/css/pikz[.]zip

« https[:]//nachoserrano[.Jcom/wp-content/themes/Divi/core/admin/css/pikz[.]zip

« https[:]//www[.]ashida-kougei[.]Jcom/css/pikz[.]zip

« http[:]//seritarghe[.]Jnovil.]it/wp-content/blogs|.]dir/pikz[.]zip

« https[:]//www[.]heizung-fink[.]de/templates/ja_purity/images/header/pikz[.]zip

« https[:]//creativeengravingplus[.Jcom/wp-content/themes/ce/css/images/pikz[.]zip

« http[:]//studiooffside[.Jcom/n_regista/css/pikz[.]zip

« http[:]/healthtipsadvisor|.Jcom/wp-content/themes/frontier/images/pikz[.]zip

« http[:]//mauroparisi[.]it/wp-content/blogs|.]dir/pikz[.]zip

« http[:]//smartspirit[.]Jru/pikz[.]zip

« http[:]//aup-consulting[.]Jru/Templates/pikz[.]zip

« http[:]/globalapostolicom[.]Jorg/wp-includes/certificates/pikz|[.]zip

« http[:]/blindaccessjournall.Jcom/wp-content/plugins/ap-style-dates-and-times/pikz|[.]zip

« http[:]//www[.]realsolutions[.]it/wp-content/themes/made/groups/_notes/pikz[.]zip

« http[:]//cyberdale[.]net/wp-content/cache/meta/pikz[.]zip

« http[:]//www[.]jaymaxmarketing[.Jcom/wp-content/themes/inspiration-premium-wordpress-theme/partners/pikz[.]zip
« http[:]//novimedicall.]it/wp-content/blogs].]dir/pikz[.]zip

« http[:]//melissadreamsofsushi[.Jcom/blog/blog/blog/blog/blog/blog/blog/blog/blog/blog/blog/blog/blog/blog/blog/blog/blog/blog/blog/blog/blog/blog/blog/blog/blog/blog/b
« http[:]/flowerbed[.]Jcz/administrator/backups/pikz[.]zip

« https[:]//evzek[.Jnet/wp-content/themes/ritual/functions/aweber_api/pikz[.]zip

« http[:]//studiomir[.]net/downloads/otchety/pikz|[.]zip

« http[:]/petstores[.Jcom/BACKUP_PRE-AMAZON-STORE/holiday/pikz[.]zip

« https[:]//techfreakonline[.Jcom/wp-content/themes/oceanwp/tribe-events/pikz[.]zip

« http[:]//erciyesdavetiye[.Jcom/admin/controller/amazon/pikz[.]zip

« http[:]//wWk7[.Jorg/templates/WK7_Web_V1/html/com_contact/category/pikz[.]zip

« http[:]/ksenta[.]ru/pikz|[.]zip

« http[:]//martinburch[.Jcom/wp-content/themes/minimatica/audio-player/pikz[.]zip

« http[:]/fastter].]allsb[.]Jru/xmirpc/cache/pikz[.]zip
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« https[:]//11jamesjacksondrive[.Jcom/wp-content/themes/ananke/framework/Custom-Metaboxes/images/pikz|.]zip
« https[:]//himalayancruiser[.Jcom/wp-content/themes/Divi/et-pagebuilder/pikz|.]zip

« https[:]/bethelastjedi[.Jcom/wp-includes/ID3/pikz[.]zip

« http[:]/kiziltepedemirdogramacilaresol[.]Jorg/wp-includes/ID3/pikz[.]zip

« http[:]//wacl3[.Jcom/templates/foodworld/modules/pikz[.]zip

« http[:]//dutchaviationphoto[.Jcom/vboffice/wp-admin/css/colors/blue/pikz|.]zip

« https[:]//www[.]off-road-light[.]ru/logs/pikz[.]zip

« http[:]//olivefreaks[.Jcom/wp-content/themes/olivefreaks/js/slider/images/pikz|.]zip

« http[:]//www[.]ansariproperty[.Jcom/wp-content/themes/hitmag/fonts/pikz[.]zip

« http[:]//www[.]pib-et-flo[.Jcom/templates/themza_j15_14/html/pikz[.]zip

« http[:]//hopespoint[.Jcom/wp-content/themes/resurrect/fonts/pikz[.]zip

« http[:]//diaochungthinhland[.]net/wp-content/themes/dns-landing/core/dns-widget/pikz|[.]zip
« http[:]//seafoid[.]Jorg/wp-content/themes/seafoidv2/img/psd/pikz[.]zip

« http[:]/raisagarrido[.Jcom/wp-includes/ID3/pikz[.]zip

« http[:]//marathonbuilding[.Jcom/wp-content/themes/Marathon20140204a/languages/pikz|[.]zip
« http[:]//www[.]Jamc-israel[.Jcom/EN/administrator/cache/sh404sef_rconfig/pikz[.]zip

« http[:]//www[.]Jazimut-industries[.Jcom/wp-content/themes/azimutportal/js/pikz[.]zip

« http[:]//www[.]alexrbn[.Jcom/wp-content/themes/artmag/vc_templates/pikz[.]zip

« https[:]//sportcorbonl.]fr/wp-content/languages/plugins/pikz[.]zip

« https[:]//mirage-net[.Jcom/wp-content/themes/nirvana/templates/pikz[.]zip

« http[:]/bjlaser[.Jcom/templates/outsourcing-fit/html/com_contact/contact/pikz[.]zip

« https[:]//www[.]coast2coast[.]Jnet/wp-content/themes/Avada/sensei/wrappers/pikz[.]zip

« http[:]//fachowe-remonty[.Jcom/wp-content/themes/gaad-wp-template/css/pikz|[.]zip

« http[:]//yourservicezone[.]net/wp-content/themes/pressive/focusareas/pikz[.]zip

« http[:]//cubantripadvisor[.Jcom/wp-content/themes/magazine-basic/images/followme/pikz[.]zip
« http[:]//www[.]dcvair[.Jcom/wp-content/themes/Avada-latest/sensei/wrappers/pikz[.]zip

« http[:]//igorfoygel[.Jcom/awstats/pikz[.]zip

« http[:]//madenagi[.Jcom/wp-content/themes/viceversa/css/fancybox/helpers/pikz|.]zip

« https[:]//notirealty[.Jcom/wp-content/themes/notl/includes/pikz|[.]zip

« http[:]//kanther[.]Jnet/templates/seriousblue/images/pikz|.]zip

« https[:]//svettenkirch[.]de/templates/adjoomla-triplex2/language/en-GB/pikz|[.]zip

« http[:]//garrigue-gourmandel.]fr/templates/gg_green09b4/html/com_content/archive/pikz|[.]zip
« http[:]/orientalspawellness[.Jcom/wp-content/themes/sydney/inc/controls/pikz[.]zip

« http[:]//sahrodion[.Jcom/wp-content/themes/photograph/woocommerce/pikz|[.]zip

« https[:]//www[.]jaremskiphotography[.Jcom/wp-content/themes/kinetika/kinetika/framework/admin/css/pikz[.]zip
« https[:]//www[.]hunklinger-allortech[.Jcom/templates/hunklinger/language/en-GB/pikz][.]zip

« http[:]//batdongsanvngod[.Jcom/wp-admin/css/colors/blue/pikz|.]zip

« https[:]//imtsal.]fr/wp-content/gallery/arques-mars-2018/dynamic/pikz[.]zip

« http[:]//touring-athens|.Jcom/images/banners/pikz[.]zip

« https[:]//www[.]assetugandal.Jorg/wp-content/themes/arisen/inc/comments/pikz[.]zip

« https[:]//fgatti[.]it/wp-content/themes/CherryFramework/languages/pikz[.]zip

« http[:]//apocalypticfail[.Jcom/wp-content/themes/lighthouse/img/pikz[.]zip

« http[:)/fijidirectoryonline[.Jcom/wp-includes/ID3/pikz[.]zip

« http[:]//auroradx[.Jcom/adxwp/wp-content/backups-dup-pro/tmp/pikz[.]zip

« http[:]//www[.]breretonhanley[.Jcom/wp-content/themes/canvas/styles/pikz[.]zip

« http[:]/pearl-apartment[.Jcom/wp-content/themes/dt-the7/languages/pikz[.]zip

« http[:]//soul-bg[.Jcom/wp-content/themes/Divi/css/tinymce-skin/fonts/pikz[.]zip

« http[:]//omegabiuro[.Jcom[.]pl/wp-content/themes/fruitful/css/pikz|[.]zip

« https[:]//racketlonmc].]fr/wp-admin/css/colors/blue/pikz[.]zip

« https[:]//uviaus[.Jcom/wp-content/themes/salient/img/icons/leaflet/pikz[.]zip

« http[:]/netpraval.Jru/Templates/pikz[.]zip

« https[:]//www[.Jmedientechnik-schmidt[.]de/wp-content/themes/MTS-Divi-Child/pikz|[.]zip

« https[:]//netquarry[.Jcom/wp-content/themes/u-design/licensing/pikz[.]zip

« https[:]//tbkgf[.Jorg/wp-content/banners/pikz[.]zip

« http[:]//accont].]ru/templates/bizblue/language/en-GB/pikz|[.]zip

« http[:]//american-dsign[.Jcom/wp-content/themes/Divi/et-pagebuilder/pikz[.]zip

« http[:]//chienbinhlama[.Jcom/wp-content/themes/twentyseventeen/inc/pikz|[.]zip

« http[:]//www[.]greldez-vous|.]fr/wp-content/themes/wp-coda/script/pikz[.]zip

« http[:]//joseph[.]gergis|[.]net/wordpress/wp-admin/css/colors/blue/pikz[.]zip

« https[:]//optimistron[.Jcom/wp-content/themes/themify-ultra/skins/accountant/images/pikz[.]zip

TrojanVictims (Brute-forced websites):

« abrahamlopz[.]website

« accesorios[.Jonline

« actiontransportmanchester[.Jcom

« agsolucionesinmobiliarias[.Jcom

« altunizadecilingir[.]info

« americancarcruisingpodcast[.Jcom
» anamosashopsabovethewapsi[.Jcom
« antsolutions|.Jonline
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anydomainname[.Jwebsite
ashleymeador|.]website
atikabanowati[.Jcom
banichironton[.Jwebsite
barbarafowler[.]website
benjaminlaw[.]website
bertranabogadosconsultores|.Jcom
bestclearance[.]website
bestpcgames|.]website
bestvrporn[.Jonline
blueprintbehavioralhealth[.Jcom
bojtoles[.Jonline

bongdatv].]Jonline
brandinghome].Jonline
businessvalueandtransition[.Jcom
camarasdeseguridadenbogotal.Jcom
cameronsimms[.]website
camlicacilingir[.]Jinfo
carrollfamilyreunionmobile[.Jcom
celebrityinfo[.]Jnet
cellularmaster[.]net
cellularsignalsolutions[.Jcom
cengelkoycilingir[.]Jinfo
cerberusgol.Jonline
champderevescannabiscanada[.Jcom
charlesathompson[.Jcom
charlestrejo[.]website
cheapraybanfreeshipping[.Jcom
cheapwebsiteseoservices[.Jcom
chris-hudson[.]net
christian-bertero-sicilia[.Jcom
christmaseveinwesterville[.Jcom
cidadenaturall.]Jonline
claracernatthierryhuillet[.Jcom
clarksvillefurniturestore[.Jcom
cldtesttwo[.]website
clubedasofertasedescontos[.Jcom
coisasdemamal.]Jwebsite
comerciospilardelahoradadal.Jcom
comfortinnhotelsorlando[.Jcom
comoganartuprimermillon[.Jcom
conceptos30[.]website
consciouslivingandloving[.Jcom
consecionaria[.]Jonline
cooperslidingdoorrepair].Jcom
coral-gables-waterfront[.Jcom
couchtuner|.]pro
crmemailmarketing[.Jonline
crmsolutions|.Jonline
culture-generalel.]info
dailyremedies[.]Jnet
dentalexchange[.Jnulouweb[.Jcom
des-livres-pour-evoluer|.Jcom
destinychangersministries[.Jcom
deyarcofurniturefactory[.Jonline
diamantech[.Jcom[.Juy
diariolaindustriatrujillo[.Jcom
discounthydroflaskcheap[.Jcom
dom9J.Jonline
dorothyhills[.]website
droyalhair[.]website
duniabelajar[.]Jonline
ebookpremium[.]net
eileensmith[.Jwebsite
elect-eng-tech[.]info
elizaedmonds][.]website
elobservadordelmundol.Jonline
elvanelson[.]website
emmetcountyconservation[.Jcom
enamoratedelmundoyviaja[.Jcom
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entornorural[.Jonline
epicexpertz|[.]website
ericagilbert[.]Jwebsite
ericfoster[.]website
escortboyz[.Jcom
esdirgazan[.Jcom
espacio2030[.Jcom
esportszon[.Jcom
ethirkaalam[.Jcom
everlation[.Jcom
exceligpro[.Jcom
exoduskate[.Jcom
exploreidku[.Jcom
extradgames|.Jcom
ezbuy[.]Jonline
factsbaazar{.Jcom
faithfamilyandfootball[.Jonline
farhadsanat[.Jcom
fatimafashion[.Jnet
fatimsaadan[.]website
fbgameworld[.Jcom
fcjwireless[.Jcom
femmesandco[.Jcom
ferrypointinc[.Jcom
fidelerbeta[.Jcom
fightforolddc[.]net
fincapaypay[.Jcom
findfreetrial[.Jcom
findmegatar{.Jcom
findthebesttreatmentcenter|.Jcom
fishingtamarindocostarical.Jcom
fishlakechick[.Jcom
fisiopilatesclaradelrey[.Jcom
fisj-official[.Jcom
fisketackle[.Jcom[.]Jau
fitnesstime[.]website
fixitnowrnr[.Jcom
fiyatmakinesi[.Jcom
fizzlecrash[.Jcom
forooshfori[.Jcom
fortwaynehomeschoolacademy[.Jcom
fozosjatekok[.]net
frameset-uk[.Jcom
fraternidadedobeijaflor[.Jcom
froproduction[.Jcom
freepdfreview[.Jcom
freshflesh[.Jonline
fullhdmoviez[.]net
g2dijital[.Jcom

gabbaland[.Jcom
gadget-nationsl[.]net
gaia-glow[.Jcom
galaarchitecturaldesign[.Jcom
galamotel[.Jcom

galletour[.Jcom
gamereview[.]Jwebsite
garagedoorrepairbasehorks[.Jcom
garagedoorrepairhaworth[.Jcom
garagedoorrepairmissionks[.Jcom
garagedoorrepairparamus[.Jcom
garagedoorrepairstilwellks[.Jcom
garagedoorrepairteaneck[.Jcom
garp-mate[.Jcom
gathertofly[.Jcom
gatodourado[.Jcom
gayarambut.]Jwebsite
gcgcatering[.Jcom
geekroutine[.Jcom
gensunasumus|.Jwebsite
gentateknik[.Jcom
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« geopolitics[.]website

« gesatstudio[.Jcom

» gespartrh[.Jcom

» getafemplea[.Jcom

» getbuzzwire[.Jcom

« getdfygmb[.Jcom

« gfcenergy[.Jcom

» ghimcaiao[.Jcom

« giaibaitap[.]website

« giantltdsri[.Jcom

« gilbertobarriavallarino[.Jcom
« gilletiones[.Jcom

» gizmomart[.Jonline

» glammylissa[.Jcom

« glebfetisov[.Jcom

« global-branded-residences[.Jcom
« global-talent-recruitment[.Jcom
« gls-tracking[.]net

» goaugmentor[.Jcom

« golden-june[.Jcom

« grapevinetxcarpetcleaning[.Jcom
» graphicspapers|.Jnet

» greatinnoval.Jcom

« greenslotscenter].]info

« greidphotos|.Jcom

« gretaweddle[.]website

«» gretelbroyn[.Jcom

» groobysauce[.Jcom

« group-avana[.Jcom

» gtcquangnam[.Jcom

» guidedmedial.]website

» guitarristasdominicanos[.Jcom
» gustavomatal.Jcom

« gymproffsen[.Jcom

« hailuaorganic[.Jcom

« hallakbrode[.Jcom

« halterophilie-musculation[.Jcom
« healthbody[.]website

« healthtipsbd[.]website

« healthunit[.]Jwebsite

« healthy-lifestyle-guide[.Jcom
» healthymagl[.]website

» helloshowbiz[.]Jwebsite

« herbs-health[.]website

» herbsandenergynaturalcures[.Jcom
» herlenmurieles[.]Jnet

« hiredunia[.Jcom

« hirianavi[.Jcom

« hithasini[.Jcom

» hobilinka[.Jcom

» homeandgardendecoration[.Jcom
« homefashioned|.]net

« homegenious|.]website

« hometrends[.]website

» homevisions[.Jwebsite

» honeafrik[.Jcom

« hop-merch[.Jcom

« hostingtraffic[.]net

» hotspotgy[.Jcom

« hrbizdirectory[.Jcom

« huahinprantrip[.Jcom

« huellashn[.Jcom

« hunteraluminum[.Jcom

» hydrovegie[.Jcom

» hyperbent[.Jcom

e i-c-p-inc[.Jcom

« iamnangiall.Jcom

« ibatsystem[.Jcom

» iceongeist[.Jcom

» icsam2009[.Jcom
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idnsbobet88[.Jcom
idownfree[.Jcom
ieakademi[.Jcom
ifretmusic[.Jcom
igenius253[.Jcom
ihawangrill[.Jcom
iketodiets[.Jcom
ikiteglobal[.Jcom
ile-paradis[.Jcom
iletcreativity[.Jcom
illu-studio[.Jcom
ilooktobuy[.Jcom
ilpadellino[.Jcom
imanagecareers[.Jcom
improvkings[.Jcom
indiatienda[.Jcom
indiaulwe[.Jcom
indiviajes[.Jcom
indoreplumbers[.Jcom
indosbobett[.Jcom
indrahidayat[.]website
inexstore[.Jcom
infinitiuma[.Jcom
influencersworld[.Jcom
influmify[.Jcom
infocertal.Jcom
infosatbg[.Jcom
infoteachs[.Jcom
infoterunik[.Jcom
ingredientesar|.Jcom
inno-maps[.Jcom
innvestio[.Jcom
inoptimista[.Jcom
instant-dessin[.Jcom
insurecrib[.Jcom
interiorsribno[.linfo
invisionthings[.Jcom
inxsights[.Jonline
ipathdesign[.Jcom
ipegyourpardon[.Jcom
iplmatcheslive[.Jcom
ipltickets[.]Jwebsite
irckingston[.Jcom
irenepijoan[.Jcom
ishtawellbeing[.Jcom
istanbulatlasi[.Jcom
itstraveltimes[.Jcom
ivoryspring[.]website
jackmendelsohn[.Jcom
jackrichards|.]website
jainempireresorts[.Jcom
jakesrugbytake[.Jcom
janniebyars|.]website
jasadukunampuh[.Jcom
jcmarketing[.Jwebsite
jeanjohnston[.Jwebsite
jeanveutencore[.Jcom
jesustudyblog[.Jcom
jewelrybuyersinternational[.Jcom
jillconger|.Jwebsite
jmkhealthcare[.Jcom
johnthompson[.Jwebsite
jonathanrozenblit[.Jcom
jorgelvallejov[.Jcom
josephhokel[.]website
josephsutton[.]Jwebsite
josevinicius|.Jonline
joytourtravelrevolution[.Jcom
jupitergaragedoorrepair[.Jcom
kakarenbandung[.Jcom
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kalakaaris[.]Jonline
kalamiscilingir[.]info
kanada-resorts|.]info
karmagreetings[.Jcom
katywatchman[.Jwebsite
kepompong[.]Jonline
khanhlinhchung[.Jcom
khuyenmai3mien[.Jcom
kinesiologiahogarysalud[.Jcom
konkonsaafrica[.Jcom
kushnewsportal[.Jcom
kuyubasicilingir[.]Jinfo
lamthemonline[.]Jnet
lapausaproject[.Jcom
laptopminhlong[.Jcom
lartdebienvivre[.Jcom
lastdaysfinancial[.Jcom
laurenjurado[.]website
leadozen[.Jcom
lebinfluencers[.Jcom
leochavarriagal.Jcom
lesothersiders|[.Jcom
letsgetitstore[.Jcom
lifenatureblogl.Jcom
linkalligator[.]info
lintasbandar66[.Jcom
lion-dynasty[.]website
livevideorobot[.Jcom
location-au-bord-de-mer[.Jcom
logiccloudit[.Jcom
lovingmommy/[.Jonline
lucillegrayl.]website
luggage-master[.Jcom
luxjewelryzonel[.Jcom
luxuryexchangemanagment|.Jcom
madereradosdemayo[.Jcom
magicien-mentalisme-monaco[.Jcom
mahendradhayal[.Jcom
mahnazsahebjam[.Jcom
majalahislam[.]net
majalahkerjaya[.Jcom
makhuyenmaivip[.Jcom
mamakatubosyuu[.Jcom
mara-big-five[.Jcom
maramoldo[.Jcom
marefatacademy[.Jcom
marielmor[.Jcom
mariusardelean[.Jcom
mariuszmacieja[.Jcom
marketgenrator[.Jcom
martinnoziglia[.Jcom
marwanjalaleddine[.Jcom
marygospe[.Jcom
masculindeplin[.Jcom
mayphatdienmynhat[.Jcom
mazika2day[.]website
mckenzieholtphotos[.Jcom
mcqueentargets[.Jcom
media360zim[.]Jonline
meshurizmirkumrusu[.Jcom
metabolismrecovery[.Jcom
metaldetectorpicks|.Jcom
metalmatazaune[.Jcom
meublessalon[.]Jnet
meufilhonasceu[.Jcom
meximillenials[.Jcom
michaelbadall.]Jnet
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