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Raymond Chen

Different 64-bit processor ABls have different policies on how 32-bit bit values are
passed in 64-bit registers. Let’s see if we can find a pattern among the Windows
ABls.

Processor | 32-bit signed value | 32-bit unsigned value
AArch64 Garbage Garbage

Alpha AXP | Sign extend Sign extend

iab4 Garbage Garbage

MIPS64 Sign extend Sign extend

POWER3 | Sign extend Zero extend

RISC-V Sign extend Sign extend

x86-64 Garbage Garbage

Contents of upper 32 bits of
64-bit register holding a 32-bit value

There are basically three groups.

e Always sign extend (Alpha AXP, MIPS64, RISC-V)
o Extend based on signedness of 32-bit type (POWER3)
o Garbage (AArch64, ia64, x86-64)

Sign-extending unsigned 32-bit types sure feels weird. | wonder why that is.
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Let’s regroup the processors by putting those with similar policies together. A pattern
emerges when you add another column: Does this processor support comparison
instructions (such as conditional branch instructions) that operate only on the lower 32 bits of
a register?

Processor | Policy Can compare 32-bit values?
Alpha AXP | Always sign extend No
MIPS64 Always sign extend No
RISC-V Always sign extend No

POWERS3 | Use signedness of 32-bit type | Yes

AArch64 Garbage Yes
iab4 Garbage Yes
x86-64 Garbage Yes

Contents of upper 32 bits of
64-bit register holding a 32-bit value

The architectures whose ABIs require that 32-bit values be sign-extended (even for unsigned
types) to 64-bit values are precisely those which do not have the ability to compare 32-bit
values.

If your processor can only compare full 64-bit values, then sign extending everything (even
unsigned types) is the way to go because that allows you to use the 64-bit comparison
instruction for 32-bit comparison, too!

For signed comparisons, sign extending 32-bit values to 64-bit values preserves the
mathematical values, so the 64-bit comparison produces the same result as the hypothetical
32-bit comparison.

For unsigned comparisons, sign extension changes the mathematical value of values greater
than or equal to 2%, but in a consistent manner: They are all increased by

OxFFFFFFFF - 00000000. The relative order of the values doesn’t change, so the results of
comparisons did not change. The numbers are still in the same relative order.

Zero-extending 32-bit values to 64-bit values would result in negative 32-bit values
comparing greater than positive 32-bit values when compared as 64-bit signed values, so
that’s not going to work.
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POWERS3'’s policy of extending the value according to the signed-ness of the underlying type
would also work, and it also avoids the phenomenon of -1 > 06U, which is something that
catches out beginners. Unfortunately, the C and C++ languages actually require that -1 > ou
due to the signed-to-unsigned conversion rules, so this benefit goes wasted in those
languages.

But at least the original mystery is solved. If your processor doesn’t support 32-bit
comparisons, then sign-extending all 32-bit values (even the unsigned ones) is the natural
choice.

Bonus chatter: Of course, processor designers are aware of these issues when they design
their instruction set. Nowadays, we don’t have people trying to retrofit an ABI onto a newly-
released processor. Rather, processor designers realize, “If we recommend an ABI that
requires 32-bit parameters to be sign-extended to 64-bit values, then we can remove all the
32-bit comparison instructions from our instruction set!”

Bonus reading: What are the dire consequences of having_32-bit values in non-canonical
form on Alpha AXP.
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I've always thought this was “zero fill” (or “zero pad”), because it's not extending from
an existing zero.
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Rosyna Keller March 25, 2025
“Nowadays, we don’t have people trying to retrofit an ABI onto a newly-released
processor.”

Is this a jab at ARMG4EC?
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Aaron Giles

One additional consideration (at least when we were discussing the ABI for AArch64) is
security.

Sure, the ABI can specify that parameters are to be sign-extended, but any callee that
trusts the caller to sign-extend its parameters is leaving open a potential attack surface.
It's safer for the callee to assume nothing about the upper bits. And once you bake in
that assumption, you’ve effectively pushed any sign/zero-extension logic onto the
callee, so might as well leave those upper bits undefined.

&fnond Chen B Author
There’s no point trying to defend against an in-process attacker. They already are
inside the house. Sanitizing the upper 32 bits is the job of the marshaler.

-
Raymond Chen §® Author 2 weeks ago
There is some component that receives the inbound request. It receives
some data blob that originated from outside the process (by reading from a
network socket, or receiving a chunk of shared memory), and it then has to
parse that data blob and turn it into a function call. The outsider doesn’t
pass registers; it passes blobs. | guess if your data blob is “here’s a bunch
of values to shove into registers”, then you need to validate those values
before actually putting them into registers.

Aaron Giles March 25, 2025
Within a process, true, but if you export your APls to the outside world then

the issue is something to consider.

For example, if you are porting an API surface that numbers in the many
thousands of exposed calls from one platform to AArch64, it’s a security win
if the compiler doesn’t make assumptions about the cleanliness of incoming
data.

Joshua Hudson March 25, 2025
I’m not convinced Aaron Giles isn’t talking about the system call gate and its

corresponding calling convention; which typically looks almost exactly like
the function calling convention.
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David Taylor
“sign extension changes the mathematical value of values greater than or equal to 23%

Should presumably say = 237,

Brian Boorman
Isn’t it actually =2 2% -1 ?

Brian Boorman March 26, 2025
Raymond said:

“2%" -= 1 is OX7FFFFFFF, and sign extension does not change that value.”

Sure, but my comment (correct or not) said “23? — 1” which is the value
OxFFFF_FFFF
- 2
Raymond Chen g¥ Author March 26, 2025
” 2 23" is correct (thanks). 23" — 1 is 0x7FFFFFFF, and sign extension does

not change that value.

Stay informed

Get notified when new posts are published.
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